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About Veeam Backup & Replication

Veeam® Backup & Replication™ is a data protection and disaster recovery solution for virtual
environments of any size and complexity. Veeam Backup & Replication provides fast, flexible, and
reliable recovery of virtualized applications and data. It unifies backup and replication in a single
solution, increases the value of backup and reinvents data protection for VMware vSphere and
Microsoft Hyper-V virtual environments. Veeam Backup & Replication supports your entire virtual
infrastructure with industry leading features such as instant file-level recovery and streamlined VM
recovery, scalability, 2-in-1 backup & replication, built-in de-duplication, centralized management and
many more.

About This Guide

This guide will help you become familiar with Veeam Backup & Replication and evaluate its
capabilities. This guide explains the primary features of Veeam Backup & Replication and will help you
begin using the product, regardless of your previous experience with the product.

Intended Audience

The document is intended for IT professionals who are looking to deploy Veeam Backup & Replication
to protect their VMware virtual environment. This guide will be of interest to novices to the product
and to VMware administrators, consultants and analysts who have used previous versions of Veeam
Backup & Replication and want to evaluate new features in Veeam Backup & Replication.

Document Structure

The guide provides a set of self-guided evaluation exercises that you should follow to familiarize
yourself with Veeam Backup & Replication. Each evaluation exercise provides a short feature overview,
an evaluation case and evaluation procedure, as well as comments on validation of the exercise
results.

The guide is comprised of four major parts:

e Reference Environment. This section describes requirements for a test lab that you need to
provision to successfully perform evaluation tasks and outlines a sample test lab used in this
evaluator’s guide.

e Backup Infrastructure Setup. This section describes Veeam Backup & Replication installation
and deployment steps that need to be completed before you can start evaluating the
product.

o Data Protection and Disaster Recovery. This section describes evaluation cases covering
the most typical data protection and disaster recovery tasks that you can perform with Veeam
Backup & Replication.

e Distributed Backup Infrastructure Management. This section describes how you can
manage a distributed backup infrastructure using Veeam Backup Enterprise Manager.
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Help and Support

This guide provides a high-level overview of primary features in Veeam Backup & Replication and
should be regarded as a supplement to existing technical documentation. The complete set of
documentation can be found on the Resources web page at: www.veeam.com/documentation-
guides-datasheets.html.

For technical support and assistance, use the following resources:
e Veeam Community Forums: http://forums.veeam.com

e Customer Support Portal: cp.veeam.com. Should you have a product issue, suggestion or
question, please visit our Customer Center to open a case, search our knowledge base,
reference documentation, manage your license or obtain the latest product release.

Document Revision History

Revision # ‘ Date ‘ Change Summary

Revision 1 06/11/2014 Initial version of the document for the Veeam Backup & Replication 8.0.
Added scenarios:
= Backing up and Restoring Microsoft SQL Server Databases,

= Performing Self-Restore of VM Guest OS Files and

e el R = Restoring Data from Encrypted Backup File Without

Password.
System Requirements section updated.
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To learn about system requirements, required ports and permissions, see Release Notes for Veeam
Backup & Replication 8.0 or http://helpcenter.veeam.com/backup/80/vsphere/requirements.html .

6 | Veeam Backup & Replication for VMware | EVALUATOR’S GUIDE | REV 2


http://www.veeam.com/veeam_backup_8_0_release_notes_rn.pdf
http://helpcenter.veeam.com/backup/80/vsphere/requirements.html

This section describes Veeam Backup installation and deployment steps that need to be completed
before you can start evaluating the product.

Insight into Veeam Backup Infrastructure

The backup infrastructure is a framework that comprises a set of components needed to perform data
protection and disaster recovery tasks. A typical Veeam backup infrastructure includes the following
components:

= Veeam backup server: a physical or virtual machine running Veeam Backup & Replication.
The Veeam backup server performs the role of the main management component: it is the
configuration and control center of the backup infrastructure.

= Virtual infrastructure servers: ESX(i) hosts used as the source and the target for backup and
replication.

= Backup proxy: a “data mover” component that retrieves VM data from the source storage,
processes it and transfers to the destination.

= Backup repository: a location used to store backup files, VM copies and auxiliary replica files.

To perform evaluation exercises, you can use a simple deployment scenario or a distributed
deployment scenario (recommended). The choice depends on your test lab environment. If you have
a very small test lab and there is no possibility of allocating dedicated servers that will perform the
roles of a backup proxy and backup repository, you can use a simple deployment scenario to evaluate
the product. However, whenever possible, itis recommended that you use a distributed deployment
scenario. This will help you gain insight into the new architecture of the backup infrastructure,
evaluate its benefits and increase your experience in deploying backup infrastructure components.
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Simple deployment

In a simple deployment scenario, components of the backup infrastructure perform several roles at a
time. The backup infrastructure includes the following components:

Veeam backup server
Source ESX(i) host

Target ESX(i) host (used for a replication scenario)

In the simple deployment scenario, the Veeam backup server performs three roles:

Backup Backup Backup
Weeam backup :'FI gErver prosy  repositong
server | LD

Itis the “control center” of the backup infrastructure, coordinating job performance and other
administrative activities.

It is the default backup proxy. When you perform backup, replication or VM copy, VM data is
processed directly on the Veeam backup server and then moved to the target. All services
necessary for backup proxy functioning are installed locally on the Veeam backup server.

It is the default backup repository: all backups, VM copies and auxiliary replica backup files are
stored on the Veeam backup server, in the Backup folder on the volume with the most
amount of free disk space.

'
= [ &
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Distributed deployment

In the distributed deployment scenario, Veeam backup server, backup proxy and backup repository
roles are assigned to dedicated servers. This type of deployment enables efficient data transfer and

use of resources in your backup infrastructure because you move the data processing load from the
Veeam backup server to a dedicated backup proxy and store data to a dedicated backup repository.

Depending on your production environment and the backup and replication scenarios you plan to
use, the distributed backup infrastructure may include a number of dedicated backup proxies and
backup repositories, both onsite and offsite, controlled by a single Veeam backup server. Use of
multiple backup proxies and repositories allows for dynamic assignment of jobs and intelligent load
balancing across the backup infrastructure.

To evaluate the product using this guide, it is sufficient to deploy one backup proxy and one backup
repository locally in your test lab. Therefore, the backup infrastructure will consist of the following
components:

Veeam backup server
Backup proxy
Backup repository

Virtual infrastructure servers

g]
Weeam backup

MMEH

'
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Exercise List

To deploy the backup infrastructure, perform the following exercises:

Installing s . .
Veeam Backup & Install. Veeam Backup & Replication on a physical or virtual 5-10 minutes
. machine.
Replication
Connecting N
virtual Add to the Veeam Backup & Replication console the hosts that
. you want to use as the source and target for backup and 5-7 minutes
infrastructure R
replication.
servers
Add to the Veeam Backup & Replication console the server that
Configuring you want to use as a backup proxy and assign the role of the 5.7 minutes
a backup proxy backup proxy to it. This exercise should be performed only if
you decide to follow the distributed deployment scenario.
Add to the Veeam Backup & Replication console the server or
Configuring that you want to use as a backup repository and assign the role
a backup of a backup repository to it. This exercise should be performed 5-7 minutes
repository only if you decide to follow the distributed deployment

scenario.
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Installing Veeam Backup & Replication

You should install Veeam Backup & Replication on a Windows-based machine, either physical or
virtual, that meets the system requirements.

Evaluation Case

In this exercise, you will install Veeam Backup & Replication. By installing Veeam Backup & Replication,
you configure the Veeam backup server — the core component in the backup infrastructure that
controls all other components.

Prerequisites

= Your test lab must meet the system requirements.

= You must have Local Administrator permissions on the server where Veeam Backup &
Replication will be installed.

= You must have a valid trial license or full paid license for Veeam Backup & Replication.

= Veeam Backup & Replication uses a Microsoft SQL Server instance installed locally or remotely
and requires .NET Framework 4.0. In case you do not have these, the setup wizard will
automatically install Microsoft SQL Server 2012 Express and .NET Framework 4.0.
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Procedure

To install Veeam Backup & Replication:

1.

Download the latest version of Veeam Backup & Replication for your version of Microsoft
Windows from www.veeam.com/downloads.

Mount the installation image using disk image emulation software, or burn the downloaded
ISO image file to a blank CD/DVD or. If you are installing Veeam Backup & Replication on a
virtual machine, use built-in tools of the virtualization management software to mount the
installation image to the virtual machine.

After you mount or insert the disk with Veeam Backup & Replication setup, Autorun will open
a splash screen with installation options. If Autorun is not available or disabled, run the

Setup . exe file from the CD/DVD disk. Alternatively, you can right-click the new diskin My
Computer and select Execute Veeam Backup & Replication Autorun or simply double-click
the new disk to launch the splash screen.

close

Veeam Backup & Replication

Veeam® o Veeam® .
Backup & Replication” Backup Enterprise
Manager-

O install © install

Documentation Training

& |learn more ¥ start training

4 Weearm™

Click the Install link in the Veeam Backup & Replication section of the splash screen. On the
Welcome step of the wizard, click Next to start the installation.

At the Provide License step of the wizard, specify the path to the license file you obtained
after you downloaded the product from the web site.

At the Default Configuration step of the wizard, specify if you want to use default
installations settings or specify installation settings on your own. In the latter case, the setup
wizard will include additional steps for configuring the necessary settings.

If you have selected to specify custom installation settings, pass through the next wizard
steps and specify the required settings manually. If you have selected to use default
installations settings, click Install to begin the installation process.

When the installation process is complete, click Finish to close the wizard.
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Validation

Select Programs > Veeam > Veeam Backup & Replication from the Start menu to make sure that
Veeam Backup & Replication has been installed successfully.

Connecting Virtual Infrastructure Servers

To connect virtual infrastructure hosts to the Veeam backup server, you need to add them to the
Veeam Backup & Replication console.

You can connect ESX(i) hosts that will be used as source and target for backup and replication. If you
plan to use an ESX(i) host that is a part of the vCenter Server hierarchy, it is recommended that you
add the vCenter Server instead of separate hosts as this will provide more flexibility at work.

Evaluation Case

In this exercise, you will connect to the Veeam backup server vCenter Server and/or ESX(i) hosts that
you plan to use as the source and target for backup and replication.

Prerequisites

= You must decide which hosts you want to use as source and target for backup and
replication.

= The Veeam backup server must have access to all hosts you plan to use for backup and
replication.

= Make sure that all necessary ports are open.
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Procedure
To add vCenter Server or ESX(i) hosts, do the following:

1. Run Veeam Backup & Replication: from the Start menu, select Programs > Veeam > Veeam
Backup & Replication.

2. Open the Backup Infrastructure view.

3. Right-click the Managed servers node in the inventory pane and select Add Server.

Veeam Backup & Replication =
Horme: Server

FFX 8§ 2

Add  Edit Remove Rescan | Upgrade
Server Server Server

Manage Server | Storage | Updates |

Backup Infrastructure

~
| Backup Repasitaries | VMware vSphere
4 Manageu|g_ dd S&NEI’..‘ Connect to your wSphere infrastructure by adding a vCenter Server (4.x or later) or standalone vSphere
7 Micrg b Hypervisor (ESX/ESXi 4.x or |ater). We recommend adding vCenter Servers rather than standalone hosts, as
Q Rescan this provides vMotion awareness.
i Upgrade Servers...

WMware vCloud Director

Connect to your vCloud infrastructure by adding 2 VMware vCloud Director Server (5.x). Registering vCloud
Director Servers enables creation of vCloud-aware backup jobs that back up vCloud metadata such as vapp
settings, in addition to actual VMs.

@

Microsoft Hyper-v
Connect to your Hyper-V infrastructure by adding a System Center Virtual Machine Manager (SCVMM)
Server, Hyper-V cluster or standalone host (Windows Server 2008 R2 SP1 or later).

M

Microsoft SMB3 storage

Add a SMB3 server cluster or standalone SMB3 server to enable change block tracking for VMs running on
SMB3. Storage must be Microsoft Windows Server-based storage; third-party storage that implements the
SMB3 protocol is not supported.

|
&

Microsoft Windows server
Add 2 Microsoft Windows server (Windows Server 2003 or later). Windows servers can be used to run
various Veeam backup infrastructure components and roles in 2 distributed deployment.

@

‘ () Backup Infrastructure

[5%} History v

|Emerprise
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4. Inthe Add Server window, select VMware vSphere.

Select the type of server you want to register with backup infrastructure. All registered
servers can be found under the Managed servers node on the Infrastructure tab.

VMware vSphere
Adds vCenter Server (recommended), or standalone vSphere Hypervisor (ESX/ESXI).

VMware vCloud Director
Adds VMware vCloud Director 5.x server.

Microsoft Hyper-V
Adds SCVMM server, Hyper-V cluster, or standalone host (2008 R2 or |ater).

Microsoft SMB3
Adds SMEB3 server cluster, or standalone SME3 server.

Microsoft Windows
Adds Microsoft Windows server (Windows XP/2003 or later).

Linunc

Adds Linux server (must have 55H and Perl).

5. Specify a DNS name or the IP address of the server.

Name

Specify OMS name ar P address of WMware server.

DMS name or IF address:
we-prod. veeam. local

Credential:
Description:

55H Connection Production vCenter Served

Surnmary

< Previous | | MHext » | | Finish | | Cancel
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6. Enter credentials for the user account with administrator access permissions to the added
server: click Add on the right of the Credentials field and specify the user name and
password to connect to the added server. For vCenter Server, credentials must be specified in
the DOMAIN\USERNAME format.

New VMware Server 25

=k Credentials
_! Tupe in server administrator's credentials. |f required, specify additional connection settings including web-service port nuriber.

Mame | Typein an account with local adminiztrator privileges on the server pou are adding.
L Use DOMAINSUSER format for domain accounts, or HOSTSUSER for local accounts.

Add...

55H Connechion

? Usermame: | YEEAMSAdministrator

Summary Password:  eesesssssss

Description:
YEEAM \Administrator

OF. || Cancel |

Default WMware web services port is 443, If connection cannot be established, check
for posgible port customization in the vCenter Server or ESxI] server settings.

pot. [#5_[2

| < Previous | | MHext » | | Finish | | Cancel

7. Click Next, then click Finish.

8. Repeat the procedure for all servers that you want to add.
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Validation

1. Open the Backup Infrastructure view.
2. Click the Managed servers node in the inventory pane.

3. Make sure that the added vCenter Server or ESX(i) host is available in the working area.

Yeeam Backup & Replication =-|0
= Home Server
FEX 8 2
L
Add  Edit Remove | Rescan | Uparade
Server Server Server

Manage Server | Storage | Updates |

Backup Infrastructure ,Q T¥pe in an object name to search for

Backup Prasies Marms * Type Description
Q Backup Repositories 1M This server Microsoft Windows Server
ﬁ WAN Accelerators [Bwc-prod.vesam.local VMware wCenter Server

€3 Service providers
4 i SureBackup
o Application Groups
2L Vitual Labs
Managed servers
[ @ Vidware vSphere
B2 Microsolt Windows

Production vCenter Server

% Backup & Replication

‘@ Backup Infrastructure

I5u] irtual Machines
% Storage Infrastructure

% Tape Infrastructure

[ Files

1 server Enterprise Edition Evaluation: 274 days remaining |VEEGM .
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Configuring a Backup Proxy

Insight into Backup Proxy

In the backup infrastructure, a backup proxy is a “data mover” component responsible for handling
jobs and transferring VM data. During backup, replication or VM copy activities, the backup proxy
retrieves VM data from the source datastore, processes it and transfers to the destination storage. The
backup proxy is also used to write data back to the source datastore during full VM restore and VM
disk restore.

The role of a backup proxy should be assigned to a Microsoft Windows machine (physical or virtual)
that meets the system requirements.

To retrieve VM data from the source datastore and write it back to the datastore during restore, the
backup proxy can use one of the following modes:

= Direct SAN Access — in this mode, the backup proxy copies VM data directly through the
SAN, bypassing the LAN.

= Virtual Appliance — in this mode, the backup proxy retrieves VM data directly from storage
through the ESX(i) I/0 stack, instead of transporting it over the network.

= Network — in this mode, the backup proxy retrieves VM data from the ESX(i) host through
the LAN.

You can explicitly select the transport mode that a backup proxy will use or let Veeam Backup &
Replication automatically choose the most appropriate mode.

The backup proxy should provide an optimal route for VM data traffic. When configuring a backup
proxy, you need to analyze the connection between the source datastore and a backup proxy.
Consider the following recommendations:

= Ifyou use FC SAN, assign the role of a backup proxy to a physical server with direct FC access
to the SAN to enable LAN-free data retrieval.

= Otherwise, assign the role of a backup proxy to a VM on an ESX(i) host connected the source
storage. This type of a backup proxy enables LAN-free data retrieval during backup and
replication and LAN-free writing of data back to the storage during full VM restore. Moreover,
it does not require you to provision a dedicated physical server.
Evaluation Case

In this exercise, you will configure a backup proxy. Configuration of a backup proxy is performed in
two stages:

1. You should add to the Veeam Backup & Replication console a server that will perform the role
of a backup proxy.

2. You should assign the role of a backup proxy to the added server.

Prerequisites

= You should have a dedicated Microsoft Windows physical or virtual machine that will perform
the role of a backup proxy.

= The machine must have access to the Veeam backup server, source datastore and backup
repository (for the backup and restore scenarios) and additionally access to the target ESX(i)
host (for the replication scenario).

= Make sure that all necessary ports are open.
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Procedure
To configure a backup proxy:
1. Open the Backup Infrastructure view.

2. Right-click the Managed servers node in the inventory pane and select Add Server.

Yeeam Backup & Replication =-|0
= Home Server
FEX 8 2
L
Add  Edit Remove | Rescan | Uparade
Server Server Server

Manage Server | Storage | Updates |
Backup Infrastructure O Type in an objict name to search for *
Backup Prasies Marms * Type Description
Q Backup Repositories 1M This server Microsoft Windows Server
ﬁ WaN Accelerators vc'prod.veeam‘lucal YMware wCenter Server Production wCenter Server

5 Service providers
4 i SureBackup
o Application Groups

2L Vitual Labs
BF  Add Serer...
T2 Rescan

Managed
& Upgrade Servers..

[ @ Widware vSpl
B2 Microsolt wi

% Backup & Replication

‘@ Backup Infrastructure

I5u] irtual Machines
% Storage Infrastructure

% Tape Infrastructure

[ Files

1 server Enterprise Edition Evaluation: 274 days remaining |VEEGM .
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3. Inthe Add Server window, select Microsoft Windows.

Select the type of server you want to register with backup infrastructure. All registered
servers can be found under the Managed servers node on the Infrastructure tab.

VMware vSphere
Adds vCenter Server [recommended), or standalone vSphere Hypervisor (ESX/ESXI).

VMware vCloud Director
Adds VMware vCloud Director 5.x server.

Microsoft Hyper-V
Adds SCVMM server, Hyper-V cluster, or standalone host (2008 R2 or |ater).

Microsoft SMB3
Adds SMEB3 server cluster, or standalone SME3 server.

Microsoft W
Adds Microsoft dowes server (Windows XP/2003 or later).

Linunc

Adds Linux server (must have 55H and Perl).

4. Specify a DNS name or the IP address of a Microsoft Windows server.

==  Name
? Specify DMS name aor P address of Microsoft Windows server.

ﬂ

DMS name or IF address:
172161345

Credential:
Description:

Rievigw Eackup prosy on host ess01.veeam. local

Apphy

Surnmary

< Previous | | MHext » | | Finish | | Cancel
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5. Enter credentials for the user account with administrator access permissions to the added
server: click Add on the right of the Credentials field and specify the user name and
password to connect to the added server. If you have specified credentials before, you can
simply select them from the Credentials list. Note that credentials must be specified in the
DOMAIN\USERNAME format.

New Windows Server z

Credentials

s
Eﬁ Specify server credentials
=y

Type in an accaount with local administrator privileges on the server pou are adding.

Mame "
' Use DOMAINYISER format for domain accounts, or HOSTSUSER for local accaunts.
Fiewiew Add...
? Uzernarme:  [171.16.13. 45 Adrmiriztrakar
Apply = Pazsword:  sessssssss
Surmmary

LDescription:

171.16.13. 455 Administrator

Cancel

Click Ports to customize network parts to be uzed by individual components

| < Previous || Mext > || Finizh || Cancel |

6. Follow the next steps of the wizard. At the last step of the wizard, click Finish to add the
server.
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Now you should assign the role of a backup proxy to the added server.

1. Open the Backup Infrastructure view.

2. Right-click the Backup Proxies node in the inventory pane and select Add VMware Backup
Proxy.

Veeam Backup & Replication ! ! 1

Backup Prowxy

FFERX B

Add Edit Disable Remove | Upgrade
Proxy - Proxy Proxy Proxy

Manage Proxy | Uparade |

Backup Infrastructure |,O Tyipe in on object name ta search for ®
A Host Description

E‘ %Add VMuvare Backup Proxy... This server Created by Yesam Backup & Replication

ﬁ 'Add Hyper- Off-Host Backup Proxy..

Backup Prodies
=} Backup Repasitories
&9 WAN Accelerators
ﬁ Service providers
4 iy SureBackup
o Application Groups
2 Virtual Labs
4 @ Managed servers
b [Za Yware vSphere
B Mirosoft wWindows

@ Backup & Replication

‘@ Backup Infrastructure

@ Virtual Machines
(£ storage Infrastructure

% Tape Infrastructure

|jj Files

L »

1 proxy |Enterprise Edition |Evaluation: 274 days remaining (VEEGM -

3. From the Choose server list, select the Microsoft Windows server that you have added.

=k Server
Choose server for new backup prosy. You can only select between Microzoft Windows servers added to the managed servers
which are not proxies already.

Choose server:
172.16.13.45 v| | AddNew..

Traffic Rules
Fro=y description:

Surnrary Prosy server in a i

Transport mode:

|Aut0maticselecti0n || Chooze... |

Connected datastores:

|.-’-‘«utomaticdetection[recommended] || Chooze... |

Max concument tasks:

+ Ko

< Previous | | Mext > | | Finizh | | Cancel
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4. Inthe Transport mode field, leave the Automatic selection option selected. Veeam Backup
& Replication will analyze the backup proxy configuration, define to which datastores it has
access and automatically select the best transport mode depending on the type of
connection between the backup proxy and the source datastore.

5. In the Connected datastores field, leave the Automatic detection option selected. If you
use SAN storage, Veeam Backup & Replication will automatically detect all datastores that the
backup proxy can access via the Direct SAN Access mode.

6. Go through the next steps of the wizard without changing default settings. At the last step of
the wizard, click Finish to finalize configuration of the backup proxy.

Validation
1. Open the Backup Infrastructure view.
2. In the inventory pane click the Backup Proxies node.

3. Make sure that the added backup proxy is available in the working area.

Yeeam Backup & Replication ==
Home Backup Proxy @

FFEX 2

Add Edit Disable Remove | Upgrade
Proxy + Proxy Proxy Proxy

Manage Proxy | Upgrade |
Backup Infrastructure |,O Type in on object nome ta search for x
Backup Proxies Mame Type Host - Description
=} Backup Repositaries 172.16,13.45 YMmare 172,16,13.45 Proxy server in a ¥M
@9 Wil Acoslerators YMware Backup Proxy YiMware This server Created by Yeeam Backup & Replication

ﬁ Service providers
a i SureBackup
o Application Groups
L, Vittual Labs
a ([ Managed servers
b [@a YMware vSphere
27 Micrasaft Windows

% Backup & Replication

‘ (] Backup Infrastructure

@ ¥irtual Machines
(£ Storage Infrastructure
% Tape Infrastructure

@ Files

2 proxies [Enterprise Edition |Evaluation: 274 days remaining (VEE@M _;
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Configuring a Backup Repository

Insight into Backup Repository

Backup repository is a location to which created backup files, VM copies and auxiliary replica files are
stored. You can use the following types of backup repositories:

= Microsoft Windows-based server with local or directly attached storage
= Linux-based server with local, directly attached or mounted NFS storage
= CIFS share

= Deduplication storage appliance*

* This guide describes backup repository configuration on Microsoft Windows, Linux servers and SMB
shares. To learn about using deduplication storage appliances with Veeam Backup & Replication, see
Veeam Backup & Replication User Guide at http://www.veeam.com/documentation-guides-
datasheets.html.

Evaluation Case

In this exercise, you will configure a backup repository in which backup files, VM copies and auxiliary
replica files will be stored.

Prerequisites

= You should have a Microsoft Windows server with a local or directly attached storage, Linux-
based server with a local, directly attached or mounted NFS storage, CIFS share or
deduplicating storage appliance that will perform the role of a backup repository.

= If a Microsoft Windows- or Linux-based server is used as a backup repository, these servers
must have access to the Veeam backup server and the server that will perform a role of the
backup proxy. In case of a CIFS share, make sure that you have an account with the Full
Control permissions on the share to be able to connect to it.

= Make sure that all necessary ports are open.
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Procedure
To configure a backup repository:
1. Open the Backup Infrastructure view.
2. Ifyou plan to use a CIFS share as a backup repository, go to step 7 of this procedure.

If you plan to use a Microsoft Windows-based or Linux-based server as a backup repository,
right-click the Managed servers node in the inventory pane and select Add Server.

VYeeam Backup & Replication ==
Harme Server (7]

FEX 8 2

Add  Edit Remove | Rescan | Uparade
Server Server Server

Maniage Server | Storage | Updates |

Backup Infrastructure | ,O T¥pe in an object name to search for *

Backup Prowies Mame - Type Description

= Backup Repasitaries [ 172.16.13.95 Microsoft Windows Server Backup proxy on host esx01.vesam, local
&9 WAN Accelerators I This server Microsoft Windows Server
€3 Service providers [Bwc-prod.vesam.local VMware wCenter Server Production wCenker Server

4 i SureBackup
o Application Groups
2L Virtual Labs

Managed servers
b [Za WMware vSphere Addd Server..
B Microsoit windows | B Rescan

@ Upgrade Servers...

% Backup & Replication

‘@l Backup Infrastructure

@ ¥irtual Machines
@ Storage Infrastructure
% Tape Infrastructure

(3] Files

3 servers Enterprise Edition Evaluation: 274 days remaining |VEEQM
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3. Inthe Add Server window, select the server type: Microsoft Windows or Linux.

Select the type of server you want to register with backup infrastructure. All registered
servers can be found under the Managed servers node on the Infrastructure tab.

VMware vSphere
Adds vCenter Server [recommended), or standalone vSphere Hypervisor (ESX/ESXI).

VMware vCloud Director
Adds VMware vCloud Director 5.x server.

Microsoft Hyper-V
Adds SCVMM server, Hyper-V cluster, or standalone host (2008 R2 or |ater).

Microsoft SMB3
Adds SMEB3 server cluster, or standalone SME3 server.

Microsoft Windows
Adds Microsoft Windows server (Windows XP/2003 or later).
Linunc

&

Adds Linux server (must have 55H and Perl).

4. Specify a DNS name or the IP address of the Microsoft Windows- or Linux-based server that
you want to use as a backup repository.

Name
? Specify DMS name aor P address of Microsoft Windows server.

ﬂ

DMS name or IF address:
172161397

Credential:
Description:

Rievigw Microsoft Windows-based backup repositond

Apply

Summary

< Previous | | MHext > | | Finizh | | Cancel
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Enter credentials for the user account with administrator access permissions to the added
server: click Add on the right of the Credentials field and specify the user name and
password to connect to the added server. If you have specified credentials before, you can
simply select them from the Credentials list. Note that credentials must be specified in the
DOMAIN\USERNAME format.

New Windows Server z

Credentials

s
Eﬁ Specify server credentials
=y

Mame | Twpein an account with lacal adminiztrator privileges on the server pou are adding.
L o Use DOMAINSUSER format for domain accounts, or HOSTSUSER for local accounts.

Fiewiew Add...
? Uszername: |[172.16.13.97 Adminiztrator || Browsze. .. |

Apply = Password: o.oooo.oo.| -

Surmmary

LDescription:

172.16.13. 97" Administrator

Click Ports to customize network parts to be uzed by individual components

| < Previous || Mext > || Finizh || Cancel |

Follow the next steps of the wizard. At the last step of the wizard, click Finish to add the
server.

Right-click the Backup Repositories node in the inventory pane and select Add Backup
Repository.

Yeeam Backup & Replication ==

Backup Repository

X €8

Add Edit  Remove | Rescan Upgrade
Repository Repository Repository | Repository

Manage Repository | Tools |

Backup Infrastructure |,O Type in gn obysct name to search for 2®

Backup Prosies H Hame: Type Host Path Capaity Free Description
Backup Repositorie: L= Repository Windows This server CBackup 93.7GE  830GE Created by Vesam Backup
[ Add Backup Repository. |
&9 WAN Accelerators [
ﬁ Semvice providers
4 iy SureBackup
i Application Groups
2 Virtual Labs
4 @ Managed servers
b [E YMware vSphere
B2 Microsolt Windows

% Backup & Replication

‘ @ Backup Infrastructure

€] ¥irtual Machines
% Storage Infrastructure
% Tape Infrastructure

|jj Files

1 repository Enterprise Edition Evaluation: 274 days remaining (VEEQM _;
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8. Specify a name for the added backup repository.

+ Name
g Tupe in a hame and description for this backup repositony.

Mame;

B ackup Wolume 01

Type
Description:

5 - - -
SvEl Microzoft Windows-based repozitond

Fiepositan

wPower HFS
Rewview

Apply

| < Previous || MHext » || Finigh || Cancel |

9. Select the type of backup repository: Microsoft Windows server, Linux server or Shared
folder.

+ Type
g Choose type of backup repagitany you want to create.

W arme ® Microsoft Windows server [recommended)

Microsoft Windows server with internal or directly attached storage. Data mover process running
directly an the server allaws for improved backup efficiency, especially over zlaw links.

5
Bt Linux server [recommended)

Linus server with internal, directly attached, or mounted NFS storage. Data mower process running

Fiepositan . = ! I
directly an the gerver alloves for more efficient backups, especially over glow linkz.

wFower HFS
Shared folder

Review CIFS [SME] share. When backing up over slow links, we recommend that pou specify a gatewsay
server located in the same site with the shared folder.
Apply

Deduplicating storage appliance

Advanced integration with EMC Data Domain, EraGrid and HF Store0nce. For basic integration,
uze the Shared folder option above.

< Previous | | MHext > | | Finizh | | Cancel
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10. For a Microsoft Windows- or Linux-based repository, select the server that you have added.

For a CIFS share, specify a UNC path to the shared folder that will be used as a backup
repository and enter credentials of an account with administrative privileges on the share.

+ Server
g Chooze server backing vour repogitory, You can select server from the list of managed servers added to the conzole,

Mame Repository zerver:
| 172.16.13.97 [Microsoft \Windows-based backup repositary] vl | Add Hew... |

Fath - Capacity Free Populate

| @ 997 GE 83.0GE |

Type

Fiepositan
wFower HFS
Rewview

Apply

| < Previous || MHext > || Finizh || Cancel |

11. Specify a path to the folder to which backups and auxiliary replica files will be stored.

12. Click Populate to see how much space is available on your backup repository.

+ Repository
a Type in path to the folder where backup files should be stored, and set repository load control options.

M ame Location
Path to folder:
|E:\Backups | | Browse. . |

Server a Capacity: 99.7 GB

Free space:  83.0 GB

Type

wPower NFS Load control

Running too mary concurrent jobs against the zame repository reduces overall performance, and

Review may cause storage |/0 operations to imeout. Control repository saturation with the fallowing

Apply [w] Lirnit rasirnurn concument basks to:

[] Limit combined data rate to:

Click Advanced to customize repositony settings

| < Previous || MHext » || Finish || Cancel |

13. Go through the next steps of the wizard without changing default settings. At the last step of
the wizard, click Finish.
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Validation
1. Open the Backup Infrastructure view.
2. Click the Backup Repositories node in the inventory pane.

3. Make sure that the added backup repository is available in the working area.

VYeeam Backup & Replication =-|0

Backup Repositary

g2 X 85

Add Edit  Remove Rescan  Uporade
Repository Repository Repository | Repository

Manage Repository | Tools |

Backup Infrastructure | ,Q T¥pe in an object name to search for 3

Backup Prasies Marms Type Hast Path Capacity Fres  Description
| Backup Repasitaries Ea_ﬁa;kup wolume 01 Windows 172,16,13,97 CiiBackups 99,7 GB 83,056 Microsoft Windows-base, ., :
9 wiaN Accelerators Default Backup Repository Windaws This server CriBackup 200.0GB 185.3GE Created by Yeeam Backup

€3 Service providers
4 i SureBackup
ot Application Groups
2L Vitual Labs
a @ Managed servers
[ @ Vidware vSphere
Br Wiorosolt windows

% Backup & Replication

‘@ Backup Infrastructure

I5u] irtual Machines
% Storage Infrastructure

% Tape Infrastructure

[ Files

1 repository selected Enterprise Edition Evaluation: 274 days remaining |VEEGM .
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This section describes a set of exercises that you can perform to get to know the product functionality.
Each exercise covers one of the most typical data protection or disaster recovery tasks and enables
you to evaluate primary features of Veeam Backup & Replication.

Exercise List

To evaluate the key possibilities of Veeam Backup & Replication, perform the following exercises:

Exercise

Performing
backup

Backing up and

restoring
Microsoft SQL
Server
databases

Restoring
afullVM

Restoring
guest OS files

Restoring
VM disks

Restoring VM
files

Creating a
backup copy

Performing
replication

Failing over
a VM replica

Failing back

to a primary VM

Description
Configure a backup job.
Run the backup job to create a full image-level backup.

Run the backup job again to create an incremental backup.

Back up a virtualized Microsoft SQL Server and restore a
database to a specific transaction.

Restore a full VM from the image-level backup.

Restore specific guest OS files from the created image-level
backup.

Restore a VM drive from the image-level backup, and attach it to
another VM.

Restore a VM configuration file (VMX) from the image-level
backup.

Create a copy of a backup file and store it on the secondary
backup repository.

Configure a replication job.
Run the replication job to create a VM replica on the target host.

Run the replication job once again to create a restore point for a
VM replica.

Fail over to the VM replica from the original VM.

Fail back to the original VM from the VM replica.

Time Estimates

5-10 minutes

Varies*

Varies*

Varies*

Varies*

5-7 minutes

Varies*

5-7 minutes

Varies*

5-10 minutes

Varies*

Varies*

3-5 minutes

Varies*

* The actual time required to perform this exercise depends on your test lab configuration, the
hardware and software being used and the size of processed VMs.
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Performing Backup

Insight into Veeam Backup

Designed specifically for virtual environments, Veeam Backup & Replication performs image-level
backup of VMs.

Veeam Backup & Replication backs up a VM image as a whole: it copies VM data at a block level unlike
traditional backup tools that process guest OS files separately. Veeam Backup & Replication retrieves
VM data from the source storage, compresses and deduplicates it and writes to the backup repository
in Veeam's proprietary format. You can use the image-level backup for all types of data restore
scenarios: perform Instant VM Recovery*, restore a full VM, separate guest OS files, VM files and VM
virtual disks from the same backup file.

To produce a backup, Veeam Backup & Replication leverages VMware snapshot capabilities. When you
need to perform backup, Veeam Backup & Replication triggers VMware vSphere to create a snapshot,
a cohesive point-in-time copy of a VM that Veeam Backup & Replication can access to retrieve VM
data. The VMware snapshot technology lets you back up VMs without suspending them: this is also
knows as online hot backup.

In Veeam Backup & Replication, backup is job-driven: to perform backup, you need to configure a
backup job. A backup job defines when, what, how and where to back up. One backup job can be
used to process one or several VMs.

Veeam Backup & Replication conducts both full and incremental backup. During the first run of a
backup job, Veeam Backup & Replication creates a full VM backup (VBK). All subsequent job cycles
produce incremental backups:

= VIBif forward incremental or forever forward incremental backup is used.
= VRBif reversed incremental backup is used.
The number of increments kept on disk depends on retention policy settings.

The backup technology is a great choice for VMs with lower RTOs: typically, these are VMs running tier
2 applications. When the primary VM fails, you need some time to restore VM data from a compressed
and deduplicated backup file. With Veeam'’s Instant VM Recovery*, however, this time is reduced to
the minimum. At the same time, due to compression and deduplication, backup files require less disk
space and can be saved to inexpensive storage.

*To learn about the Instant VM Recovery scenario, see Veeam Backup & Replication User Guide.

Evaluation Case

In this exercise, you will create backup of VM(s). You will configure a backup job and run it twice to
create full and incremental backups.

It is recommended that you create a backup job for at least two VMs: one Microsoft Windows-based
VM and one running OS other than Microsoft Windows, for example, Linux, Unix, BSD or MacOS. This
will let you follow the two guest OS recovery scenarios afterwards: restoring guest OS files from a
Windows-based VM and restoring guest OS files with multi-OS restore wizard.
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Prerequisites

= All backup infrastructure components that will take part in the backup process should be
added to the Veeam Backup & Replication console. These include an ESX(i)host on which
VM(s) reside or vCenter Server to which this ESX(i) host is connected. If you plan to use a
distributed architecture scenario, you should also have a backup proxy and a backup
repository.

= [Optional] To receive an email notification when a backup job completes, specify global email
notification settings. To do that, select Options from the main menu of Veeam Backup &
Replication and specify necessary settings on the Email Settings tab.

= [Optional] To evaluate the application-aware image processing feature and the file indexing
feature, make sure that at least one of backed up VMs runs the following OS’es:

—  Microsoft Windows Server 2003

—  Microsoft Windows Server 2008

—  Microsoft Windows Server 2008 R2
—  Microsoft Windows 7

—  Microsoft Windows 8

—  Microsoft Windows 8.1

—  Microsoft Windows 2012 Server

—  Microsoft Windows 2012 R2 Server
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Procedure

To perform backup of VMs, follow the next steps.
Step 1. Create a backup job

1. On the Home tab, click the Backup Job button.

Yeeam Backup & Replication ! ! q

mY &
H SEQ
Backup Replication | Backup WM Flle  Restore Import  Failover
Job Job Copy Copy Copy Backup Plan
imary Jobs | Auxiliary Jobs ‘ Restore ‘Fallnver Plans|
Backup & Replication O Type in an abject name to search for ®
0k Jobs Name  * Type Status Last result Mext run Target Objects in job
(% Last 24 hours
‘ I% Backup & Replication
4] Backup Infrastructure
] wirtual Machines
@ Storage Infrastructure
% Tape Infrastructure
[ Files
By »
0jobs Enterprise Edition Evaluation: 274 days remaining (VEEQM .4

2. Specify a name for the created backup job.

Name
%l Type in a name and description for this backup job.

I ame:

Evaluation backup job
Wirtual b achines

Description:
Storage

Eackup job created for evalustion purposed

Guest Processing

Schedule

Surnmary

< Previous | | Mext > | | Finizh | | Cancel
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Step 2. Add VMs to the backup job

You can back up individual VMs or VM containers: folders, resource pools, clusters, vApps, datastores
and so on. Jobs with VM containers are dynamic in nature: if anew VM is added to the container after
the backup job is created, the job is automatically updated to include the new VM.

If you have connected vCenter Server rather than a standalone ESX(i) host to the Veeam backup
server, VMs added to the job will be backed up even if they are vMotioned to another host.

1. Atthe Virtual Machines step of the wizard, click Add.

2. To quickly find a VM or VM container, enter the name of the object that you want to find in
the search field and click the Start search button on the right. Select a VM or VM container in
the displayed list and click Add.

[x]

Yirtual Mac
Select wirtual = . at automatically changes
%l a8 o add Select objects: E @
Mame Type
Mame mWindows W Wityal Machine

Add

Remove
Storage

Guest Processing Exclusions. .
Schedule

Surmmary * Down

Fiecalzulate

=
o H

Total size:
‘*vwindowsum % ‘ 0.0 KB

Add || Catcel | Cancel
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Step 3. Exclude VMs and VM disks

If you create a backup job for a VM container, you can exclude specific VMs or VM containers from the
backup job. You can also select which VM disks to back up.

Note that Veeam Backup & Replication automatically excludes VM log files from backups to make the
backup process faster and reduce the size of the backup file.

1. Atthe Virtual Machines step of the wizard, click Exclusions.

2. Use the VMs tab to exclude VMs or VM container from a backup job. Click Add and select VMs
and VM containers that must be excluded. To quickly find a VM or container, enter the name
of the object you want to find in the search field and click the Start search button on the
right.

3. (Click the Disks tab. Select a VM and click Edit to select disks that must be backed up. This
functionality is useful, for example, if you want to back up only VM system drives.

4. To exclude disks of a VM added as part of a container, click Add on the right to include the
VM in the list as a standalone instance.

Select Disks |i| m

W dizks to process:

Yirtug
Select] O Al disks matically changes
a5 Qo

Mame
IDE (0:0
s | | (SoEm Sekctal Iy
[ IDE [1:0} Clear Al FO—
Storage [JIDE:1)

. Exclugions...
Guest Pracezsing

Schedule + Up

Summary + Down

Recalzulate

OF. || Cancel |

Total size:
I JET L ] I O OE done T TESTOTE, TEH dJIE T OO ST T g BI]_I]EB

location where excluded disks are not accessible with the ariginal paths.

Othersize, Vi will fail o power on without manual Y configuration edits,

Cancel

L | Ok, || Cancel |

5. If you exclude some VM disks from the backup, select the Remove excluded disks from VM
configuration check box to automatically modify the VMX file with regard to the selected VM
disks. With this option selected, you will be able to power on a restored VM without having to
edit its configuration.
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Yirtug

Select

a5 po
W arme

Storage
Guest Processing
Schedule

Surnmary

6. Click OK.

W disks to process:
O Al disks
) Disk 0:0 only [typically, system disk)
®) Selected disks:

IDE [0:0] Al
IDE [0:1]

matically changes

Add..

| Remove |

Remave

[ Remove excluded disks from W configuration

Canzider using thiz option to be able to restore, replicate or copy WM to a
location where excluded disks are not accessible with the onginal paths.
Othensize, Wi will fail to power on without manual Y configuration edits.

OF. | | Cancel

Click Recalculate to see the total size of selected objects.
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Step 4. Define the VM backup order

If you have included a number of VMs or VM containers to the backup job, you can specify the order in
which VMs should be processed. This will help you make sure that the most important VMs in the job
are processed first — for example, if you must fit into the backup window and you are unsure how
much time VM processing will take.

1. Atthe Virtual Machines step of the wizard, select the added VM in the list.

2. Use the Up and Down buttons on the right to move the VM higher or lower in the list. The
higheris VM in the list, the higher its priority. If you added a VM container as a single instance,
VMs inside the container will be processed at random.

¥irtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
az wou add new WM into container.

Mame Yirtual machines to backup:

M arne Type add.
LC13 Linue: Wb Witual Machine o
Storage | CT3 Windowss WM Yirtual Machine EDE

Guest Processing Exclusions. ..
Schedule

Surmmary

Recalzulate

« Prewvious | | MHext > | | Finish
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Step 5. Select a backup proxy and backup repository

If you use a distributed deployment scenario, you must point the created job to the backup proxy that
will process VM data and to the backup repository to which VM backups must be stored.

1. Atthe Storage step of the wizard, view the Backup proxy field and make sure that
Automatic selection is specified there. Veeam Backup & Replication will check the settings of
available backup proxies and select the most appropriate one for the job: the backup proxy
that will enable the most efficient data retrieval from the source datastore. Veeam Backup &
Replication first attempts to choose a backup proxy that uses the Direct SAN Access mode,
then the backup proxy that uses the Virtual Appliance mode. If such backup proxies are not
available, Veeam Backup & Replication selects the least loaded backup proxy that uses the
Network mode.

2. From the Backup repository list, select the backup repository that you have configured.
Backup files created by the job will be written to this backup repository.

3. Define the number of restore points that should be kept. By default, Veeam Backup &
Replication keeps 14 restore points.

Storage
Specify processing proky server to be used for source data retrieval. backup repository to store the backup files produced by this
job and custarize advanced job settings if required.

MName Backup prowy:

|Aut0matic selection | | Chooze...

Wirtual M achines

Backup repositony:

| Backup Wolume 07 [Microzoft Windows-based repositary) v |

Guest Processin
. B 83.0GB free of 99.7 GB tap backup

Schedule
Fietention policy

Surmmary Restore points to keep on disk:

[] Configure secondary destinations for this job

Copy backups produced by thiz job to another backup repozitory, or to tape. Best practices
recommend maintaining at leazt 2 backups of production data, with one of them being off-site.

Advanced job settings include backup mode, compression and deduplication,
block zize, natification settings, autamated post-job activity and other settings. @ Advanced

< Previous | | Mext > | | Finizh | | Cancel |

39 | Veeam Backup & Replication for VMware | EVALUATOR’S GUIDE | REV 2



Step 6. Specify advanced backup settings
At the Storage step of the wizard, click Advanced to specify additional backup settings.

1. On the Backup tab, you can select the mode in which you want to perform backup: forever
forward incremental, forward incremental or reverse incremental.

= The forever forward incremental backup method produces a backup chain that
consists of the first full backup and a set of forward incremental backups following
it. To use this backup method, select Incremental and do not enable active full
and/or synthetic full backup.

= The forward incremental backup method produces a backup chain that consists of
the first full backup and a set of forward incremental backups following it.
Additionally, the forward incremental backup chain contains synthetic full and/or
active full backups that “split” the backup chain into shorter series. To use this
backup method, select Incremental and enable active full and/or synthetic full
backup.

= The reverse incremental backup method produces a backup chain that consists of
the last full backup and a set of reverse incremental backups preceding it. To use
this backup method, select Reverse incremental.

2. If you have selected to use forward incremental backup, select Enable synthetic fulls and
specify a day on which a new full backup file should be created. This option is very useful if
your corporate policies require you to periodically create full backups. To create a synthetic
full backup, Veeam Backup & Replication uses full and incremental backup files that already
reside on the backup repository (instead of retrieving VM data from the production storage).
Synthetic full backups do not impact your virtual infrastructure or primary storage.

3. With synthetic backup scheduled, you will have a number of full backups on disk — a full
backup created at the first run of the backup job and those create according to the synthetic
backup schedule. To save the disk space, you can select the Transform previous full backup
chains into rollbacks check box. In this case, Veeam Backup & Replication will transform all
previous full backup chains to a reversed incremental backup sequence. This option allows
you to keep only one full backup image on disk and so reduce the amount of space required
to store backups.

Advanced Settings - m

Storage
%l Specify pr Backup | Storage I Motifications I wSphere I Storage Integration I Advanced | up files produced by this
job and cul

Backup mode
) Reverse incremental [slower]

Increments are injected inko the full backup fle, g0 that the latest :I
e O0zE. ..
Vithaal Machines backup file iz alwayz a full backup of the most recent Wi state.

® Incremental [recommended]
_ Increments are saved inta new filez dependent on previous files in the EI

chain, Best for backup targets with poor random |0 performance.

Create synthetic full backups periodically Ekup

Schedule Create on: Saturday

Mame

Guest Processing

Summary Tranzform previous backup chaing into rollbacks
Correerts previous incremental backup chain into

rollbacks for the newly created full backup file.

Active full backup
Best practices

[] Create active full backups periodically 3 g
Em being off-site.

tonthly on: | First Manday Morths...

“wheekly on selected days: [ays...

Saturday @ Advanced
Save Az Default Ok, | | Cancel |
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2. (lick the Storage tab. Leave the Enable inline data deduplication check box selected.
Veeam Backup & Replication deduplicates identical blocks of data when backing up multiple
VMs in one job and eliminates empty space on logical disks of VMs. Use of deduplication
dramatically reduces storage costs: you can reduce the backup size up to 90% when backing
up VMs created from the same template.

3. Make sure the Exclude swap file blocks from processing check box is selected. Swap files
are dynamic and change intensively between runs of a backup job. Veeam Backup &
Replication will identify data blocks of the Microsoft Windows pagefile in the VM guest OS
and exclude them from processing, which will result in increased performance and smaller
increments.

4. Toreduce the size of a backup file, Veeam Backup & Replication offers 5 compression levels:
None, Dedupe-friendly, Optimal, High and Extreme, that provide different compression ratios to
meet the needs of your environment. For this evaluation exercise, make sure that the
Optimal compression level is selected.

5. Veeam Backup & Replication lets you encrypt backup files and restore data from encrypted
backups even if you have lost a password. To enable backup file encryption, select the Enable
backup file encryption check box and click Add on the right to choose the necessary
password.

Veeam Backup & Replication lets you decrypt backup files even if you have lost or forgotten
the password. To learn more, see the Restoring Data from Encrypted Backup File Without
Password scenario.

Advanced Settings - \L‘

Storage
%l Specify pr | Backupl Storage | Motifications I wSphere I Storage Integration I Advanced | up files produced by this
job and cul

D ata reduction
[ Enable inine data deduplication [recommended)

[#] Exclude swap file blocks from processing (recommended)

Cormpression level:

_ | Optirnal [recommended) W |

Mame

Wirtual M achines

Optimal compression provides for best compression to performance ratio, W
Guest Processing and lowest backup proxy CPU usage.

Storage optimization: Fkup
Schedll | Local target W |
Summmary Best performance at the cost of lower deduplication ratio and larger

incremental backups. Recommended for SAM, DAS or lacal target.

Encryption

[#] Enable backup file encryption .
Best practices
Pasaword: Em being off-site.

|h-1_l,l favorite book [Password age: less than 1 day, vl | Add...

& Lozs protection disabled Manage passwonds

| [ Caea |
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6. Click the Notifications tab. Select the Send email notifications to the following recipients
check box. When the job completes, you will receive a notification with details on the job
performance. You will be able to receive email notifications only if you specify global email
settings. To specify email settings, select Options from the main menu.

[ x|
Storage
%l Specify prd Backup | Storage | Motifications | wSphere I Storage Integration I Advanced up files praduced by this

[#] Send SNMP natifications far this job

Mame [#] Send email notifications to the following recipisnts:

|administrato@veeam.com -
Wirtual M achines

® |se global natification setings

(0 Use custom notification settings specified below: n
g Subject:
Guest Proceszing
|[°/oJobF|esuIt°/o] ZlobMame? [ZVmCount? Yids) Zlssuesi kup
Selediic Mtify on success
Surnmary Mutify ar warning
Hotify on error
Supprezs notifications until the last ety
. . . Best practices
[ Set successiul backup details to this W atribute: em being off-site.
|Noles
Append to the existing attibute's value
w0p Advanced
Save Az Default Cancel | .
Note: Make sure that you specify your email address once: either in the To field in general notification

settings or in job notification settings. If you specify both, you will receive two identical notifications
when the job is completed.

7. Click the vSphere tab.

8. Ifyou back up a VM that is not VSS-aware, for example, a Linux-based VM, make sure that the
Enable VMware tools quiescence check box is selected. This option helps create
transactionally consistent backups of such VMs.

9. Make sure that the Use changed block tracking data check box is selected. For VMware VMs
with hardware version 7 or later, Veeam Backup & Replication employs VMware vSphere
Changed Block Tracking (CBT). Instead of scanning VMFS to know which data blocks have
changed since the previous job run, Veeam Backup & Replication queries the CBT module to
get the list of changed blocks. Use of CBT increases the speed and efficiency of block-level
incremental backups. For example, if only 5% of a VM changed since the last backup,
incremental backup will be performed 20 times faster.

10. Make sure that the Enable changed block tracking for all processed VMs check box is
selected. This option forces use of CBT even in case it is switched off at the level of the ESX(i)
host.
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Storage
%l Specify prg | Backup | Storagel Matificationz | *Sphere | Storage Integration | Advanced up files produced by this

Guest guiescence
[] Enable YMware Tool: quisscence

W arme . . . . . .
Mative quisscence iz only used for virtual machines with

application-aware image processing dizabled. -

Changed block tracking

Wirtual M achines

[#] Use changed block tracking data [recommended) n
Guest Processing [#] Enable CET for all protected Y s automatically
Changed block tracking [CBT) allows for fast incremental backup Elb
Schedule and replication of Wk s with virtual hardware version 7 or later, Far

CET to be enabled, Wi must have no existing snapshats.
Surmmary

Best practices
=m being off-zike.

| (e ]

Step 7. Specify additional guest OS processing options

At the Guest Processing step of the wizard, you can enable additional options for VM guest OS
processing:

Application-aware image processing, which will ensure proper restore of VSS-aware
applications. To back up running VMs with VSS-aware applications, Veeam Backup &
Replication uses application-aware image processing based on Microsoft VSS. Jobs with
application-aware image processing produce transactionally consistent backups, that, unlike
crash consistent backups, ensure proper recovery of virtualized applications without any data
loss.

Guest OS file indexing, which will enable you to search for guest OS files in backed up VMs
and restore filesin 1 click. With this option selected, Veeam Backup & Replication creates a
catalog (or index) of VM guest OS files. To learn about the 1-click restore scenario, see the
Searching for Guest OS Files and Performing 1-Click Restore section.
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To enable application-aware image processing and indexing:

1.

At the Guest Processing step of the wizard, select the Enable application-aware image
processing check box.

Select the Enable guest file system indexing check box.

Specify credentials for the user account with Local Administrator privileges on all VMs
included into the job: click Add on the right of the Credentials field and specify the user
name and password. If you have specified credentials before, you can simply select them
from the Credentials list. OS credentials are required to install, start and remove Veeam's
runtime process that coordinates indexing and VSS activities inside the VM.

Guest Processing
%l Chooze additional processing options available for Microgoft Windows guests,

Mame [+] Enable application-aware processing

) . [uiesces applications uzing Microsoft WSS to ensure tranzactional consistency, performs
Yirtual b achines tranzaction logs processing, and prepares application-specific Y55 restore procedure,

Storage Customize application handling options for individual Wz and applications Applications.

[+ Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Schedule Indexing is optional. and is not required to perform ingtant file level recoveries.

Customize advanced guest file spstem indexing options for individual ks

Guest 05 credentials

Surnmary

Credentisk: | £ VEEAM'\Administrator [VEEAM Adminisrator, last edited v | | Add..

Manage accounts

Customize guest OS5 credentials for individual Wiz and operating systems Credentials..

| < Previous || Mext = || || Cancel |

By default, the specified guest OS credentials are used for all VMs processed by the backup
job. If you back up several VMs that use different guest OS credentials, click Credentials.
SelectaVM in thelist and click Set User > Windows credentials/Linux credentials. Then
enter guest OS credentials with Local Administrator privileges for this specific VM. Repeat the
procedure for all VMs in the job.
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MNew Backup Job
Guest Processing
%l Chooze additional processing options availabla for Microzoft Windows quests.
Guest OS Credentials 24
I arme Specify guest 05 credentialz for individual Wi s
) Object Account Add... 5

Wirtuial M ac 3 Linus M <Defaulty

Storage (T windows WM <Defaults __Set zer... @
i Poce

idual files.
Schedule
jals: WEEAM\Admiristrator [WEEAI Add... dexing. ..
Summary Credentials: |@ [/ " |

Manage accounts

| Ok || Cancel |

fatela}

1R

edentials..
| Ok | | Cancel |
Test Mow
| < Previous || MHext » || Finish || Cancel |

4. To specify advanced options for VSS processing, click Applications. Select a VM in the list and
click Edit.

5. Onthe General tab, select the Try application processing, but ignore failures option to
continue the backup job even if VSS errors occur. If application-aware image processing fails
during the job, Veeam Backup & Replication will try to create a transactionally consistent
backup with VMware Tools quiescence.

6. Make sure that the Process transaction logs with this job option is selected to correctly
handle transaction logs after the backup job is completed. In this case, if the backup job
finishes successfully, Veeam Backup & Replication will truncate transaction logs so that they
do not overflow storage space. If together with Veeam Backup & Replication you use a third-
party backup tool that maintains consistency of transaction logs, select the Perform copy
only option to prevent possible conflicts.
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B Specify application
Object

Y| & Linus M

. T3 Windows ¥M

5

5

General | SQL | Scrpts

Applications

Application-aware processing logic guiesces applications using

Microzoft W55, and configures them to perform required W55
restore steps during nest WM boat.

) Require successful processing [recommended)
® Ty application processing, but ignore Failures

() Disable application processing

Tranzaction logs

Choosze whether thiz job should process transaction logs upon
successful backup. Logs pruning is supported far Microzoft
Exchange and Microsoft SOL servers.

(® Process transaction logs with this job [recommended)

() Perfarm copy only (lets ancther application uze logs)

i

Cancel

T

If you add a virtualized Microsoft SQL Server to the backup job, you can configure the job to copy
transaction logs. To learn more, see Backing up and Restoring Microsoft SQL Server Databases.

7. Click Indexing, select the necessary VM in the list and click Edit > Windows indexing or

Linux indexing. Select Index everything to perform indexing of the entire guest file system.

Guest Processing
% Chooze additional

M ame
Wirtuial Mac|

Storage

Schedule

Summary

MNew Backup Job

Guest file epstem indexing mode:

() Disable indesing

® Index everything
) Index everything except:

Falder
Zwindirkz
ZProgramFiles?

Z%ProgramFiles(=86)%
FBracrardh BT

Index only following folders:

Default

Folder Add...

Remove

Cancel

[x]

3

plications.
idual files.

dexing...

Add..
edentials..

Test Mow

| < Previous || MHext >

| | Cancel
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Step 8. Specify job scheduling settings
A backup job can be scheduled or run manually. To schedule a backup job:

1. Atthe Schedule step of the wizard, select the Run the job automatically check box. If you
do not select this check box, the job will be saved and you will have to run it manually.

2. Select the schedule type: daily, monthly, periodically or continuously. You can also chain the
jobs so that they run one after another.

3. Make sure the Retry failed VM processing check box is selected. During the retry cycle, only
VMs that failed during the main backup cycle will be processed.

4. Select the Terminate job if it exceeds allowed backup window check box and click
Window. Define the backup window for your environment. In case the created job overlaps
the specified window, it will be automatically terminated not to produce additional overhead
on your virtual environment.

5. Click Create.

Schedule
% Specify the job scheduling options. If pou do not set the schedule, the job will need to be controlled manually,

Mame [#] Fiun the job automatically
® Daily at this time: |1D:DD Phd | |Ever_l,lday vl | Diays... |

Wirtual Machines

Storage () Morthly at this time: |1D:DD Pr (5 | |Fourth | |Saturda_l,l | | Manths... |

B s ) Perindically even: |‘I ||Hours | | Schedule... |

() After this job: | |

Summary Automatic retry

[w] Retry failled "Mz processing: E times

W ait before each retry attempt for: E minutes

B ackup window

[] Teminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent shapshot carmmit during production bours.

< Previous | | Create | | Finizh
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Step 9. Review job settings and start the job

1. Review the summary of backup job settings.

2. Select the Run the job when I click Finish check box and click Finish. The job will start.

Summary
%l The job’s gettings have been saved succeszsfully, Chck Finish to exit the wizard.

Mame Summary:

Mame: Evaluation backup job

Wirtual M achines Target Path: C:hBackups

Type: Wiiware Backup

Storage Enable application-aware processing

Enable guest file spstem indexing

Source items:
Linus Wk [ve-prod.veeam.local)
WWindows Wi [vo-prod veeam local)

Guest Processing

Schedule

Command line: "C:\Program Files\Weesamh\Backup and Replication\B ackup
\weearn. B ackup Manager.exe" backup 7EI0e088-2fb5-451 3-bleB-7 258040873

[#] Fiun the job when | click Finish

< Previous | | MHext > | | Finigh | | Cancel

Summary
& The job’s zettings hawve been saved successfully. Click Finizsh to exit the wizard.
"'J

M ame Sumnmary:

Mame: Evaluation backup job
Wirtual M achines Target Path: C:\Backups
Type: Hypert' Backup
Storage Enable application-aware processing
Enable quest file spsten indexing
Source items:
Linus %k [172.16.13.45)
whindowes W [172.16.13.45]
Target repositany: Backup Wolume 01
T arget repozitory host; 172.16.13.97
Target repository path: C:A\Backups

Guest Pracezsing

Schedule

Command line: "C:\Program Files\Weesamh\Backup and Replication\B ackup
“Weeam.Backup. Manager.exe" backup 3b7842bb-caeh-48ad-80c3-5df 781 49bbf2

[#] Fiun the job when | click Finish

< Previous | | MHext » | | Finigh | | Cancel
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Step 10. Monitor job performance in real time

When the job is running, you can view job statistics in the real-time mode. Job statistics provide
detailed data on the job: job progress, duration, processing rate, performance bottlenecks, the
amount of data processed, read and transferred and other details of the job performance. Beside
general job statistics, you can view detailed data for each VM or VM container processed by the job.

1. Open the Backup & Replication view.
2. Select the Jobs node in the inventory pane.

3. Click the jobin the working area to open the lower pane with job statistics. Now you can track
the job performance as the job runs.

4, Select the name of a specific VM or a VM container to view detailed statistics for this specific
object only. Note that Veeam Backup & Replication processes all VMs and VM containers in
the job in parallel.

Yeeam Backup & Replication =-|0
Home  View 10b @)

Start  Stop Refry Active | Statistics SCOL Report SOL Edit Clone Disable Delete
Ful Statistic Report
Job Control Details Manage Job
Backup 8 Replication |p Tupe in on object ngme to search for x
I {a} Jobs Mame - Type Status Last result Mext run Target Objects in job
4 [fg Backups iy Evaluation hackun job YMware Ba.., 0% complet,.. 1111j201...  BackupWolume 01 2
A Disk
b (2 Last 24 hours
Jab progress: 0of 2 YMs
|
L
‘ % Backup & Replication Summary Data Status Throughp
@ Backup Infrastructure Duration: 0:00:55 Processed: 0.0 KB (0%) Success: a
Processingrats:  OKBfs Read: 0.0KE Warnings: ]
@' virtual Machines Baktleneck: Detecting Transferred: 0.0KE Errors: a
% SLCER0S P B B WM name Status Action Duration
i B 0% 1388
€P= Tape Infrastructure GlLinw: M ® o% & Queued for processing at 11112014 4:38:55 AM
@Windows Wi @ 0% ORequ\red backup infrastruckure resources have been assigned
Ijj Files &M pracessing started at 11(11/2014 4:30:01 AM
&M size: 16.0 G (15.5 GB used)
Eﬁ, »
1job selected |Enterprise Edition |Evaluation: 274 days remaining (VEEZM

5. Wait for the job to complete. Note that the job must complete with the Success or at least the
Warning status. If the job completes with the Failed status, the backup file will not be created
and you will not be able to perform restore operations.
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Step 11. Perform incremental backup

To perform incremental backup of a VM, do the following:
1. Open the Backup & Replication view.
2. Select the Jobs node in the inventory pane.

3. Right-click the job in the working area and select Start. Wait for the job to complete. Note
that the job must complete with the Success or at least the Warning status.

Yeeam Backup & Replication ==
Home | View Jab (7]
=1 =
S d SEE
Backup Replication  Backup WM File | Restore Import = Failover
Job Job Copy Copy Copy Backup Plan
Primary Jobs Audiiary Jobs Restore Failover Plans
Backup 8 Replication |p Tupe in on object ngme to search for x |
I {a} Jobs Mame - Type Status Lastre,.,  Mextrun Target Chijects in job
4 [fj Backups 40 Evaluation backup job Whware Backop  Stopped (@  start 1. BackupVolmeDi 2 |
A Disk -
b (3 Last 24 hous op
WE Retry
& Active Ful
lil;  statistics
Report
Disable
## Clane
% Delete
& Edit,
’E Backup & Replication
() Backup Infrastructure
I wirtual Machines
@ Storage Infrastructure
E% Tape Infrastructure
(3] Files
[
1 job selected Enterprise Edition Evaluation: 274 days remaining |VEEQM
Validation

After a backup job completes, the resulting backup file is stored to the backup repository that you
have selected as a backup target. Veeam Backup & Replication creates a full backup file, VBK, during
the first run of a backup job. During every next job run, it copies changes that were made to the VM
since the last backup, whether full or incremental.

Depending on the backup mode you selected, Veeam Backup & Replication handles incremental
changes differently:

= Ifyou use the incremental backup mode (forever forward incremental or forward
incremental), Veeam Backup & Replication saves incremental changes to the VIB file next to
the VBK file on the backup repository.

= [fyou use the reversed incremental backup mode, Veeam Backup & Replication injects copied
changes to the full backup file and saves replaced blocks of data as a reversed incrementfile,
VRB, next to the VBK file on the backup repository.

Additionally, next to backup files, Veeam Backup & Replication creates a backup metadata file, VBM,
that contains information on the backup job, VMs in the backup, number and structure of backup files,
restore points and so on. This metadata file facilitates import of backups and mapping of backup jobs
to existing backups.
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To check backup results:
1. Open theFiles view.
2. Inthe inventory pane, expand the backup repository file tree.
3. Open the target folder on the backup repository. In this folder, find the subfolder with the
backup job name and open it. Make sure that it contains a VBK, .VIB/VRB and VBM files.

nirEn-|

Home Share e v @

@ - 1 | 1« Backups » Evaluation backup job v G| | Search Evaluation backup job @ |

¢ Favarites
B Desktop - -

8 Downloads 1 g @

&l Recent places

Ewaluation Evaluation Evaluation
) Libraries backup job backup [
5| Docurnents job2014-11-11T0 | job2014-11-11T0
. 43853 A4504
J' husic

(&= Pictures
B videos

. Cornputer

f! Metwork

Titerns Titern selected 30,7 MB

4. Open the Backup & Replication view.

5. Select the Jobs node in the inventory pane. Double-click the backup job in the working area.
Check the job results.

6. If you have selected to receive an email message once the job is completed, open your email
client and check the Inbox folder. Make sure that you have two incoming emails with job
results: one for the full backup and one for the incremental backup.
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Backing up and Restoring Microsoft SQL Server Databases

To protect a virtualized Microsoft SQL Server, you can configure a backup job that will create image-
level VM backups and, in addition, copy database transaction logs. Image-level backups will capture
the VM state at specific points in time. Transaction logs will keep records of all transactions performed
against protected databases since the moment of the last backup. If a Microsoft SQL Server VM fails,
you can recover the VM from the necessary restore point and then apply transaction logs to get
databases on the Microsoft SQL Server to the required state between backups.

To configure a backup job that copies transaction logs, you must create a regular backup job and
specify advanced settings for transaction logs shipping. In these settings, you define:

=  How often you want to back up transaction logs
= How transaction logs must be shipped to the destination
= How long transaction logs must be retained

With these settings enabled, Veeam Backup & Replication actually creates two jobs linked with each
other:

= Aregular backup job responsible for creating image-level backups
= An auxiliary job responsible for shipping database transaction logs

The regular backup job runs by the defined job schedule. It creates image-level backups and saves
them on the backup repository. After the image-level backup has been successfully created, Veeam
Backup & Replication truncates transaction logs on the virtualized Microsoft SQL Server.

The auxiliary backup job runs continuously. The job copies transaction logs accumulated between VM
restore points at scheduled intervals, for example, every 15 minutes. As a result, on the backup
repository you will have a chain of restore points and a set of transaction logs that cover intervals
between these restore points.

Veeam Backup & Replication ships transaction logs to the backup repository and saves them in files of
VBL format next to VM image-level backups. To ship transaction logs from the virtualized Microsoft
SQL Server to the backup repository, Veeam Backup & Replication uses log shipping servers —
Microsoft Windows machines added to the backup infrastructure. You can select explicitly what log
shipping servers you want to use, or let Veeam Backup & Replication assign log shipping servers
automatically.

For restore operations, Veeam Backup & Replication offers a special tool — Veeam Explorer for
Microsoft SQL Server. Veeam Explorer for Microsoft SQL Server is integrated with Veeam Backup &
Replication. The explorer is installed automatically when you deploy Veeam Backup & Replication.

Veeam Explorer for Microsoft SQL Server supports a number of restore scenarios:
=  You can restore a Microsoft SQL Server to a specific point in time or to a specific transaction.
= You can restore the database to a specific point in time or transaction and export it to the
necessary location.
Evaluation Case

In this exercise, you will back up a Microsoft SQL VM and restore a database on the Microsoft SQL
Server to a specific transaction using the created backup. To do this, you will perform the following
actions:

= Configure a backup job that will create a Microsoft SQL VM backup and copy transaction logs.

= Use the created VM image-level backup and transaction logs to recover a database on the
Microsoft SQL Server to a specific transaction with Veeam Explorer for Microsoft SQL Server.

It is strongly recommended that you use a non-production Microsoft SQL Server with a sample
database for this exercise.
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Prerequisites

Make sure that the Full or Bulk-logged recovery model is enabled for the database on the Microsoft
SQL Server that you plan to back up. If the recovery model is set to Simple, Veeam Backup &
Replication will not detect and process transaction logs.

Procedure
Step 1. Configure the backup job for a Microsoft SQL VM

1. InVeeam Backup & Replication, configure a backup job that processes a Microsoft SQL Server
VM (see the Performing Backup exercise).

2. Atthe Guest Processing step of the New Backup Job wizard, select the Enable application-
aware processing check box. In the VM Guest OS credentials section, specify a user account
to connect to the VM guest OS. The user account must have the sysadmin privileges on the
Microsoft SQL Server. In the opposite case, Veeam Explorer for Microsoft SQL Server will fail to
automatically identify Microsoft SQL databases in the created VM backup.

3. Click Applications.
4, Select the Microsoft SQL Server VM in the list and click Edit.

5. In the Transaction logs section, make sure that the Process transaction logs with this job

option is selected.
N x
Guest Proce sgl02 Processing Settings -
& Choose additig
General | 5QL I Scripts

[ x |
S pecit licati Applications
N PECTY appleation Application-aware processing logic quissces applications using I
Object Microzoft W55, and configures them to perform reguired W55 Add...
b @ sq02 restore steps during nest Vi boot.
s ® Require successful processing [recommended) :I
() Ty application processing, but ignare failures T —
- () Dizable application processing
5

Tranzaction logs

g Chaooze whether this job should process tranzaction logs upot
succezsful backup, Logs pruning is supported for Microzoft
Exchange and Microzoft SOL servers.

@ Process tranzaction logs with this job [recommended]

| -

() Perform copy only (lets another application use logs)

L]

Cancel

T

OF. || Cancel |

6. Click the SQL tab.
7. Select the Backup logs periodically option.

8. In the Backup logs every <N> minutes field, specify how often you want to ship transaction
logs from the Microsoft SQL Server VM to the backup repository. By default, Veeam Backup &
Replication ships transaction logs every 15 minutes.

9. In the Retain logs section, specify the retention policy for transaction logs. You can store
them for a specific number of days or until a preceding image-level backup is removed from
the backup chain.
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10. In the Log shipping servers section, leave the Automatic selection option selected. Veeam
Backup & Replication will automatically identify the least loaded Microsoft Windows server in
your backup infrastructure and use this server to ship transaction logs to the backup

repository.
[ x|
Guest Proce:
'=J— Choose additid
= | General| SQL | Scriptsl n
. - Chooge how this job should process Microsoft SOL Server
i Specity application transaction logs.
Obiject Add...

) Tmuncate logs [prevents logs from growing forewver)

| @
ql02 L
() Do nat truncate logs (requires simpls recavery model) Edit... ]
Backup | iodicall
® Backup logs periodically Femove

- Backup lags every: a rinutes

S Retain logs:
® According to the comesponding image-level backup :I

5
) Keep only last m days

Log zhipping servers:

T

|Aut0maticselecti0n || Chooze... |

Cancel

11. At the Schedule step of the wizard, define scheduling settings for the job. If you do not
specify that the job must run automatically by the defined schedule, the backup job will be
unable to ship transaction logs to the backup repository.

12. Finish working with the wizard and run the job to produce an image-level backup of the
Microsoft SQL Server VM.

13. When you create a backup job that processes a Microsoft SQL Server VM and enable
transaction log shipping, Veeam Backup & Replication creates two jobs: one processing the
Microsoft SQL Server VM and the other one shipping transaction logs. In the inventory pane
of the Backup & Replication view, expand the Last 24 hours node to see the created jobs.
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14. After the image-level backup has been created, perform some transaction on the database on
the Microsoft SQL Server VM that you have backed up. For example, if you use a test
database, you can manually run a simple Microsoft SQL script to insert a record into the
database or drop a record.

15. Wait for the period of time that you have defined in the Backup logs every <N> minutes
field. After this period has expired, Veeam Backup & Replication will ship transaction logs and
store them in a file of VBL format on the target backup repository, next to the image-level
backup of the Microsoft SQL Server VM.
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Step 2. Recover a database to a specific transaction

1.
2.

Open the Backup & Replication view.
In the inventory pane, click the Backups node.

In the working area, expand the backup job processing the Microsoft SQL Server VM, right-
click the Microsoft SQL Server VM and select Restore application items > Microsoft SQL
Server databases.

Yeeam Backup & Replication ==
Hame Backup '@

B &5He S X

InstantVM Entre WM  Guest Application = Remove
Recovery VM  Files. Files. Ttems . from Disk

vPower Restore Actions

Backup & Replicatien |,C) Type in 2n object name to ssarch for x ‘
[ ﬁ Jobs Job name Creation time Restore points Repositary Platfarm
a [ Backups 4 A Microsoft SQL Backup 11j112014 5:54 AM Default Backup Repository VMware

& sk G2 T instant UM recovery.. |
b (3 Last 24 hours {5 Transaction log backup Default Backup Repository SCL Server

Restore entire Wik,

Restore Wi files...

Restore Wb hard disks...
Restore guest files 3

Restore application items ~ » ‘ iy Microsgét SOL Server databases.., ”

DFeRee

Remove from disk

‘ % Backup & Replication

@l Backup Infrastructure
€] ¥irtual Machines
% Storage Infrastructure

% Tape Infrastructure

(3] Files

G2

1 backup selected |Enterprise Edition |Evaluation: 274 days remaining (VEEEM :

Pass through the steps of the Microsoft SQL Server Database Restore wizard: select a
restore point and specify a restore reason. At the last step of the wizard, click Finish to start
the recovery process. Veeam Backup & Replication will automatically mount the Microsoft
SQL Server VM file system to the Veeam backup server, locate the Microsoft SQL database and
attach it to a staging Microsoft SQL Server — Microsoft SQL Server on which the Veeam
Backup & Replication database is deployed. After that, Veeam Backup & Replication will
automatically open the database in Veeam Explorer for Microsoft SQL Server.

In the left pane of Veeam Explorer for Microsoft SQL Server, right-click the necessary database
and select Restore point-in-time state to <Microsoft SQL Server\Instance Name>.
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3 Weeam Explarer for Micrasaft SQL Server

Home

BT 8 8 (5 (B

Add Rernowve Restore Restore Export Export
Database Database Databases - Database - Databases - Database -

Diatabases Restare Export
4 &2 5aLn2
» (@ LOCALDE#EEFDEOET Database Info
4 [y SOLEXPRESS
G CRM Databases

Mame: Customers

| Custorners LA |Restore state of Tuesday 11/11/2014, 5:54 AM to SQLO2ASQLEXPRESS
U Locations | E Restare pointin time state to SQLOSASQLEXPRESS..
[]Warehouse J:E estaore to another server.,

Export state of Tuesday 11/11/2014, 5:54 AM to DesktopiCustomers
P ¥ P

EE Export point-in-time state to DesktoptCustomers..,

LF | Expartto anather folder..,

CIRPTOGPArT FITETIwICIOS O SUL SERVErIMTSSUL T, SULEAFRESSIRESULADATANCustomers.mdf

Secondary database and log files
chPragram Files\Micrasoft SOL Server\M$SQL11. SOLEXPRESSMESQLADATANCustamers_log.ldf

Auwailable Restore Period

11/11/2014 5:54:02 Ah - 117112014 6:10:55 AhA

6. Veeam Backup & Replication will launch the Restore wizard. At the Specify restore point
step of the wizard, select Restore to a point in time. Use the slider below to define the exact
point in time to which you want to restore the database.

7. Select the Perform restore to the specific transaction check box and click Next.

Specify restore point

Specify point in tirme you want to restore the database to:

() Restore to the current restore point
(®) Restare to a paint in time

3:04 AN o  Bl0AM
1171172014 ! . . . . . o 11A1172014

Tuesday, Movermber 11, 2014 6:10 AhA

Perfarm restare to the specific transaction

Enables you to review major database transactions around the selected tirme, and restore
the database to the morment in tirme right before the unwanted change,

MNext | | Cancel
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8. Atthe Fine-tune the restore point step of the wizard, select a transaction to which you want
to restore the database and click Restore.

Fine-tune the restore point

Selectthe undesired operation in the list below, The database will be restored to the state prior
to transaction imvaolving the selected operation,

Tirne Operation Object Type Account
11/11/2014 6:05 AW Rowrinserted  Custorners Table  5-1-5-21-5329020523-209147833C
11/1172014 6:05 Ab - Row inserted  Custormners Table  5-1-5-21-520020523-209147833C

b

Back ” Restaore | | Cancel |

10. Veeam Backup & Replication will start restoring database to the selected transaction. When
the restore process is complete, Veeam Explorer for Microsoft SQL Server will display a popup
message to notify you of the restore operation results.

Validation

Check the state of the restored database on the Microsoft SQL Server VM and make sure it has been
restored to the necessary state.
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Performing Full VM Restore

Insight into Full VM Restore

If a production VM has failed and you need to recover it from the backup, you can use one of the two
options that Veeam Backup & Replication offers:

= [Instant VM Recovery*, which uses the vPower technology to start a VM directly from a
compressed and deduplicated backup file. Instant VM Recovery creates a "temporary spare”
of the original VM and provides the minimum restore time possible (several seconds to
several minutes).

= Full VM recovery, which actually recovers a full VM from the backup file and registers it on the
target host. Though full VM recovery takes more time than Instant VM Recovery as you have
to extract the VM image to the production storage, it actually recovers a failed VM on the
production storage and provides full disk I/O performance.

You can restore a single VM or a multiple VMs at once, both to the original location or to a new
location. VM(s) can be recovered to the latest state or any valid point in time.

When Veeam Backup & Replication creates a backup of a VM, it additionally stores information about
the initial VM location to the backup file. As all initial VM settings are available, restore of a VM to the
original location is extremely fast: you can do it basically in one click. Restore to the original location
mitigates the risk of operator's errors: you do not have to provide any VM data during the restore
process, so the chance to specify wrong settings is minimal.

*To learn about the Instant VM Recovery scenario, see Veeam Backup & Replication User Guide.

Evaluation Case

In this exercise, you will restore a VM from the backup to its original location and power it on on the
ESX(i) host.

Prerequisites

= You can restore a VM from any backup that has been successfully run at least once. Open the
Backup & Replication view, select the Backups node in the inventory pane. Then expand
the backup job and verify that there is at least one restore point available for the VM.

= VMs with Virtual Hardware version 8 are supported only by ESX(i) 5.x or later.

Important! When you restore a VM to the original location, Veeam Backup & Replication automatically deletes
the initial VM. For safety's sake, make sure that you use a non-production VM for this exercise.
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Procedure
To restore a full VM toits original location, do the following:
1. Open the Backup & Replication view.

2. Select the Backups > Disk node in the inventory pane. Expand the backup job in the working
area, right-click the necessary VM in the corresponding backup job and select Restore entire

VM.
Home Backup : g

B &6 X

InstantVM  Entre VM Guest Application —Remove
VM Files - Files. Ttems.  from Disk

Yeeam Backup & Replication

=4

Recovery

vPower | Restore Actions

Backup & Replication |,O Tvpe in an ebject name to search for

b i Jobs Job name Creation time Restore points | Repositary Flatform

a @ Backups 4 ZEvaluation backup job 11/11/2014 4:38 AM Backup Yolume 01 YWhMware
A Disk Rl lin wm 11/11]2014 4:45 AM z

b (8 Last 24 hours windows i1

‘ % Backup & Replication

Gil Backup Infrastructure
@ V¥irtual Machines

(£ storage Infrastructure
% Tape Infrastructure

[ Files

[Ep  InstantVM recovery...

& I Restare entire Y.

@ “Restore WM files..,

@ay Restore WM hard disks...

&" Restore guestfiles 3

% Remove from disk

1 backup selected

|Enterprise Edition

[Evaluation: 274 days remaining (VEEGM _;

At the Virtual Machines step of the

wizard, select the VM in the list, click Point on the right

and choose the necessary restore point. If you select an incremental restore point, Veeam
Backup & Replication will automatically restore data blocks from the full backup file and the

chain of incremental backup files.

Available restore points for *Windows Wi

[ x]

Full VM Restore Wizard

Job
4 2 Evaluation backup job
G—T 1191/2014 4:45:32 AM

Type

Increment

|5 1111/2014 4:39:51 AM

Full

| | Cancel
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4. Atthe Restore mode step of the wizard, select Restore to the original location.

5. Click the Pick proxy to use link and make sure that Automatic selection is specified there.
Veeam Backup & Replication will check settings of available proxies and select the most
appropriate one for the job — the backup proxy that will enable the most efficient data
transport to the source datastore. Veeam Backup & Replication first attempts to choose a
backup proxy that uses the Direct SAN Access mode, then the backup proxy that uses the
Virtual Appliance mode. If such proxies are not available, Veeam Backup & Replication selects
the least loaded backup proxy that uses the Network mode.

6. Select Quick restore. \Veeam Backup & Replication will perform incremental VM restore —
retrieve from the backup file only those data blocks that have changes since the selected
restore point was created and write these data blocks to the source datastore. This option lets
you significantly speed up the restore process.

Restore Mode
& Specify whether selected %Mz should be restored back to the ariginal location, or to a new location or with different settings.

Yirbual M achines @ Restore to the original location
Quickly initiate restore of selected WMz to the ariginal location, and with the ariginal name
and settings. This option minimizes the chance of user input error.

Feazon ) Restore to a new location. or with different seltings

Customize restored Wi location, and change its settings. The wizard will automatically
Surnmary populate all contrals with the original Wk zettings as the default zettings.

[w] Quick rollback [restore changed blocks only)

Alloves for quick Wk recoveny in case of guest 05 software problem, or user enor. Do not uze this
option when recovering from digaster caused by hardware or storage izsue, or power logs,

Fick prosy to uze

< Previous | | MHext > | | Finish | | Cancel
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7. Atthe Reason step of the wizard, specify the reason for restoring the VM.

Reason
@ Type in the reason for performing this restore operation. T his information will be logged in the restore sessions history for later
reference.

Wirtual M achines Restore reazot

E valuating full M restord

Restore Mode

Surmmary

[] Do nat show me this page again

| < Previous || Mext > || Finizh || Cancel |

8. Atthe last step of the wizard, select the Power on VM after restoring check box; then click
Finish.

Validation

Open the vSphere Client and make sure that the restored VM is running on on the original host.

vmware: vSphere Web Client # & | Help~ |
vCentar | v] X (5 Windows VM | Actions = |—='
J ﬁ | 83 9. ( Getting Started | Summary  Maonitor  Manage  Related Objects
v@VC-TEST.VEEAM.LAB o
~ fadhio What is a Virtual Machine?

-
v [ esxl veeamlsh Avirtual maching is & software carmputer that,

v (@ Whs like & physical computar, runs an opetating = i .
By Linus VM systern and applications. An operating J, | Virtual Machines
systern installed on a vitual machine is 3 5
3 VMot called a guest operating system. 5
EBVMEE i P Cluster Bar
o Because every virtual maching is an solated - B
computing enviranment, you ean use vitual p
machines as desktop or workstation . B
b [ ess? veeamlab emvironments, as testing environments, orto . 3 Y :
: consalidate server applications o Host ™
e &

In wCenter Setver, virtual machines run on
hosts or clusters. The same host can run

many virtual machines t' J Datacenter
~ vCenter Server
vSphere Client
Basic Tasks Explore Further
> Learn how to install a guest
W Power Off the virtual machine operating system
0l Suspend the virtual machine Learn more about virtual machines
& Edit virtual machine settings Learn about templates
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Restoring Guest OS Files

Insight into Guest OS Files Restore

Together with full VM restore, Veeam Backup & Replication offers Instant File-Level Restore (IFLR) that
lets you recover guest OS files and folders from the VM backup. In contrast to competitive solutions,
IFLR does not require a specific file-level backup. Restore of guest OS files, as well as all other restore
options, is available from the same image-level backup. Neither should you extract the VM image from
the backup prior to restore: VM guest OS files can be recovered on-the-fly, directly from a regular
backup or from a VM replica. This makes the restore process extremely fast and does not require you
to provision additional storage resources.

Veeam Backup & Replication provides three options for guest OS files recovery:
= Recovery from Windows-based file systems (FAT, NTFS and ReFS)

= Recovery from 15 most used file systems (including Linux, Unix, BSD and soon) with the multi-
OS restore wizard

= Universal File-Level Recovery* for any OS or file system through leveraging the Instant VM
Recovery technology*

You can recover VM guest OS files to the latest state or any valid point in time.

*To learn about the Instant VM Recovery scenario, see Veeam Backup & Replication User Guide.

Evaluation Case

In this exercise, you will recover guest OS files and folders from the image-level VM backup and save
them to the C:\backup\restored folder on the Veeam backup server.

The exercise covers two evaluation scenarios:
e Scenario 1: Recovering guest OS files from the backup of a Windows-based VM

e Scenario 2: Recovering guest OS files from the backup of a Linux-based VM or other non-
Windows VM with the help of the multi-OS recovery wizard

Scenario 1. Restoring VM Guest OS Files (FAT, NTFS, ReFS)

When you recover guest OS files from Windows-based VMs, Veeam Backup & Replication mounts the
content of a backup file directly to the Veeam backup server and displays the file tree in the built-in
file browser. You can copy the files you need and save them locally or anywhere on the network. You
can even point applications to restored files and work with these files as usual.

Prerequisites

= You can restore VM guest OS files from any backup that has been successfully run at least
once. Open the Backup & Replication view, select the Backups node in the inventory pane.
Then expand the backup job and check if there is at least one restore point available for the
VM.

= Windows file restore mode supports Microsoft Windows file systems only (FAT, NTFS and
ReFS). To restore files from VMs running other file systems, use the multi-OS file restore
wizard.

= You cannot restore files from a VM if it is currently being backed up or replicated.
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Procedure
To restore guest OS files from a Microsoft Windows VM:

1. Open the Backup & Replication view.

2. Click the Backups > Disk node in the inventory pane. Expand the backup job in the working
area, right-click a necessary VM in the corresponding backup job and choose Restore guest
files > Microsoft Windows.

VYeeam Backup & Replication

oy

X

Remove
from Disk

RS0 &

InstantVM Entre VM  Guest Application

Recovery VM Fies. Files. Items.

vPower | Restore | Actions |

Backup & Replication

|p Tvpe in on object name to search for

b {0k Jobs Job name Creatian time Restore points | Repository PlatFarm
a @ Backups 4 & Evaluation backup job 117112014 4:38 AM Backup ¥olume 01 Whware
g Disk. Linux ¥M 11/11/2014 4:45 aM 2
Last 24 hours FWindows 1M
4 @ i Instant W recovery..

Restore entire V.,
Restore Wi files..,

L3
&
&
fa  Restore WM hard disks..
&
=]

‘ (5 Backup & Replication Restore guest files

[@s  Microsoft Windows..

@ Linuxand od’%r..‘

Gil Backup Infrastructure Remove from disk

@ Virtual Machines
(£ storage Infrastructure

% Tape Infrastructure

[ Files

ba 2

1 backup selected [Enterprise Edition |Evaluation: 274 days remaining (VEEEM :

3. Atthe Restore Point step of the wizard, select the necessary restore point.

-.‘l Restore Point
-

Select the restare paint ta restore guest 05 files from.

Wi name:  Windows ¥M Original host: we-prod.yeeam.local

W sizer vl

Reazon
Available restore points:
Date Type
| 114112014 Tuesday 4:45:32 &M Increment
11/11/2014 Tuesday 4:33:57 A Full

Surmmary
Backup

Evaluation backup job
Ewaluation backup job

MHext » | | Finish | | Cancel

| < Previous | |

4. Atthe Reason step of the wizard, specify the reason for future reference.

5. Click Next. Then click Finish.
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6. Veeam Backup & Replication will display a file browser with the file system tree of the VM.
Right-click the necessary file or folder, select Copy To and enter C:\backup\restoredin

the Choose folder field.
A Backup Browser (Windows WM at 11,/11/2014 4:49 Ak = B =
Huorme
Ly (R :
O3 & IS
Back Forward Folder View | OpenIn Exchange SharePoint
Up - Explorer  Items Items
Navigation | Actions |
ERENE ()] Mame Type Size Creation Date Maodified Date
b $Recycle.Bin | administrator Folder 10/30/2013 1:3..,  10/30/2013 1:3...
o700 Bi0:0...  7j13/2009 10:0...
) Documents and Settings D320, 7j13/2009 11:2...
b inetpub B10:0,..  7/13/2009 10:0..,
E b EerFLUDSF_I Choose folder: P20, 7/13/2009 :57..,
£ Frogram Hes . P9IS7...  7/13/2009 %:57..,
b .. Program Fies (xg6) |C.\backup\restoled ‘ Browsze. .. 113
| ProgramData
) Recovery
| System Yolume Information [7] Preserve pemissions and awnership -_I]K -_Eancgl
1 Users
Bl Windows
b ED
6 objects I 00K
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Validation

1. Open theFiles view.

2. Inthe inventory pane, expand the file tree under This server.

3. Select the C:\backup\restored folder and make sure that the restored files or folders are
available there.

Veeam Backup & Replication
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b I3 $RecycleBin
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Scenario 2. Restoring VM Guest Files (Linux, Unix and so on)

While most of backup tools offer file-level recovery for a very small number of file systems, typically,
Windows and rarely Linux, Veeam’s multi-OS restore wizard enables you to recover guest OS files from
15 file systems such as Linux, Unix, BSD, MacOS and many others.

For file-level recovery, Veeam Backup & Replication uses a special FLR helper — a small virtual
appliance based on the stripped-down Linux kernel. Whenever you perform file-level restore, Veeam
Backup & Replication automatically starts the appliance and mounts VM disks to the FLR appliance as
virtual hard drives. Virtual disks are mounted directly from backup files, without prior extraction of the
backup content, which makes the restore process much faster in comparison with competitive
solutions. You can then copy individual files and folders from VM disks to your local machine drive or a
network share.

You can also let the FLR appliance function as an FTP server. In this case, users will be able to access
restored files on the FTP using the IP address of the FLR appliance. Bear in mind that users will be able
to access restored files on the FTP only while the file browser with restored files remains open on the
Veeam backup server. Once the file browser is closed, the FLR appliance will be powered off.
Prerequisites

= You can restore VM guest files from any backup that has been successfully run at least once.
Open the Backup & Replication view, select the Backups node in the inventory pane. Then
expand the backup job and check if there is at least one restore point available for the VM.

= Encrypted LVM volumes are not supported.

Procedure
To restore guest OS files from the backup of a Linux-based VM or other non-Windows VM:
1. Open the Backup & Replication view.

2. Select the Backups > Disk node in the inventory pane. Expand the backup job in the working
area, right-click the necessary VM in the corresponding backup job and choose Restore
guest files > Linux and other.

s Veeam Backup & Replication -8 -
Hame Backup @
LR & X
(] 7

Instant¥M Entire VM Guest Applicaton Remove
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Restare Wi files..,
Restore WM hard disks...
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Backup & Replication —
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|1 backup selected Enterprise Edition Evaluation: 274 days remaining (VEEQM .
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3. Atthe Restore Point step of the wizard, select the necessary restore point.

Restore Poinkt —I

Chooge the restore point you would like to restore files from. i!

Available restore points:

Date Type Sumrany

| 11/11/2014 4:45:32 &M Increment | Vitual maching:  Linux VM
1141142014 4:33:53 AM Full

Source host: vc-prod. veeam.local
Restore point: 111172014 4:45:3_.

| < Back || Mext » || Cancel

4. Atthe Reason step of the wizard, specify the reason for future reference.

5. Atthe last step of the wizard, click Customize to specify settings for the FLR appliance. Select
an ESX(i) host, resource pool and the network on which the FLR appliance will run.

6. If you are restoring files from the NSS file system, select the Restore from Novell Storage
Services (NSS) file system check box.

Specify ESX[i] server, resource poal and nebwork. settings for FLR
helper appliance. Be sure to choose the zame network, where the Wi
you are restoring files ta iz located.

Host:

eyl veeam. local | | Choose...

Stahistics
Whis: 7 tatal

E running

Fesource poal:

|F|esources | | Choose...

Metwark:

|VM Metwork, || Choose... |

(® Obtain an IP address automatically
) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

[] Enable FTP server on appliance [advanced)

[ Restore from Novell Storage Services [MSS) file system

| Ok || Cancel |

7. Click Finish. Note that the FLR appliance may take 30-40 seconds to boot.
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8. Veeam Backup & Replication will display a file browser with the file system tree of the VM.
Right-click a file or folder, select Copy To and enter C:\backup\restoredin the Choose
folder field.

9. Ifyou are restoring files to the original Linux host, select the Preserve permissions and
ownership check box so that all user access permissions for the file are preserved in the
restored copy.

10. Click Restore.
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selinux 6/26/2013 4124 AlM FYEP=XE-X ook root
Dsrv 9/23f2011 4:50 AM FW=XF-X rook root
e 61262013 4:24 A e raot root hd

1 object selected

Validation
1. Open the Files view.
2. Inthe inventory pane, expand the file tree under This server.

3. Select the C:\Backups\restored folder and make sure that the restored files or folders are
available there.
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Restoring VM Virtual Disk

Insight into VM Virtual Disk Restore

Veeam Backup & Replication enables you to recover individual virtual disks of a VM. Recovered virtual
disks can be attached to the original VM or to any other VM. This recovery option can be helpful if a
VM virtual disk becomes corrupted for some reason, for example, with a virus.

A VM virtual disk can be recovered to the latest state or any valid pointin time. You can preserve the
format of a recovered virtual disk, or convert it to thin or thick on the fly.

Evaluation Case

In this exercise, you will recover a corrupted virtual disk of a VM and attach it to another VM as a new
drive.

Prerequisites

= You can restore VM virtual disks from any backup that has been successfully run at least once.
Open the Backup & Replication view, select the Backups node in the inventory pane. Then
expand the backup job and check if there is at least one restore point available for the VM.

= During the virtual disk restore, Veeam Backup & Replication turns off the target VM (the VM to
which you plan to attach the restored virtual disk) to reconfigure its settings and connect
restored disks. For this reason, it is recommended to stop all active processes on the VM for
the restore period.

Procedure
To restore a VM virtual disk:
1. Open the Backup & Replication view.

2. Select the Backups > Disk node in the inventory pane. Expand the backup job in the working
area, right-click a necessary VM in the corresponding backup job and choose Restore VM
hard disks.

Yeeam Backup & Replication =-|0
Home Eackup (7]

B &£55 % X

Instant¥M Entre VM  Guest Application = Remove
Recovery VM  Fies+ Files. Items - from Disk

vPower Restore Actions
Backup & Replication ‘/O Type in an object name to search for X |
2 % Jobs Job name Creation time Restore points Repository Platform
i) Backup 4 &Evaluation backup job 11/11/2014 4:38 AW Backup Yolume 01 Whware
a [ Backups ClLinu vm 11/11/2014 4:45 A 2
2 Disk [ ind 4445 AM z I

[Fp  Instant VM recavery...

[ @. Last 24 hours

@ Restore entire WM.,
ﬁ Restore Wi files...

oy Restore Wi hard disks...

(4] Backup Infrastructure S Remove from disk

@ ¥irtual Machines
% Storage Infrastructure
% Tape Infrastructure

[ Files

Gs 2

1 backup selected Enterprise Edition Evaluation: 274 days remaining |\VEEGM .
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3. Atthe Restore Point step of the wizard, select the necessary restore point. If you select an
incremental restore point, Veeam Backup & Replication will automatically restore data blocks
from the full backup file and the chain of incremental backup files.

Restore Point
@ Select the desired restore point.

Yirtual b aching Wi name:  ‘Windows YW Onginal host,  wc-prod. veeam.local

WM size: 40.0 GB

Available restore points:

[ate Type
Reason 111142014 Tuesday 44532 M |ncrement
119142014 Tuesday 4:33:51 &M Full

Digk Mapping

Surnmary

| < Previous || MHext » || Finish || Cancel |

4. Atthe Disk Mapping step of the wizard, click Browse and select the VM to which the
restored hard disk should be attached.

5. Select acheck box next to the virtual hard disk that you want to restore.

6. To change the disk format, select the required option from the Restore disks list: same as on
the original VM, force thin or force thick.

Disk Mapping
@ M ap wirtual dizsks from backup to wvirtual device nodes on target Wi,

Wirtual M achine Yirtual machine name:
[twfindows b

Restore Paint
Wirtual dizk Yitual Device Mode  Diatastare

W] ‘Windaws WM.ymdk  SCSI0:0 datastaored

Fieazon

Summary

Restore disks:

|.~'-‘-.s an ariginal Wk [recommended)

[ Quick rollback [restore changed blocks only)

Allows for quick VM recovery in case of guest 05 software problem, or user enor. Do not use this
option when recovering from dizaster caused by hardware or storage issue, or power loss.

< Previous | | MHext > | | Finizh | | Cancel
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7. Select the VM diskin the list and click Change. From the Virtual device node list, selecta
node that is not occupied yet. Click OK.

Disk Mapping
@ Map virtual disks

Wirtual Machine

Hard Disk Restore Wizard 2

Datastore:

datastared

=t Bl Dratastore info Browze...
Fetare Fan Capacity: 18TE Oherms

Free space: 3434 GB

Fieazon
Wirtual device node:

Summary SCSI 0

Device statistics

Wirtual Device Mode: SCSI 001
Dizk File:

Capacity:

Wirtual dizk restore result:

@ Wirtual dizk will be added bo W, -

br eror. Do not use this
. or power losz,

| ]4 || Cancel |

| < Previous | | MHext > | | Finizh | | Cancel

8. Atthe Reason step of the wizard, specify the reason for future reference.
9. Atthe last step of the wizard, select the Power on VM after restoring check box. Then click
Finish.
Validation

Open the vSphere Client and make sure that the target VM is powered on and a new hard disk is
attached to it.
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Restoring VM Files

Insight into VM Files Restore

Veeam Backup & Replication lets you restore the VM as the whole or restore specific VM files: VMDK,
VMX and others. The latter recovery scenario can be used, for example, if one of your VM files is
missing or is corrupted and you need to bring it back. With Veeam Backup & Replication, you can
restore the required VM file directly from the image-level backup, without prior de-staging of the VM
image from the backup file.

VM files can be recovered to the latest state or to any valid point in time; you can bring them to the
original location or to a new location.

Evaluation Case

In this exercise, you will recover a VM configuration file, VMX, and store to the C:\backup\restored
folder on the Veeam backup server.

Prerequisites

You can restore VM files from any backup that has been successfully run at least once. Open the
Backup & Replication view, select the Backups node in the inventory pane. Then expand the backup
job and check if there is at least one restore point available for the VM.

Procedure

To restore a VM configuration file, do the following:

1. Open the Backup & Replication view.

2. Select the Backups > Disk node in the inventory pane. Expand the backup job in the working
area, right-click a necessary VM in the corresponding backup job and choose Restore VM
files.

Weeam Backup & Replication -8
Hame Backup @

BHs S X

Instant¥M Entire VM  Guest Applicaton = Remove
Recovery VM Fies~ Files. Items . from Disk

vPower Restore Actions
Backup & Replication p Type in an object nome to search for ® |
b {a} Jobs Job name Creation time Restare points — Repository Platform
4 % Backups 4 ZZEvaluation backup job 11/11/2014 4:38 AM Backup Volume 01 WMware
& Disk, (FLinu 114112014 4:45 AM H
b ¥ Last 24 hours [ Bliwindaws L (P14 AeaE B
[Ep  Instant M recovery...

Restore entire Whi...
Restare WM files...

b
&
&
Bgy  Restohe M hard disks..
&
S

r Backup & Replication Restore guest files 3

4] Backup Infrastructure Rernove fram disk

I5u] irtual Machines
% Storage Infrastructure
% Tape Infrastructure

|j:| Files

1 backup selected Enterprise Edition Evaluation: 274 days remaining (VEEQM .
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3. Atthe Restore Point step of the wizard, select the necessary restore point. If you select an
incremental restore point, Veeam Backup & Replication will automatically restore data blocks
from the full backup file and the chain of incremental backup files.

Restore Point
Select the restore point to restore WM from. @

Wi name:  Windows VM Original host:  ve-prod.veeam_local
Wi size: 40.0 GB

Available restore points:

Date Type
| 117112014 Tuesday 4:45:32 A Increment
11/11/2014 Tuesday 43351 &M Full

| < Back || Mext » || Cancel |

4. Atthe Restore Destination step of the wizard, select This server. Use the Host Summary
button to view information on storage resources.

5. Specify a path to the folder on the selected host where files should be restored, for example:
C:\backup\restored.

6. Inthe VM files to restore section, select a check box next to the VMX file.

Restore Destination
Chooze server and folder where WM files should be restared, and pick files to restare. @

Destination:
|This server [Microsoft Windows Server) v| | Hast Summary.... |

Path to falder:
|C:\Backup\restored || Brovese, . |

WM files to restare;

I ame Select Al
[#] \Witdaows Wi, vmx

[ windows Wi vt Clear Al
[ "windowes . revram

[ Wwindowes Wk, vmdk
[ \Windawes Wb -flat vk

7. Atthe Reason step of the wizard, specify the reason for future reference and click Next.

8. Click Finish to restore the VM file.
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Validation

1. Open theFiles view.

2. Inthe inventory pane, expand the file tree under This server.

3. Select the C:\backup\restored folder and make sure that the restored VMX file is available

there.

Yeeam Backup & Replication
Home File

—

FRSXZEE @

Copy Paste | Rename Delete Open Edit Properties = Add to File

Copy Job ~
Clipboard | File Edit | Jaobs
Files Wame - Type Size
[C)Documents and Settings Falder
b 1) 141031 444falateTbes ~]| Srawserver Folder
4 |3 Backups || windows WM. wemsc i 2 7KE 11j11/20145:2..,
I [ Evaluation backup job
50 rtoed =
I I3 Documents and Settings
I I3 NWSERVER
-
< m >
% Backup & Replication
() Backup Infrastructure
I wirtual Machines
% Storage Infrastructure
% Tape Infrastructure
“jj Files |
E& »

3 objects |Enterprise Edition |Evaluation: 274 days remaining (VEESM -
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Creating Backup Copy

According to the 3-2-1 backup rule, you must adhere to the following requirements when building
your backup plan:

= You must have at least three copies of data in different locations: production data, backup
and its copy.

= You must use two different types of media to store your data, for example, disk storage and
tape.

= You must keep at least one copy of your data offsite, for example, in the cloud or in the
remote site.

With the backup copying capability in Veeam Backup & Replication, you can create several instances
of the same backup file and copy them to secondary backup repositories that perform the role of the
long-term storage. Secondary backup repositories can be located in the same site as the source one or
can be created offsite. The backup copy file has the same format as the primary backup so you can
restore necessary data directly from it in case a disaster strikes.

During the backup copying process, Veeam Backup & Replication does not simply copy a backup file
from one backup repository to another. Instead, Veeam Backup & Replication retrieves data blocks
necessary to create a restore point as of the latest pointin time and copies this data to the target
backup repository. The backup chain produced on the target backup repository is forever forward
incremental: the first restore point in the chain is a full backup and all subsequent restore points are
incremental backups.

The backup copy process is job-driven. When you create a backup copy job, you define what backup
file you want to copy, the target repository for storing the copy, retention policy and other settings for
the copying process. The backup copy job supports the GFS retention scheme, allowing you to design
a long-term archiving plan.

Unlike the backup job that typically runs on a specific schedule, the backup copy job runs
continuously, in cycles. By default, a new backup copy cycle begins every day; however, you can
specify any time interval needed. At the beginning of every backup copy interval, Veeam Backup &
Replication checks the source backup repository: if a new restore point has been added to the primary
backup chain, Veeam Backup & Replication automatically copies it to the target backup repository.
After that, the backup copy job is put on hold until a new backup copy interval begins and a new
point appears on the source backup repository.

Evaluation Case

In this exercise, you will create a copy of the backup file that has been created in the Performing
Backup exercise with the evaluation backup job. The backup file will be copied from the source
backup repository and written to the target backup repository created onsite.
Prerequisites

= The source and target backup repositories that will take part in the backup copy process
should be added to the Veeam Backup & Replication console.

= The primary backup job must be completed with the Success or Warning status and the
resulting backup file that you plan to copy must reside on the source backup repository.
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Procedure
To create a copy of the backup file:
1. Open the Backup & Replication view.
2. Onthe Home tab, click the Backup Copy Job button.

H Yeeam Backup & Replication =-|0
View o

%4 BED B6 @

Backup Replication Badwp VM File Restore Import Failover

Job Job Copy Copy Copy Badkup Plan
Primary Jobs ‘ %Auxiliary Jobs | Restore | Failover Plans|
Backup 8 Replication ‘p Type in an object name to search for x
I ﬁ Jobs Mame - Type Status Lastre,..  Mextrun Target Chijects in job
b 9 Backups Evaluation backup job YMuyare Backup Stopped Success  11[11/7014 1., Backop VolumeD1 2 i

b (5 Last 24 hours

% Backup & Replication

() Backup Infrastructure
I wirtual Machines
@ Storage Infrastructure
% Tape Infrastructure
[ Files

X

1 job selected |Enterprise Edition |Evaluation: 274 days remaining VEEGM :

3. Specify a name for the created backup copy job.

4. In the Copy every field, specify a synchronization time interval, or the length for the backup
copy cycle. At the beginning of every synchronization interval, Veeam Backup & Replication
checks the source backup repository. If a new restore point has appeared, Veeam Backup &
Replication copies this restore point to the target backup repository.

Job

Backup copy job efficiently creates local and remate copies of your backups, making it eazy to maintain rultiple copies of yaur
data. Type in a name and description for the job, and specify backup copy interval,

Mame:

Evaluation backup copy job

Wirtual Machines
Description:

Target Pilot backup copy

Data Transfer

Schedule Copy evens:

Summary starting at  [12:00 4M

Controls how often backup copies are created. Backup Copy job creates a new backup file for each
copy interval, and starts copying the mast recent restare paoint of each processed WM into this backup
file immediately, or as zoon as the new restore point appears in the source backup repository.

| < Previous | | MHext » | | Finish | | Cancel

5. At the Virtual Machines step of the wizard, click Add and select From Jobs.
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6. Inthe list of jobs, select the backup job that is used to create the backup you want to copy.
Veeam Backup & Replication will monitor the source backup repository on which the backup
job stores the resulting backup file. If Veeam Backup & Replication detects a new restore
point on the source backup repository at the beginning of a new synchronization interval,
Veeam Backup & Replication will automatically trigger a new backup copy cycle and copy a
new restore point to the target backup repository.

Select virtual machine:

Job name Last restore point Wi count Festore points count
I» | £ Evaluation backup job ~ 11/11/2014 44504 2

lugions...

Schedule

Summary

‘@v Type in an object nome to search for

7. Atthe Target step of the wizard, select the target backup repository from the Backup
repository list.

8. In the Restore points to keep field, specify the number of restore points you want to retain.
By default, Veeam Backup & Replication keeps 7 restore points on the target backup
repository.
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Targek

Specify the target backup repository, amaunt of most recent restare points ta keep, and retention policy for full backups. Yau
can uze map backup functionality to zeed the backup files.

B ackup repositony:

| Default Backup Repository [Created by Yeeam Backup) W

Wirtual Machines

Hl 220GE fiee of 99.7 GB t ap backup

Restore paints to keep: E

Data Transfer

Schedule [T] Keep the following restare paints for archival purposes

Summary Weekly backup: Sunday 2200 Sehheal,.

Monthly backup: Firzt Sunday of the month

Quarterly backup: m Firzt Sunday of the quarter

Yearly backup: ma Firzt Sunday of the pear

Advanced settings include health check and compact schedule, notifications ﬁ Advanced
zettings, and automated post-job activity optians.

| < Previous || MHext » || Finish || Cancel |

9. During the backup copying process, backup data can be transferred directly, from the source
backup repository to the target backup repository, or via a pair of WAN accelerators. The
latter scenario is recommended for copying backups offsite or over slow network
connections. To learn more about WAN acceleration, see Veeam Backup & Replication User
Guide.

In this exercise, both backup repositories are located onsite: for this reason, you will use the
direct data transfer path. Leave the Direct option selected.

Data Transfer

Choosze how Wk data should be transfered from zource to target backup repository.

® Direct

Wi data will be gent directly from source to target repository, This mode iz recommended for

Wirtual Machines copying backups on-site, and off-site over a fast connection.

Target
O) Through built-in WAMN accelerators

Wi data will be zent to target repozitory through WAN accelerators that must be deplayed in
both zource and target zites. Thiz mode provides for significant bandwidth savingsz.

Schedule Source WAN acceleratar

Surmmary |

Target WaN accelerator:

< Previous | | MHext » | | Finish | | Cancel
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10. Atthe Schedule step of the wizard, define the period of time when the backup copy job is
allowed to transport data over the network. The backup copy window can be helpful if you
do not want the backup copy job to produce unwanted overhead for the production
environment or do not want the job to overlap the production hours.

Schedule

Specify when this job iz allowed to transfer data over the network. Backup copy jobs run continuously, starting data transfers
according to copy interval andsor as the new Wk restore points appear.

Thiz job can transfer data:

) Any time [continuously)
Wirtual Machines _ o .
® During the following time periods only:

Target

12-2-4-6-8-10-12-2-4-E6-8-10-12
Data Transfer

Summary

) Enable
®) Disable

Fanday through Friday from 5:00 AM ta 7:59 PM

< Previous | | Create: | | Finish | | Cancel

11. Click Create.

12. At the last step of the wizard, select the Enable the job when I click Finish check box and
click Finish. The job will start running in the continuous mode.

13. To monitor the job performance, click the Backup Copy node under Jobs in the inventory
pane. Double-click the created backup copy job in the working area: now you can monitor
the job performance in the real-time mode.

Validation
1. Open the Files view.
2. Expand the file tree of the target backup repository.

3. Find a subfolder with the backup copy job name and make sure a full backup file is available
init.

4. Open the Backup & Replication view.

5. Click the Backup Copy node under Jobs in the inventory pane. Double-click the backup copy
job in the working area to view its statistics.
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Performing Replication

Insight into Veeam Replication

With Veeam, you can not only back up, but also replicate your VMs. When you replicate a VM, Veeam
Backup & Replication creates an exact copy of a production VM in the native VMware format on a
spare ESX(i) host and maintains this copy in sync with the original VM.

Replication provides the best RTOs and RPOs as you actually have a copy of your VM in a ready-to-start
state. If the primary VM goes down for some reason, you can immediately fail over to the VM replica
and restore critical services with minimum downtime. Subsequently, replication is most commonly
used for VMs running tier 1 applications.

Replication is a job-driven process. During the first run of a replication job, Veeam Backup &
Replication copies the whole VM image and registers a replicated VM on the target ESX(i) host. During
next cycles of a job, Veeam Backup & Replication copies only incremental changes and creates restore
points for a VM replica so you can recover your VM to the necessary state. Every restore point isin fact
a usual VMware snapshot. When you perform incremental replication, data blocks that have changed
since the last replication cycle are written to the snapshot delta file next to a full VM replica. The
number of restore points in the chain depends on your retention policy settings.

To provide extremely fast incremental replication, Veeam Backup & Replication uses the vSphere
functionality, ESX Changed Block Tracking (or CBT). With CBT, you can replicate much faster and can
schedule replication jobs as often as every few minutes. So you get near-CDP at only a fraction of the
cost of traditional CDP solutions.

With Veeam Backup & Replication, you can perform both onsite replication for HA and offsite
replication for DR scenarios. For replication over WAN or slow links, Veeam Backup & Replication
provides a number of means to optimize data transmission: it performs inline deduplication and
compresses replica traffic. You can also configure network throttling rules to prevent replication jobs
from consuming the entire bandwidth of your environment and perform replica seeding.

Evaluation Case

In this exercise, you will create a replica of a VM on the target host, and create one restore point next
to a full VM replica.

Please note that this guide describes replication to a local target host located in the same network. To
learn about replicating offsite, see Veeam Backup & Replication User Guide.

Prerequisites

= All backup infrastructure components that will take part in the replication process should be
added to the Veeam Backup & Replication console. These include a source and target ESX(i)
hosts, a backup proxy (used as a data mover) and a backup repository (used for storing
auxiliary replica files). The latter two components are required for a distributed architecture
scenario only.

= [Optional] To receive an email notification when a replication job completes, specify global
email notification settings. To do that, select Options from the main menu of Veeam Backup
& Replication and specify necessary settings on the Email Settings tab.
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= [Optional] To evaluate the application-aware image processing feature, make sure that at
least one of replicated VM runs the following OS’es:

—  Microsoft Windows Server 2003

—  Microsoft Windows Server 2008

—  Microsoft Windows Server 2008 R2
—  Microsoft Windows 7

—  Microsoft Windows 8

—  Microsoft Windows 8.1

—  Microsoft Windows 2012 Server

—  Microsoft Windows 2012 R2 Server

Procedure
To replicate a VM:
Step 1. Create a replication job

1.  On the Home tab, click the Replication Job button.

Yeeam Backup & Replication ==
E - Harne Wiew Backup Copy @
[
Backup Replication  Backup WM File | Restore Import | Falover
Job Iol Copy Copy Copy Backup Plan
Primary Jobs® | Ausdliary Jobs | Restore | Fallover Plans|
Backup & Replication ,O Type in an object name to search for o
Mame - Type Status Lastre...  Mextrun Target Chjects in job
%Evaluatiun backup copy job  YMware Backup...  Idie <Continuous>  Default BackupR... 2
b (35 Last 24 hous {OkEvaluation backup job YMwars Backup  Stopped Success  11/11/20141... BackupVolmeDi 2
& Backup & Replication
@ Backup Infrastructure
€] Wirtual Machines
@ Storage Infrastructure
% Tape Infrastructure
(3] Files
E%} »
1 job selected Enterprise Edition Evaluation: 274 days remaining |VEEGM .
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2. Specify a name for the created replication job.

Name

Specify the name and description for thiz job, and pravide information on waur DR site.

Mame:

Evaluation replication job

Wirtual M achines
LDescription:

Destination Pilat replication

Job Settings

[ ata Transfer
Describe pour DR site;

Guest Pracessing [ Low connection bandwidth [enable replica seeding)
Sehedule [] Separate wirtual networks [enable network remapping]

[] Different |P addressing scheme (enable re-1P)
Surnmary

< Previouz | | Mext > | | Finizh | | Cancel
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Step 2. Add VMs to the replication job

You can replicate individual VMs or VM containers: folders, resource pools, clusters, vApps, datastores
and so on. Jobs with VM containers are dynamic in nature: if anew VM is added to the container after
the replication job is created, the job is automatically updated to include the new VM.

If you have connected vCenter Server rather than a standalone ESX(i) host to the Veeam backup
server, VMs added to the job will be replicated even if they are vMotioned to another host.

1. Atthe Virtual Machines step of the wizard, click Add.

2. To quickly find a VM or VM container, enter the name of the object that you want to find in
the search field and click the Start search button on the right. Select a VM or VM container in
the displayed list and click Add.

[x]

¥irtual Mac
Select one o = rom replication,
ﬁl Select objects: E @

Fiecalzulate

M arne Type

Mame | G33 Windows WM Yirtual Machine |
Add..

Destination
Job Settings
D ata Transfer
Guest Processing
Schedule
Surnmary

Tatal size:
|k - windows VM 0.0 KB

Cancel

The object will appear in the Virtual machines to replicate list.
Step 3. Exclude VMs and VM disks

If you create a replication job for a VM container, you can exclude specific VMs or VM containers from
the replication job. You can also select which VM disks to replicate.

Veeam Backup & Replication automatically excludes VM log files from replicas to make the replication
process faster and reduce the size of the replica.

1. Atthe Virtual Machines step of the wizard, click Exclusions.

2. Onthe VMs tab, click Add. Select VMs that should be excluded. To quickly find a VM or VM
container, enter the name of the object you want to find in the search field and click the Start
search button on the right.

3. On the Disks tab, select a VM and click Edit to select disks that should be replicated. This
functionality is useful, for example, if you only want to replicate VM system drives.
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If you want to exclude disks of a VM added as part of a container, click Add on the right to
include the VM in the list as a standalone instance.

N Select Disks Iil I \L‘

W dizks to process:

Yirtug
% Select] (2 All disks licatior,

I ame
IDE [2:0]
| | e —
S
Destination [JIDE (1:1]
Job Settings
Data Transfer
Guest Proceszing
Schedule
Surmmary
Cancel |
Total size:
65.0 GB
L Ok | | Cancel | |
4, Click OK.

5. Click Recalculate to see the total size of replicated objects.
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Step 4. Define the VM replication order

If you have included a number of VMs or VM containers in the replication job, you can specify the
order in which VMs should be processed. This will help you make sure that the most important VMs in
the job are processed first, for example, if you must fit into the backup window and you are not sure
how much time VM processing will take.

1. Atthe Virtual Machines step of the wizard, click the added VM in the list.

2. Use the Up and Down buttons on the right to move the VM higher or lower in the list. The
higher is the VM in the list, the higher its priority. If you added a VM container as a single
instance, VMs inside the container will be processed at random.

¥irtual Machines
% Select one or more Whz to replicate, Use excluzion settings to exclude specific YMs and wvirtual disks from replication.

Mame irtual machines to replicate:
Name Type Add...
(3 windows Wi Yirtual Machine

| (73 Linus Yirtual Machine

Remove
Destination
Job Settings Ewclugions...

Source...
Data Transfer
Guest Procezzing

Schedule

Surmmary

Recalzulate

« Prewvious | | MHext > | | Finish
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Step 5. Select replica destination
At the Destination step of the wizard, specify the target for a replicated VM.

1. Click Choose next to the Host or Cluster field and select a host on which the VM replica
should be registered.

2. Click Choose next to the Resource pool field and select the destination resource pool.

3. Click Choose next to the VM folder field and select a folder to which a replicated VM should
be placed.

4. Click Choose next to the Datastore field and select a datastore where VM replica files should
be stored.

Destination
ﬁl Specify where replicas should be created in the DR site.

W arme Host or cluster:

exl2 vesam.local

Wirtual M achines

Resource pool:
Job Settings Fesources

Fick resource pool for selected replicas
D ata Transfer

Wi folder:

WM

Guest Processing

Schedule Pick %M folder for selected replicas

5
iy Datastore:

dataztoreZ [796.6 GE free]

Pick datastore for selected witual disks

| < Previous | | MHext » | |

Step 6. Specify general settings for the replication job

A replication job must be pointed to a backup repository. The backup repository stores replica
metadata (checksums of read data blocks) required to streamline incremental passes of the job.

1. At the Job Settings step of the wizard, from the Repository for replica metadata list,
select the backup repository that you have configured. A metadata file created by the job will
be stored to this backup repository.

2. In the Replica’s name suffix field, enter a suffix to append to the name of the replica. Veeam
Backup & Replication will use the name of the primary VM with the suffix appended to
register a VM replica on the target host.

3. Select the maximum number of restore points that you want to keep on disk. By default,
Veeam Backup & Replication keeps 14 restore points.
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Job Settings
Specify backup repozitory located in the source site to host metadata in, replica suffis and retention policy, and custonize
advanced job gettings if required,

Mame Reposzitory for replica metadata:

Virual Machs |Backup\-"olume 01 [Microsoft Windows-bazed repositary]
irtual M achines

8 52068 fee of 93.7 GB
Destination

Replica settings

Feplica name suffis:

Restore points to keep: E

Data Transfer
Guest Proceszing
Schedule

Surnmary

Advanced job settings include traffic comprassion, black size, notification
zettings, automated post-job activity and other options. @ Advanced

< Previous | | MHext » | | Finish | | Cancel |

Step 7. Specify advanced replica settings

At the Job Settings step of the wizard, click Advanced to specify additional settings for the
replication job.

1. Make sure the Exclude swap file blocks from processing check box is selected. Swap files
are dynamic and change intensively between runs of a replication job. With this option
selected, Veeam Backup & Replication will identify data blocks of the Microsoft Windows
pagefile in the guest OS and exclude them from processing, which will result in increased
performance and a smaller size of increments.

2. When VM data is transferred between two backup proxies, Veeam Backup & Replication
compresses VM data to reduce load on the network. Veeam Backup & Replication offers 5
compression levels that provide different compression ratios to meet the needs of your
environment: None, Dedupe-friendly, Optimal, High and Extreme.

In this exercise, one backup proxy is used as a source and target proxy. For this reason, no
compression will be applied.
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Note:

Job Setti

Specify ba Traffic: | Matifications I vSphere I Storage Integration I Advanced | . and customize
advanced

D ata reduction

[#] Exclude swap file blocks from processing [recommended)

W arme

Compreszion level: _
Wirhual Machines | Optimal [recammended) ] |
Destinglion Optimal compression provides for best compression to performance ratio,

and lawest backup praxy CPU uzage.

Storage optimization;
| LAk target W |

Better deduplication ratio and reduced incremental backups at the cost of
slightly reduced performance. Recommended for HAS target.

D ata Transfer
Guest Processing
Schedule

Surnmary

| (e ]

3. Click the Notifications tab. Select the Send email notifications to the following recipients
check box and specify the email address. When the job completes, you will receive an email
notification with details on job performance. Note that you will be able to receive an email
notification only if you specify global email settings. To specify email settings, select Options
from the main menu.

E3
Job Setti

Specify ba Traffic: | Motifications | wSphere I Storage Integration I Advanced . and customize
advanced

[] Send SNMP natifications far this job

Mame [w] Send email notifications to the following recipients:

|administrato@veeam.con“ _

® |se global natification setings

Wirtual Machines

Destination (0 Use custom notification settings specified below:
Subject:

| [%)obResult®] ZJobMames: [ZWmCount Wiis) Zlssues®

Detin et Huitify ot success

Guest Processing Muotify or warning
Sehedule Hotify on error

Supprezs notifications until the last ety
Summary

| e ]

Make sure that you specify your email address once: either in the To field in general notification
settings, or in job notification settings. If you specify both, you will receive two identical notifications
when the job is completed.
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4. Click the vSphere tab.

5. If you replicate a non VSS-aware VM, for example, Linux-based VMs, make sure that the
Enable VMware tools quiescence check box is selected. This option helps create
transactionally consistent replicas of such VMs.

6. Make sure the Use changed block tracking data check box is selected. For VMware VMs
with hardware version 7 or later, Veeam Backup & Replication employs VMware vSphere
Changed Block Tracking (or CBT).Instead of scanning VMFS to know which data blocks have
changed since the previous job run, Veeam Backup & Replication queries the CBT module to
get the list of changed blocks. Use of CBT increases the speed and efficiency of block-level
incremental replication. For example, if only 5% of a VM changed since the last replication,
incremental replication will be performed 20 times faster.

7. Make sure the Enable changed block tracking for all processed VMs check box is selected,
too. This option forces use of CBT even in case itis switched off at the level of the ESX host.

Advanced Settings - m

Job Setti
Specify ba | Traffic: I Notifications| wSphere | Storage Integration I Advanced | . and customize
advanced

Guest guiescence
[#] Enable YMware Tools quiescence

Mative quisscence iz only used for virtual machines with
application-aware image processzing disabled, hd
Changed block tracking
[w] Use changed block tracking data [recommended)

_ [#] Enable CBT for all protected Yz automatically

Changed block tracking [CBT) allows for Fast incremental backup
D ata Transfer and replication of Wiz with wirtual hardware verzion 7 or later. For
CBT to be enabled, %M rust have no existing shapshats.

I ame
Yirtual Machines

Destination

Guest Processing
Schedule

Summary

w0p Advanced

o | coea |

Step 8. Specify replication data path

You must select backup infrastructure components that must be used for the replication process and
choose a path for VM data transfer.

1. In the Source proxy and Target proxy fields, select the backup proxy that must be used for
VM replication. You can assign backup proxies explicitly or leave the Automatic option
selected. In the latter case, Veeam Backup & Replication checks settings of available backup
proxies and select the most appropriate one for the job — the backup proxy that will enable
the most efficient data retrieval from the source datastore. Veeam Backup & Replication first
attempts to choose a backup proxy that uses the Direct SAN Access mode, then the backup
proxy that uses the Virtual Appliance mode. If such proxies are not available, Veeam Backup &
Replication selects the least loaded backup proxy that uses the Network mode.

2. During the replication process, VM data can be transferred directly via backup proxy(ies) to
the target datastore or via a pair of WAN accelerators. The latter scenario is recommended for
replicating VM offsite or over slow network connections. To learn more about WAN
acceleration, see Veeam Backup & Replication User Guide.
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In this exercise, source and target hosts are located onsite. For this reason, leave the Direct
option selected.

Data Transfer

Choose how Wk data should be transfered to the target site.

Mame Wwihen replicating between remate sites, we highly recommended that pou deploy at least one backup
prozy server locally in both sites to allow for direct access to storage.

Yirtual M achines Source prowy:

|.-’-‘«utomaticselec:tion || Chooze... |

D estination
Target prosy:

Job Settings |Automatic zelection | | Choose... |

® Direct

Best for local and off-site replication aver fast links.

Guest Processing (' Through built-in WAN accelerators

Sl Best for aff-site replication over slow links due bo significant bandwidth savings.

Source WaN accelerator:
Surmmary |

Target WiaM accelerator

< Previous | | Mext > | | Finizh | | Cancel

91 | Veeam Backup & Replication for VMware | EVALUATOR’S GUIDE | REV 2



Step 9. Specify additional guest OS processing options

To replicate VMs running VSS-aware applications, Veeam Backup & Replication uses application-aware
image processing based on Microsoft VSS. Jobs with application-aware image processing produce
transactionally consistent replicas, that, unlike crash consistent replicas, ensure proper recovery of
virtualized applications without any data loss.

To enable application-aware image processing:

1. Atthe Guest Processing step of the wizard, select the Enable application-aware image
processing check box.

2. Specify guest OS credentials (username and password) with Local Administrator privileges on
all VMs included in the job. OS credentials are required to install, start and remove a runtime
process that coordinates VSS activities inside the VM.

Guest Processing
ﬁl Choosze additional processing options available for Microsoft Windows guests.

Mame [+] Enable application-aware processing

) . [uiesces applications uzing Microsoft WSS to ensure tranzactional consistency, performs
Yirtual b achines tranzaction logs processing, and prepares application-specific Y55 restore procedure,
Destingtion Customize application handling options for individual Wz and applications Applications.

Job Settings Guest 05 credentials

[ata Transfer Credentials e YEEAM\Administrator [YEEAM\Adminiztrator, last edited:

Manage accounts

Customize guest 05 credentials for individual ¥Ms and operating spstems Credentials..
Schedule

Summary Test Now

| < Previous | | Mext > | | Finizh | Cancel

3. By default, the specified guest OS credentials are used for all VMs processed by the
replication job. If you replicate several VMs that use different guest OS credentials, click
Advanced. Select a VM in the list and click Set User. Then enter guest OS credentials with
Local Administrator privileges for this specific VM. Repeat the procedure for all VMs in the job.

4. To specify advanced options for VSS processing, click Applications. Select a VM in the list and
click Edit.

5. Onthe General tab, select Try application processing, but ignore failures to continue the
replication job even if VSS errors occur. If VSS processing fails during the job, Veeam Backup &
Replication will use VMware Tools quiescence to create a transactionally consistent VM
replica.
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6. Make sure that the Process transaction logs with this job option is selected to correctly
handle transaction logs after the replication job is complete. In this case, if the replication job
finishes successfully, Veeam Backup & Replication will truncate transaction logs so that they
do not overflow storage space. If you use a third-party backup tool that maintains the
consistency of transaction logs, select the Perform copy only option to prevent possible
conflicts.

[x]

General | 5QL | Scripts n

S pecil licati Applications
N PECHY appieation Application-aware processing logic quissces applications uzsing
Object Microgoft WSS, and configures them bo perform required Y55 Add..

b @ Litwe W restore steps during nest Vi boot.

D @Windows Wi ) Require successiul processing [recommended) :|
® Ty application processing, but ignore failures

J () Dizable application processing

D _ ]

Tranzaction logs
- Chaooze whether this job should process tranzaction logs upot

successiul backup, Logs pruning is supported for Microsoft

5 Exchange and Microzoft SOL servers. :|
@ Process tranzaction logs with this job [recommended]

5 () Perform copy only (lets another application use logs) :I

Cancel
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Step 10. Specify job scheduling settings
A replication job can be scheduled or run manually. To schedule a replication job:

1. Atthe Schedule step of the wizard, select the Run the job automatically check box. If you
do not select this check box, the job will be saved and you will have to run it manually.

2. Select the schedule type: daily, monthly, periodically or continuously. You can also chain the
jobs so that they run one after another.

3. Select the Retry failed VM processing check box. During the retry cycle, only VMs that have
failed during the main replication cycle will be processed.

4. Select the Terminate job if it exceeds allowed backup window check box and click
Window. Define the backup window for your environment. In case the created job overlaps
the specified window, it will be automatically terminated not to produce additional overhead
on your virtual environment.

5. Click Create.

Schedule
% Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Hame [#] Fiun the job automatically
@) Daily at this time: |1D:DD P4 | |Everyda_l,l v| | Drams. .. |

Wirtual Machines

() Morthly at this time: |1D:DD P S | |Fourth | |Saturday | | tanths... |

Destination

() Perindically eveny: |1 ||Hours | | Schedule... |

Job Settings

() isfter this job: | Ewaluation backup job [Backup job created for evaluation purpose |

Data Transfer

Guest Processing Autamatic retry

[ Retry failed "Mz processing: a times

Summary "W ait before each retry attempt for: a minutes

Backup wirdow

[] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
temiinated to prevent snapshot comnit during praduction hours.

< Previous || Create || Fimizh || Cancel |

Step 11.Review job settings and start the job
1. Review the summary of replication job settings.

2. Select the Run the job when I click Finish check box and click Finish. The job will start.
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Step 12. Monitor job performance in real time

When a replication job is running, you can view job statistics in the real-time mode. Job statistics
provide detailed data on the job: job progress, duration, processing rate, performance bottlenecks,
the amount of data processed, read and transferred, and other details of the job performance.

Beside general job statistics, you can view detailed data for each VM or VM container processed by the

job.

1. Open the Backup & Replication view.

> wonN

object only.

Select the Replication node under Jobs in the inventory pane.

Click the job in the list. Now you can track the entire job performance as it runs.

Select the name of a specific VM or a VM container to view detailed statistics for this specific

5. Wait for the job to complete. Note that the job must complete with the Success or at least the
Warning status. If the job completes with the Failed status, the VM replica will not be created,
and you will not be able to perform failover and failback operations.

Horne: Wigw Job

Veeam Backup & Replication

S IRE S o

Backup Replication | Backup WM File  Restore Import  Faiover
Job Job Copy Copy Copy Backup Plan
Primary Jobs Auiliary Jobs Restore Failover Plans

Backup & Replication

O Tiepe in an object neme to search for

b ik Jobs Narms - Type Status Last re...  Maxtrun Target Chjerts in job
b (3 Backups i Evaluation backup copy job  ¥Mware Backup...  Idle <Continuous>  Defaulk BackupR... 2
I Ga, Last 24 howrs a:é}Eva\uatiorv backup job Wiware Backup Stopped Success 11/11/2014 1... EBackup Volume 01 2
ﬁEva\uation replication job WiMware Replica,., 0% comp.., 11/11/2014 1., esl2vesamlocal 2 |
% e erliea Job progress: 0of 2 WiMs
@ Backup Infrastructure | ‘
@ virtual Machines Summary Data Status Thraughput {last 5 min)
Duration: 0:00:39 Processed: 00K (0% Success: 1]
% Storage Infrastructure Processing rate: OKBfs Read: 0.0KE Warnings: 1]
Bottleneck: Detecting Transferred: 0.0KE Errors: o
% Tape Infrastructure
il WM name Status Action Duration  ~
Files
Hwindows v (&) 0% (B)Waiting For backup infrastructure resources availability oonod |
B 2 | Bz wm #) Pending (B)Processing Windows ¥M 00004 v
1 job selected Enterprise Edition Evaluation: 274 days remaining (VEEAM _;
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Step 13. Perform incremental replication

To perform incremental replication of a VM, do the following:
1. Open the Backup & Replication view.
2. Select the Jobs node in the inventory pane.

3. Right-click the job in the list and select Start. Wait for the job to complete. Note that the job
must complete with the Success or at least the Warning status.

Yeeam Backup & Replication
Home View Job

SGE WwWbEEH OSFRX

Start Stop Rebry | Statistics 50U Report SOL | Edit  Clone Disable Delete
Statistic Report

Job Control Details Manage Job

Backup & Replication p Type in on object nome to segrch for

40k Jabs Mame - Type Status  Last result et run Target
i Backup 45} Evaluation replication ob YMware Replica..  Stopped Yo o . |

Start
@ Replication $ ?

Stap

Cbjects in job
BO014 10:00:...  esx02.veeam Jocal 2 |

48 Backup Copy D
b [ Backups 2
b %feplhzc:sh Ll statistics
b [ Last 24 hours :

Report

Retry

Disable
Clone

Delete

B %

% Backup & Replication

@ Backup Infrastructure

Edit..

€] ¥irtual Machines
@ Storage Infrastructure
% Tape Infrastructure

|jj Files

by 2

1 job selected |Enterprise Edition |Evaluation: 274 days remaining (VEE@M

Validation

During replication cycles, Veeam Backup & Replication creates the following files for a VM replica:

A full VM replica (a set of VM configuration files and virtual disks). During the first replication
cycle, Veeam Backup & Replication puts these files to the selected datastore to the
ReplicaName folder and registers a VM replica on the target host.

Replica restore points (snapshot delta files). During incremental replication, Veeam Backup &
Replication creates a snapshot delta file in the same folder, next to a full VM replica.

Replica metadata (VBK) used to store replica checksums. Veeam Backup & Replication uses

this file to quickly detect changed blocks of data between two replica states. A metadata file
is written to the backup repository.
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To check replication results:

1. Open the vSphere Client and make sure that a VM replica has been created.

vmware® vSphere Web Client # @ STIRE ~ | Help = |
vCenter ‘ v] X (5 Windows VM_replica | Actions = ‘=_'
Ei =] 9. [ Getting Started ] Summary  Monitor  Manage  Related Ohjects
i
v@VDTEST.VEEAM Lag
. e
~ [a0tia What is a Virtual Machine?
- Esxl. vesamlsb Avirtual machine is a software computer that,
- (& Whs like a physical caomputer, runs an aperating N ~
i Linus UM system and applications. An operating 4 WIS achanes
systemn installed on a witual machine is o
ST called & guest operating systern
{3 o2 =~
Because every viual machine is an isolated SIStEn B
JE L] 4
camputing environment, you can use virtual
ﬁ}\mndnws Wi machines as desktop or workstation
w [ esx? vesamlab enviranments, as testing enviranments, or to

consolidate server applications.
w (& ¥M Replicas i
) 7

2
I InvCenter Server, vitual machines run on

hosts or clusters. The same hast can run =
many virtual machines. s
] Datacenter
wCenter Server
vSphere Client
Basic Tasks Explore Further
Learn how to install a guest
W Power Off the virtual machine operating system
1l Suspend the virtual machine Learn more about virtual machines
5 Edit virtual machine settings Learn about templates

2. In Veeam Backup & Replication, open the Files view.

3. Inthe inventory pane, expand the datastore to which the replica has been stored. Browse to
the ReplicaName folder and make sure that files of the VM replica are available there.

4. Open the History view and select the Jobs node in the inventory pane. Double-click the
replication job in the list. Check the properties of the created replica.

5. If you have configured to receive an email message once the job completes, open your email
client and check the Inbox folder. Make sure that you have two incoming emails with job
results — one for the full replication, and another one for the incremental replication.
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Failing Over a VM Replica

Insight into Failover

If a primary VM in the production site becomes unavailable, you can quickly restore services by failing
over to its replica. When you perform failover, the VM replica takes over the role of the original VM:
you switch from the production VM to its replica and shift your NO and processes from the production
host to a secondary host. As a result, you have your VM up and running within a couple of minutes,
and your users can access services and applications they need with minimal disruption.

In Veeam Backup & Replication, you can fail over to the latest state of a replica or to any of its valid
restore points.

Failover itselfis an intermediate step that needs to be finalized. Depending on a disaster recovery
scenario, you can do one of the following:

= Perform permanent failover. When you perform permanent failover, you “commit failover”.
That is, you permanently switch from the original VM to a VM replica and use this replica as
the original VM. This scenario is acceptable if your original VM and a VM replica are located in
the same site and are nearly equal in terms of resources. In this case, your users will not
experience any latency in ongoing operations.

= Perform failback. When you perform failback, you “return” from a VM replica to the original
VM after the problem in the production site is eliminated. All changes that took place while
the VM replica was running are transferred to the original VM. You can follow this scenario if
your VM replicais located in a DR site and is running on a lower tier host and storage: that is,
it is not intended for continuous operations.

= Undo failover. When you undo failover, you switch back to the original VM and work with it
in the normal operation mode. All changes made to the VM replica are discarded. You can
follow this scenario if you plan to perform some testing and troubleshooting of your VM
replica and do not want to affect your production environment in any way.

Veeam Backup & Replication supports failover and failback operations for one VM and for a number of
VMs. This way, if you have a problem with an ESX(i) host, you can restore its work with minimum
downtime.

Evaluation Case

In this exercise, you will fail over from the original VM to the VM replica you created in the previous
exercise, and undo failover to get back to the production VM.

When you fail over from a running original VM to a VM replica, Veeam Backup & Replication does not
power off the original VM, it simply powers on the VM replica. If the original VM is running when you
perform failover, you will see a notification warning.

Prerequisites

The failover option can be used with any VM replica that was successfully created at least once. Open
the Backup & Replication view, click the Replicas node in the inventory pane. Then expand the
replication job and check if there is at least one restore point available for the replicated VM.
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Procedure
To fail over to a VM replica:
1. Open the Backup & Replication view.
2. Select the Replicas node in the inventory pane.

3. Right-click the replicated VM and select Failover Now.

Yeeam Backup & Replication
Hame Replica

PO @ avdrs X

Failover Planned Undo Permanent Add to Faiback to  Undo Commit  Guest Applicaton Remove
Mow  Failover Falover Falover Falower Plan» | Production Falback Falback | Files~ Items . from -

Failover | Failback | Restare | Delete |

Backup & Replication |p Type in an object name to search for

4 ﬁ Jobs Mame ™ Job Mame Skatus Creation kime Restore points  Original locat...  Replica location
i) Backup Linus Wi Evaluation repli... Ready 1j11j2014 612 AW 2 L
i® . . B Failover Nows,,
Replication windows Wi Evaluation repli... Ready 11/11/2014 612 AW 2
{2 Backup Copy B "Planned Failover..
[ @ Backups @’ Add to failover plan »
b 9 Replicas
b @ Last 24 hous 3 Failback to production..
ﬁ‘- Restore guestfiles 3
E Rermowe from replicas
% Remove from disk
ZF Properties...
@ Backup & Replication
) Backup Infrastructure
I virtual Machines
@ Storage Infrastructure
% Tape Infrastructure
[ Files
&_ »
1 replica selected |Enterprise Edition |Evaluation: 274 days remaining (VEEGM

4. If you want to fail over to a specific restore point, select the VM in the list, click Point on the
right and choose the restore point to which you want to fail over.

VMware Failover Wizard 2

Available restore points for Linus Wi:
Job
4 £ Evaluation replication job
@11;’11#20148:12:09.-’-‘«?-& Shapshat
| @ 11.11/2014 B:05:05 AM Snhapshot

Type

Ok | | Cancel

5. Atthe Reason step of the wizard, specify the reason for future reference and click Next.

6. Click Finish to fail over to a VM replica.
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Validation

1.
2.
3.

Open the Backup & Replication view.
Select the Replicas node in the inventory pane.

Make sure that the replicated VM is put in the Failover state.

Yeeam Backup & Replication =-|0
Home Replica
Fallover Planned Undo Permanent Add to Falback to  Undo  Commit = Guest Application —Remove
Now Failover Failover Failover Failover Plan » | Production Falback Faiback | Files. Items . from .
Failover | Failback Restore | Delete |
Backup & Replication p Type in an object name to search for x ﬂ
4 {0p Jobs Mame  * Job Mame Status Creation time Restore points ~~ Ori...  Repli...
@ Backup Linuz: WM Evaluation repli...  Failover 11/11/2014 £:05 AM 2 wed... wed. |
ﬁ Replication windaves ¥ Evaluationrepli.,.  Ready 11/11/z014 iz aM 2 wedo, wedo
& Backup Copy
b [ Backups
I ﬁj Replicas
[ @. Last 24 howrs
& Backup & Replication
@I Backup Infrastructure
@ Virtual Machines
@ Storage Infrastructure
% Tape Infrastructure
|j: Files
E%} »
1 replica selected |Enterprise Edition |Evaluation: 274 days remaining (VEEGM

4. Open the vSphere Client and make sure that the VM replica is powered on.
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Undoing Failover

When you undo failover, Veeam Backup & Replication reverts the VM replica to its pre-failover state,
powers it off, and deletes all changes that have taken place since the VM replica was powered on. You
can use the production VM and perform its replication as usual.

Procedure

To undo failover:

1.
2.
3.

Open the Backup & Replication view.
Select the Replicas node in the inventory pane.

Right-click the VM and select Undo failover.

B Yeeam Backup & Replication
SRR Home Replica

B0 @ 404485 X

Failover Planned Undo  Permanent Add to Falbackto  Undo Commit = Guest Application Remove
Now Failover Falover Failover Falover Plan » | Production Falback Faiback | Files»  Items « from
Failover Failback Restore Delete

Backup & Replication |p Tipe in an object name to search for

4 0p Jobs Mame Job Mame Status Creation time Restore paints  Ori...  Repii...
i Backup Linus: ¥ Evaluation replee [ E o o 2 wed.  wed...
iR Replication windaws ¥ Evaluation rapli... 2 wed... wed.o.

B Planned Failover...
% Backup Copy
b [ Backups B Permanent Failover

b 09 Replicas ) Unda Failover
b Gy Last 24 hows & R — »

43 Failback to production. ..

T Restore quest files »
L% Remove from replicas
E5 Rernowve from disk
@ Backup Infrastructure B Properties.
@ Virtual Machines
(£ storage Infrastructure
% Tape Infrastructure
|jj Files
-1
1 replica selected Enterprise Edition Evaluation: 274 days remaining (VEEQM _;
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Validation

1.
2.
3.

4.

Open the Backup & Replication view.
Select the Replicas node in the inventory pane.

Make sure that the replicated VM is put in the Ready state.

Yeeam Backup & Replication
Home Replica

B0 F Avd8%5 X

Failover Planned Undo Permanent Add to Failback to Undo  Commit | Guest Application = Remove
MNow Failover Falover Falover Falover Plan .+ | Production Faiback Falback = Files . Items . from ~
Failover | Failback Restore | Delete |

Backup & Replication p Type in on object nome to segrch for

4 {0p Jobs Mame  * Job Mame Status Creation time Restore points ~~ Ori...  Repli...
@ Backup %Linux WM Evaluation repli...  Ready 11/11/2014 6112 AM 2 wed... wed. |
il Replication windows il Evaluation repli.., Ready Lf1jzo4 etz A 2 vedi, wed
& Backup Copy

b [ Backups

I ﬁj Replicas

[ @. Last 24 howrs

& Backup & Replication

@I Backup Infrastructure

@ Virtual Machines
@ Storage Infrastructure
% Tape Infrastructure

|j: Files

by

1 replica selected |Enterprise Edition

|Evaluation: 274 days remaining (VEE@M

Open the vSphere Client and make sure that the VM replica is powered off and the

production VM is powered on.
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Failing Back to the Primary VM

Insight into Failback

If you want to resume operation of a production VM, you can fail back to it from a VM replica. When
you perform failback, you get back from the VM replica to the original VM, shift your NO and processes
from the secondary host to the production host and return to the normal operation mode.

When you perform failback, Veeam Backup & Replication triggers a failback protective snapshot of a
VM replica. This snapshot acts as a restore point and saves the pre-failback state of a replica to which
you can return afterwards. Veeam Backup & Replication synchronizes the original VM with the VM
replica to make sure you get back to the most recent state of a VM. The original VM is then powered
on; all replication activities are put on hold.

You can fail back to the VM in the original location or in the new location:

= |fyou have managed to restore operation of the source host, you can fail back to the original
VM on the source host.

= If the source host is not available, you can restore the original VM to a new location and fail
back to it. You can also fail back to an entirely new location without restoring the original VM
beforehand: in this case, VM replica files will be simply transferred to the necessary
destination.

In Veeam Backup & Replication, failback itself is an intermediate action that needs to be finalized.
Depending on a disaster recovery scenario, you can do one of the following:

= Commit failback. When you commit failback, you finalize recovery of the original VM in the
production site. The original VM in the production site or at a new location becomes the
primary VM, a VM replica is returned to the normal state and Veeam Backup & Replication
resumes replication activities.

= Undo failback. If the production VM is not working as expected, you can undo failback and
get back to a VM replica. In this case, the VM replica returns to the Failover state.
Evaluation Case
In this exercise, you will fail back from a VM replica to the primary VM on the source host, and then
commit failback.
Prerequisites

You can perform failback for a VM replica in the Failover state. To put the VM replica to this state, make
sure you have performed the Failing Over VM Replica exercise. If you have already undone failover,
repeat the Failing Over VM Replica exercise for your VM.
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Procedure
To fail back to the production VM:
1. Open the Backup & Replication view.
2. Select the Replicas node in the inventory pane.

3. Right-click the VM and select Failback to production.

Yeeam Backup & Replication
Hame Replica

BOB @ @avdrs X

Fallover Planned Undo Permanent Add to Faiback to Undo Commit Guest Application Remove
Mow  Falover Fallover Falover Falover Plan » | Production Falback Falback = Files~ Items - from »

Failover | Failback Restare | Delete |

Backup & Replication |p Type in an object name to search for

4 ﬁ Jobs Mame ™ Job Mame Skatus Creation kime Restore points — Ori...  Repli...
i) Backup Linu Y Evalustion repli...  Fail JALLALIBEAA 2,15 A0 wed,., wed..
i@ Replication Windows ¥M Evaluation repli...  Rea L@ Failover Now.. wed... wed..
2 Backup Copy B Planned Failover...
b 9 Backups ®,  Permanent Failover
b EE Replicas ¥} Undo Failowver
b (8 Last 24 hours .
[ Add to failover plan »
<d Failback to production..,
. Festare guest files »
L Remove from replicas
% Backup & Replication 5 Rernove from disk
@I Backup Infrastructure = Properties..
I virtual Machines
@ Storage Infrastructure
% Tape Infrastructure
[ Files
E;%} »
1 replica selected |Enterprise Edition |Evaluation: 274 days remaining (VEEGM

4. At the Destination step of the wizard, select Failback to the original VM.

Destination
@ Choose the destination for failback operation.

Feplica ®) Failback to the original ¥M

Usge if your production site iz restored without any infrastucture changes, and the oniginal Wi is stil
present at the zame location. Only differences between existing virtual dizsks and their actual state
on replica will be transfered over the nebwark,

Surmmary
Failback to the original ¥M restored in a different location
Usze if pou have restored the onginal WM from backup to a location that iz different from original.
Only differences between existing witual disks and their actual state on replica will be transfered
over the netwark,

Failback to the specified location [advanced)
Uze if you do not have ariginal WM remaing available arpahere in the failback destination

site. Actual state of entire replica’s virtual disks will be transferned to the destination site,
resulting in sigrificant netwark, traffic.

/v, Replica i will be powered off for the duration of failback.

Pick backup prosies for data transker

| < Previous || MHext » || Finigh || Cancel |

5. Atthe summary step of the wizard, select the Power on VM after restoring check box and
click Finish.
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Validation
1. Open the Backup & Replication view.
2. Select the Replicas node in the inventory pane.

3. Make sure that the replicated VM is put in the Failback state.

Yeeam Backup & Replication
Home Replica

B0 @ 4AvdrS5 X

Failover Planned Undo Permanent Add to Failback to Undo Commit = Guest Application = Remove
Mow  Falover Falover Falover Falover Plan . | Production Faiback Faiback = Files . Items . from +

Failover | Failback | Restore | Delete |

Backup & Replication p Type in on object nome to segrch for

4 {0p Jobs Mame  * Job Mame Status Creation time Restore points ~~ Ori...  Repli...
@ Backup %Linux WM Evaluation repli...  Faiback 11/11/2014 6112 AM 3 wed... wed. |
il Replication windows il Evaluation repli.., Ready Lf1jzo4 etz A 2 vedi, wed
& Backup Copy

b [ Backups

I ﬁj Replicas

[ @. Last 24 howrs

& Backup & Replication

@I Backup Infrastructure

@ Virtual Machines
@ Storage Infrastructure
% Tape Infrastructure

|j: Files

by

1 replica selected Enterprise Edition Evaluation: 274 days remaining (VEEQM _;
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Committing Failback

When you commit failback, you confirm that you want to get back to the production VM. Veeam
Backup & Replication resumes replication activities for the VM to which you failed back.

The failback protective snapshot that saves the pre-failback state of a VM replicais not deleted —
Veeam Backup & Replication uses this snapshot as an additional restore point for VM replica. With the
pre-failback snapshot, Veeam Backup & Replication needs to transfer less changes and therefore puts
less load on the network when replication activities are resumed.

Procedure
1. Open the Backup & Replication view.
2. Select the Replicas node in the inventory pane.
3. Right-click the VM and select Commit Failback.

Yeeam Backup & Replication
Home Replica

BoB @@ 4d09d46% X

@

Failover Planned Undo Permanent Add to Faiback to Undo Commit = Guest Application = Remove
Mow  Falover Falover Falover Falover Plan . | Production Faiback Faiback = Files . Items . from +
Failover Failback Restore Delete

Backup & Replication p Type in on object nome to segrch for

40k Jabs Mame  * Job Mame Status Creation time Restore points ~ Cri...  Repli...
i Backup Linz WM Evaluation repli... B Failover Mow, ved...  wed. .
@ Replication @Windows Wi Evaluation repli... R wed., wed.
% Planned Failover...
& Backup Copy )
b [y Backups [ Add to failover plan »
» [ Replicas 0 Failback o production..
iy Last 24 by
b B Loot 24 hours & Commit Failback
) ndo Failback
s Restore quest files 3
Ek  Remove frarn replicas
& Backup & Replication &5 Remove from disk
' Properties...
@I Backup Infrastructure f P
€] ¥irtual Machines
@ Storage Infrastructure
% Tape Infrastructure
|jj Files
D‘a’ »
1 replica selected |Enterprise Edition |Evaluation: 274 days remaining (VEE@M
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Validation

1.
2.
3.

4.

Open the Backup & Replication view.
Select the Replicas node in the inventory pane.

Make sure that the replicated VM is put in the Ready state.

Yeeam Backup & Replication

Home Replica

B0 F Avd8%5 X

Failover Planned Undo Permanent Add to Failback to Undo  Commit | Guest Application = Remove
MNow Failover Falover Falover Falover Plan .+ | Production Faiback Falback = Files . Items . from ~

Failover | Failback Restore Delete

Backup & Replication p Type in on object nome to segrch for

4 {0p Jobs Mame  ©

Job Mame Status Creation time Restore points ri...  Repli...
@ Backup %Linux WM Evaluation repli...  Ready 11/11/2014 £:27 AM 3 wed... wed. |
il Replication windows il Evaluation repli.., Ready Lf1jzo4 etz A 2 vedi, wed
& Backup Copy
b [ Backups
I ﬁj Replicas

[ @. Last 24 howrs

& Backup & Replication

@I Backup Infrastructure

@ Virtual Machines
@ Storage Infrastructure
% Tape Infrastructure

|j: Files

by

1 replica selected |Enterprise Edition

|Evaluation: 274 days remaining (VEE@M

Open the vSphere Client and make sure the VM replicais powered off and the production VM

is powered on.
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For large geographically dispersed virtual environments with multiple Veeam backup servers, it is
recommended to use Veeam Backup Enterprise Manager.

Veeam Backup Enterprise Manager is an optional component in the backup infrastructure that
federates Veeam backup servers and offers a consolidated view of these servers through a web
console. You can centrally control and manage jobs configured on different Veeam backup servers
through asingle pane of glass, edit and clone jobs, monitor jobs state and get reporting data across all
backup servers. Veeam Backup Enterprise Manager also enables you to search for Windows guest OS
filesin all current and archived backups across your backup infrastructure and restore these filesin 1
click.

This section describes a set of exercises that you should perform to learn how to manage a distributed
backup infrastructure using Veeam Backup Enterprise Manager.

Exercise List

To evaluate the key features of Veeam Backup Enterprise Manager, perform the following exercises:

Exercise ‘ Description Time Estimates
Installing and Install Veeam Backup & Replication on a physical or virtual

configuring machine.

Veeam Backup 5-7 minutes
Enterprise Mana Add the Veeam backup server to Veeam Backup Enterprise

ger Manager and collect data from the added Veeam backup server.

Searching

Find a guest OS file in a backup of a Windows-based VM and
restore this file directly from Veeam Backup Enterprise Manager 1-2 minutes
to the original VM in 1 click.

for guest OS files
and restoring
themin 1 click

Configuring self-

R Delegate the file-level restore task to another team member. 2-5 minutes.
service restore
Cloning and Clone a created backup job, save it under a new name and edit .
e . . . . . 3-5 minutes
editing jobs its settings directly in Veeam Backup Enterprise Manager.
Restoring data
from encrypted Create an encrypted backup file and unlock it without a .
. 5-7 minutes
backups without password.

a password
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Installing and Configuring Veeam Backup Enterprise Manager

Evaluation Case

In this exercise, you will install Veeam Backup Enterprise Manager, connect the Veeam backup server
to it and collect data from the connected Veeam backup server. In the production environment,
Veeam Backup Enterprise Manager typically federates a number of Veeam backup servers. For
evaluation purposes, however, you can connect one Veeam backup server to Veeam Backup
Enterprise Manager.

Prerequisites

= The machine on which you plan to install Veeam Backup Enterprise Manager must meet the
system requirements.

= You should have at least one instance of the Veeam backup server installed. On the Veeam
backup server, you should have at least one backup or replication job that has been
successfully performed.

= Make sure that all necessary ports are open.

Procedure
To install Veeam Backup Enterprise Manager, do the following:

1. Download the latest version of Veeam Backup & Replication from
www.veeam.com/downloads.html.

2. Start the autorun from the mounted ISO file and select to install Veeam Backup Enterprise
Manager.

close

Veeam Backup & Replication

Veeam® o Veeam® .
Backup & Replication” Backup Enterprise
Manager~

@ install @ install

Documentation Training

& |learn more ¥ start training

Copyright @ 2014 Veeam® Softw
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3. Follow the stepsin the installation wizard.

4. Atthe Service Account step of the wizard, select to use the Local System account or specify
settings of the account that has Administrator permissions on the Veeam Backup Enterprise
Manager server.

5. Atthe SQL Server Instance step of the wizard, choose to install a new instance of Microsoft
SQL Server or use an existing one (either local or remote). If you select to use an existing
Microsoft SQL Server instance, for example, if you are installing Veeam Backup Enterprise
Manager on the same machine as Veeam Backup & Replication, provide credentials of a user
with database owner rights.

Once the installation process is complete, you can add the Veeam backup server(s) to Veeam Backup
Enterprise Manager.

1. Start Veeam Backup Enterprise Manager by choosing Programs > Veeam > Veeam Backup
Enterprise Manager from the Start menu. If you plan to use the web Ul remotely, to access
Veeam Backup Enterprise Manager, use the following HTTPS address: https://host-name:9443.

2. Enter credentials of a user with Local Administrator rights or the user who installed Veeam
Backup Enterprise Manager and click Login.

3. Click Configuration at the top right corner of the window.

4. Click Add at the top of the window.

Enterprise

Backup Servers ) Refresh | start Callecting EF Add.. 1, 3 B schedule.. | | B Export

# BACKUP SERVERS Name Login Version Server Description

Page 1 |of1 L'}

5. Entera DNS name or the IP address of the Veeam backup server you want to add.

6. Provide a name and password of the user account with administrative rights on the added
Veeam backup server. Make sure that this user is included in the Veeam Backup Administrators
group on the Veeam backup server.
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dition

f HOME @ Hep
. e m i By Remove chedule

Server Description |

Backup Servers

{2l BACKLUP SERVERS

DNS name or IP address of the \feeam Backup server
@ srv02 weearn.local

Server description:

p User name WEEAMAdministratar
%‘% Password:  ewsssessseses |
Port 9392

Ok Cancel

B

M4 PagelIlnM (Y Y

7. Onceyou click OK and add the Veeam backup server, Veeam Backup Enterprise Manager will
automatically start collecting data about all backup and replication jobs from added Veeam
backup server.

8. Toreceive consolidated email notifications about the status and summary of all jobs
performed in your backup infrastructure, click Notification on the left of the Configuration
view and specify email notification settings.

Sign out

Enterprise editio

A HOME @ Hep
Notifications EMAIL SERVER SETTINGS ~
SMTP server name or address Port: Save
exch01 veeamn local 25
[ usessL

Requires authentication

Username: | WEEARDAdministratar

Password:  sessssssssssssss

JOB SUMMARY

Send daily notification at 17:00 v

Frorm: backup@eeam. carm

Ta administrators@veeam.com

Subjert: Last 24 hours: %1 Errors, W2 Warnings, %3 Successes o
Test
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Validation

1. Click the Last 24 hours and Last 7 days tabs in Veeam Backup Enterprise Manager and make
sure that these tabs provide information about backup and replication jobs performed on the
Veeam backup server you have just added.

Enterprise edition

DASHBOARD REPORTS JOBs WS FILES ITEMS REQUESTS L CONFIGURATION

~
Last 24 hours Last 7 days @) Refresh @ Hep
SUMMARY DATA LAST 24 HOURS STATUS
Backup servers. 1 Processing speed: 75.1 MB/s DTUI&I]DD runs: 3 Backups @ oK
Jobs: 3 SourceWhssizer 2103 GB @ Successes 5 Backup servers @ oK
WMs: 2z Full backups: 60.3GB 1. Warnings. ) Management server @ oK
Ternplates: 0 Restore points, 302 MB @ Errors: a License @ oK
v

@ Veearn Software AG. Al rights reserved. Send feedback to Vesam

2. If you have configured email notification settings, open your email client and check the Inbox
folder. Make sure that you have an incoming email about all performed jobs.
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Searching for Guest OS Files and Performing 1-Click Restore

Veeam Backup Enterprise Manager allows you to search for Microsoft Windows and Linux guest files in
backed up VMs. This can be useful, for example, if you need a file that has been deleted on the VM and
you want to restore it from a backup. Once you find the file, you can immediately restore the file
directly from Veeam Backup Enterprise Manager with 1 click. The file can be restored to its original
location or saved to a local machine.

Evaluation Case

In this exercise, you will delete a file on the original VM, search for it in the backed up VM image and
restore it to its original location.

Prerequisites

= Make sure that you have successfully created a backup of a Microsoft Windows or Linux VM
with the guest file indexing option enabled.

= Make sure that you have successfully connected the Veeam backup server to Veeam Backup
Enterprise Manager and collected data from it.
Procedure
To find a restore a guest OS file, do the following:
1. Delete afile you want to restore on the original VM.

2. InVeeam Backup Enterprise Manager, click Home at the top left corner of the window to get
back to the main view of Veeam Backup Enterprise Manager.

3. In the main view of Veeam Backup Enterprise Manager, click the Files tab.

4. Inthe Type in VM name field, enter the name of a backed up VM whose file system you want
to browse.

5. In the Restore point field, select a restore point from which you want to restore the deleted
file.

6. Inthe Search field on the right, type in the name of the necessary file or a part of it and click
the search icon on the right.

Enterprise edition

DASHBOARD REPORTS JOBS WS ITEMS REQUESTS Lk CONFIGURATION

Typein Wi name: | sn04 or pick WM from list ... @ Help

BROWSE  SEARCH

Restore paoint 22122074 23:34.00 Barkup infa - cantrarct
FEC Name Date Modified Size Owner
e
B $RECYCLEBIN [ Contract_Amber 2016-0.. 171712009 19:35:19 72.0KB Adminisirators
=7 Docurnentation 2011
& Documentation 2012 [ comtract DFC2014-01-1.. 25122009 17:22:34 93,3 KB Administrators
@7 Docurnentation 2013
= Docurnentation 2014 D Contract_HighSchool_20.. 08122009 17:54:31 161,2 KB Administrators
@ Contracts
@ Invoires D Contract_Hosp_2014-05-. 26.01.2011 1524:43 94,8 KB Administrators
A Offers [ Contract_Uni2074-06-1.. 08122010 1729:53 1437 KB Adminisirators
® 7 Tax Docs
[ Systern Wolume Information
Page 1 |of1 €1 Displaying1-50f5 Wiew history
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7. Right-click the file in the list and select Restore > Overwrite. Click Yes to confirm the
operation.

Enterprise edition

REPORTS JOBs

Type in YW name: | srv04 ar pick Wi from |ist @ Help

BROWSE | SEARCH

Search  contract Advanced search =

File info Restore status

D erDocumentation 201 dvWContractsvContr act_HighSchool_2014-03-05.pdf
Restore point: 22.12.2014 23:34:00
Owner: BULLTINVAdministratars
Last modified: 08.12.2009 17:54:31

Size 161,2 KB | e MI
[} e'Borumentation 2014\ContractsAContr art = Download T8 keep
Restore point: 22.12.2014 23:34:00 D Addtorestore list I

Owner: BULLTINVAdministratars
Last modified: 08.12.201017:29:53
Size: 143,7 KB

14 4 page 1 [of3 b Ml Results1-20f5 Wiews histary

Validation

Open the primary VM and make sure that the found file has been successfully restored.
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Performing Self-Restore of VM Guest OS Files

You can delegate a task of VM guest OS files restore to users having administrator rights on VMs, for
example, to application owners. Delegated file-level restore simplifies the data restore process. Users
do not have to wait for backup administrators to recover deleted or modified files and folders.

For delegated file-level restore, Veeam Backup & Replication offers the Veeam Self Service Restore
portal. Authorized users can log on to the portal, browse the content of VM backups and restore the
necessary VM guest OS files and folders to the original location or download restored files to the local
computer drive. The restore process does not require any intervention from the backup administrator
side: users can perform search and restore operations on their own, just like the administrator working
with Veeam Backup Enterprise Manager.

Only authorized users can browse and restore files in the Veeam Self Service Restore portal. To be able
to see the content of VM backups, the user must be added to the Local Administrators group in the
VM guest OS. When the user logs on to the portal, the portal displays only those VMs and restore
points that the user is permitted to access. Other VMs are not visible to the user.

Evaluation Case

In this exercise, you will perform self-service restore of VM guest OS files from the backup file using the
Veeam Self Service File Restore portal.
Prerequisites

= Make sure that the Veeam backup server is connected to Veeam Backup Enterprise Manager.

= Make sure that the Enterprise Plus license is installed on the Veeam Backup Enterprise
Manager server. You can use a valid trial license or paid license.

= Make sure that the user account under which you plan to perform self-service restore belongs
to a trusted domain or the same domain as the Veeam Backup Enterprise Manager server.
Users from untrusted domains cannot use the Veeam Self Service File Restore portal.
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Procedure
To restore VM guest OS files using the Veeam Self Service File Restore portal:

1. Log on to the VM whose VM guest OS files you plan to restore. Make sure that the user
account user which you plan to perform self-service restore is added to the local
Administrators group on this VM.

E lusrmgr - [Local Users and Groups (LocaljyGroups] -0 X
File Action ‘iew Help
9 71E XE =
§| Local Users and Groups (Localy || Mame Description Actions
.:I Users el access Control Assist.,  Merbers of this group can remot.., ﬁ -
[ Groups B Administratars Administrators have cornplete an...
More Actions »
hdministrators ~
G |
Ener Maore Actions 4

@III Adrministrators

Drezcription: Administrators have complete and unrestiicted access
ta the computer/domain

Members:

A s dmiristrator

Changes to a uger's group membership
| Add... | | Femove | are not effective until the nest time the
uger logs on.

| | Cancel | | Apply | | Help

2. InVeeam Backup & Replication, configure a backup job that processes this VM (see the
Performing Backup exercise). At the Guest Processing step of the New Backup Job wizard,
select the Enable gust file system indexing check box and specify a user account for file
indexing.
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Guest Processing
%l Choose additional proceszing options available for Micrazoft Windows guests.

Mame ["] Enable application-aware processing

. . Quiesces applications using Microsoft VS5 to ensure tranzactional consistency, performs
Wirtual M achines tranzaction logs processing, and prepares application-specific %55 restore procedure.

S Customize application handling options for individual WMz and applications Applications.

[+ Enable guest file system indexing

Creates catalog of guest files to enable browsing, zearching and 1-click restores of individual files.
Schedule Idexing iz optional, and is nat required to perform instant file level recoveries.

Customize advanced guest file spstem indexing options for individual Wids

Guest O5 credentials

Summary

Credentials: |,@' YEEAM\mzmith [YEEAM Y msmith, last edited: 1111/ 2014) v| Add...

Manage accounts

Custorize guest 05 credentials for individual ¥Ms and operating spstems

| < Previous || MHext » || Finish || Cancel |

3. Run the backup job to produce a backup file.

Job progress: 0of 14z

Summary [rata Status
Duration: 00533 Frocessed: 3.2 GB (38%) Success:
Frocessing rate: 15 MB/: Read: 32GB W arnings:
Battleneck: Source Transferred: 1.8 GE [1.8%) Errars:

Throughput [last 5 min)

Speed: 15.7 MB/s

WM namé Statuz Action Duration
@ a4 @ 8% @ Queued for processing at 11/11/2014 51546 A
0 Fequired backup infrastructure resources have been assigned
QVM processing starked at 11/11/2014 6:16:01 Abd
QVM zize; BO.0 GB (22.0 GB used]
0 |nventorying guest system
Q Creating ¥ snapshot
0 Indexing guest file system
0 Saving [datastored] sre0dd 04 vms
0 Saving [datastored] sre04/2me 04 vmsf
0 Saving [datastored] zrv0ddsr 04, nvram
Q Uzing backup proxy Wiware Backup Prosy for disk Hard disk 1 ...
(¥)Hard disk 1 (40.0 GB] 3.1 GE read at 15 MB/s [CBT]
0 Using backup prosy Whware Backup Prosy for disk Hard disk 2 ...
€ Hard disk 2 [20.0 GB) 98.0 ME read at 14 MB/s [CET]
m Getting list of guest fle system local uzers

Hide Detailz

4. Log on to Veeam Backup Enterprise Manager using the Administrator account.
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5. Open the Configuration view. In the Backup Servers section, click Start Collecting to
collect the latest data about the performed backup job from the Veeam backup server. To
check if data has been collected, click Sessions on the left and make sure that the data
collection session has completed with the Success status.

4 HOME @ Help

Backup Servers 7)) Refresh g add.. | | B- B F= schedule.. | | [ Bxwort
¥ BACKUP SERVERS Name Login 1 | Version Server Description

localhost srv02\Administrator 8.0

14 4 Pagel 1 |ofl » Kl @ Displaying items 1 - 1 of 1

6. Sign out from Veeam Backup Enterprise Manager.

7. Together with Veeam Backup Enterprise Manager, the Veeam Backup & Replication setup
deploys the Veeam Self Service File Restore portal. Open the portal web console using the
following link:

https://enterprise_manager_host:9443/selfrestore

8. Log on to the Veeam Self Service File Restore portal under the user account that you plan to
use to restore VM guest OS files.
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CREDENTIALS

User name: VEEAM\msmith

["] Remember me

Login

7. The portal will display only one tab — Files, with the file tree of the VM guest OS file system.
To restore a specific file or folder, right-click it and select the necessary restore option from
the list.

Enterprise edition

Showing srv04 as of earlier today.

BROWSE = SEARCH

Restore point 11/11/2014 B:16:55 am T Restore |~ = Download Add to restore list | | Search...
g E: Name Date Modified size Owner
] $RECYCLEBIN [ Tnvoice_2014-01-12.pdf 12/25/2000 06:22:34 93.3 KB
# [ Backup
# Documentation 2011 [ Inwoice 2014-03-05.pdf 12/8/2009 06:54:31 am  161.2 KB
@[ Documentation 2012
@7 Documentation 2013 [ Invoice_2014-04-10.pdf  12/8/2010 06:29:53 am  143.7 KB
= Documentation 2014 .
3l Contrads [ Invoice_2014-05- £ o —
§ I Download ™ ke
= Invoices D -
3 Offers Invoice_2014-06- D Add to restore list LY. FEURD
1 Tax Docs

@ System Volume Information
14 4 page 1 |oft + | &1 Displaying1-50of5 View history

© Veeam Software AG. All rights reserved. Send feedback to Veeam

Validation

Open the file or folder restore location and make sure that the file or folder has been successfully
restored.
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Cloning and Editing Jobs

Veeam Backup Enterprise Manager lets you clone jobs configured on Veeam backup servers. When
you clone a job, you create an exact copy of any backup or replication job available in the job list.
Configuration details of a created job copy are written to the same SQL database where details of the
original job are stored. You can work with the created job both via Veeam Backup Enterprise Manager
and via the Veeam Backup & Replication console on a corresponding Veeam backup server.

The recommended practice is to configure a set of “job templates” in advance, using the Veeam
Backup & Replication console on every managed Veeam backup server. Administrators working
Veeam Backup Enterprise Manager can then use these “job templates” for cloning and further editing.
Evaluation Case

In this exercise, you will create a copy of the backup job and edit its settings.

Prerequisites

= Make sure that you have at least one backup job that has been successfully performed on the
Veeam backup server.

= Make sure that you have successfully connected the Veeam backup server to Veeam Backup
Enterprise Manager and collected data from it.

Procedure
To clone a job, do the following:

1. Click the Jobs tab.

Sign out

Enterprise edition

DASHBOARD REPORTS WMS REQUESTS £k CONFIGURATION

Backup server | ALL ~  Jobname Lastresult | ALL v Lrind | | P i - M

Name Type Backup server Platfo.. Current.. LatestRun Next Run Description

& Evaluation backup copy| Backup sre02 Whware  Surcess 11112014 63, Disabled Rilot barkup copy

(<]

Ewaluation replicationjob  Replica stwD2 Whware  Surcess 1112014 61 1112014 22 Bilot replication

@ CEvaluation backup job Backup stw02 Whware  Success 11112014 dd.. 11.11.2014 22, Backup job created for evaluation purposes

Pagel 1 of1 /] Displaying iterns 1 - 3 of 3

Select the necessary job in the list, click Job actions on the toolbar and select Clone job.
In the displayed window, specify the name of the job copy and select a target for the job.
Click Clone.

Select the cloned job in the list.

I

On the toolbar, click Job actions and select Edit job. Go through the steps of the wizard and
edit the job settings as required.
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Validation

1. InVeeam Backup & Replication, open the Backup & Replication view.
2. Select the Jobs node in the inventory pane.

3. Make sure that the cloned job is available in the working area.
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Restoring Data from Encrypted Backup File Without Password

When you import an encrypted backup file on another Veeam backup server and try to restore VM
data from it, Veeam Backup & Replication requires a password to unlock the backup file content. In
most products, if you do not provide a password, the file content will remain locked, and the backup
will be of no use. Veeam Backup & Replication lets you decrypt encrypted backups even if you have
lost a password, or the person who knows the password has left your organization.

To enable data decryption without a password, Veeam Backup & Replication stores the actual
encryption key in the backup file twice:

= First, Veeam Backup & Replication encrypts the key with a password that you set for the job.

= Second, Veeam Backup & Replication encrypts the key with a public key from Veeam Backup
Enterprise Manager.

The public key from Veeam Backup Enterprise Manager plays the role of a ‘duplicate key'. To decrypt
the backup file, you can either provide a password or submit a request to Veeam Backup Enterprise
Manager. Veeam Backup Enterprise Manager will process your request: it will apply a private key
matching the public key that was used for backup file encryption. As a result, you will be able to access
backup data in the Veeam Backup & Replication console.

Evaluation Case

In this exercise, you will create an encrypted backup and restore data from it without a password. To
do this, you will perform the following steps:

1. Create an encrypted backup with a backup job.

2. Toemulate asituation of data decryption on another Veeam backup server, remove the
created backup from the Veeam Backup & Replication console and re-import the created
backup back to the Veeam Backup & Replication console.

3. Decrypt the backup file without a password.

Prerequisites
= Make sure that the Veeam backup server is connected to Veeam Backup Enterprise Manager.

= Make sure that Enterprise or Enterprise Plus license is installed on the Veeam backup server.
You can use a valid trial license or paid license.
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Procedure

Step 1. Create an encrypted backup
1. Open properties of a backup job that you have configured in the Performing Backup exercise.
2. Passto the Storage step of the wizard and click Advanced.

3. In the Advanced Settings window, click the Storage tab.

[x]

Storage
%l Specify prg | Backupl Storage | Motifications I wSphere I Storage Integration I Advanced up files produced by this

D ata reduction

[#] Enable inline data deduplication [recommended)
W arme

[#] Exclude swap file blocks from processing [recommended) _
- _oose...
Yirtual Machines

Compreszion level:

| Optimal [recommended)

Optimal compression provides for best compression to performance ratio, n
Guest Processing and lawest backup praxy CPU uzage.

Storage optimization; kup
Setediic | Local target
Summary Best performance at the cost of lower deduplication ratio and larger

incremental backups. Recommended for 54M, DAS or local target.

Encryption

[ Enable backup file encryption .
Best practices

Pazzword: =m being off-zike.
[ || add.

0 Loz pratection enabled Manage password:

coes ] || ]

4. In the Encryption section, select the Enable backup file encryption check box and click
Add on the right.

5. In the Password field, enter a password that you want to use for the backup file encryption.
To view the entered password, click and hold the eye icon on the right of the field.

6. Inthe Description field, enter a hint for the password.

7. Make sure that the Loss protection enabled label is displayed under the Password field. In
the opposite case, you will not be able to restore data from the encrypted backup without a
password.
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Schedule
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Advanced Settings

[ x]

| Backupl Storage | Motifications I vSphere I Storage Integration I Advanced |

[ ata reduction
[#] Enable inline data deduplication [recommended)

Description;

My favorite book

Password:  Ulysses

Do not loge vour passwords, Yeeam Support cannot recover lost
pazswords or retriese your data from encrypted backup files.

[

1]

|| Cancel |

& Loss protection enabled Manage pazswords

ok ||

Catcel |

Save &z Default |

[x]

up files produced by thiz

] (]

Best practices
erm being off-site.

] o |

Save the new job settings and run the backup job once again to produce an encrypted

backup file.

When you enable encryption for an already existing backup job, Veeam Backup & Replication
restarts the backup chain — it produces a new full backup. To make sure that the encrypted
backup has been created, open the target folder on the backup repository, find a subfolder
with the backup job name and make sure that a new VBK file is added to the backup chain.

Haome

Share

i

v e

©

- 1 | 1« Backups » Evaluation backup job

v G| | Search Evaluation backup job @ |
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B Desktop
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5 Recent places
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5

Evaluation
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445004

=

Evaluation
backup
job2014-11-11T0
43853

Evaluation
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Evaluation
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job2014-11-11-T0

>

645004

Titern selected 30,7 MB
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Step 2. Remove the backup from the console and re-import it
1. InVeeam Backup & Replication, open the Backup & Replication view.
2. Inthe inventory pane, select Backups > Disk.
3. In the working area, right-click the backup job and select Remove from backups.

Veeam Backup & Replication will remove records about the created backup and encryption
keys from the Veeam Backup & Replication database. The actual backup files will remain on
the backup repository.

VYeeam Backup & Replication =-|0
Home Eackup @)

Properties Remove
from .
Backup
Backup & Replication ‘p Tvpe in an object narme to search for x
[ {a} Jobs Job name Creation kime Restore poinks Repoasitary Platfarm
s ;nkups 4§ A% Evaluation backup job El  Remove from backups Backup Yolume 01 Wmare i
Drigk. "
b [ Repicas i wm = emove from disk
b 3 Last 24 hours S Properties...
% Backup & Replication
() Backup Infrastructure
I virtual Machines
% Storage Infrastructure
% Tape Infrastructure
[ Files
E;i’ »
1 backup selected |Enterprise Edition Evaluation: 274 days remaining |(VEEGM .-

4. On the Home tab of the ribbon, click Import Backup.
5. From the Computer list, select a backup repository where backup files are located.

6. In the Backup file field, specify a path to the VBM backup file on the backup repository.

Yeeam Backup & Replication =-|Oo| x

Home @
S SRR S

Backup Replication | SureBackup Backup VM Fle | Restore Import  Falover

Job.  Job. Job  Copy~ Copy Copy . Backup Plan .
Primary Jobs Auxiiary Jobs Restore Failover Plans
Backup & Replication ‘p Type in an object name to search for x
[ {a Jobs Job name Creation kime Restore points Repositary Platfarm
¥ Backups

[ @. Last 24 howrs
ﬁ Specify backup to import. You can only import backups

== from computers added to the Yeeam Backup console

Computer.
‘ 172.16.13.97 Microsoft ‘Windows Server] v |

Backup file:

B ackup'E valuation backup obtEvaluation b| | Browse.. |
(1) Backup Infrastructure [ Import guest il system index

@ virtual Machines

@ Storage Infrastructure

% Tape Infrastructure
Q Cloud Connect Infrastruc...
2

[0 backups Enterprise Edition Evaluation: 274 days remaining (VEEEAM .
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7. Click OK. Veeam Backup & Replication will import the backup and place it under the Backups
> Encrypted node.

8. Additionally, Veeam Backup & Replication will display a warning that the backup file you
import is encrypted. Click OK in the message window to close it.

Step 3. Decrypt the backup file without a password
1. In the inventory pane, click the Encrypted node under Backups.
2. Inthe working area, right-click the imported job and select Specify password.

3. In the Specify Password window, click the I have lost the password link.

&g Barkup Tonls Veeam Backup & Replication =|a] %
Home | Encrypted Backup @
X

Specify Remove
Password from Backups

Actions

Backup & Replication |p Tyme in an object name to search for %
[ {3} Jobs Mame EBackup path
4 % Backups %Eva\uat\on backup job CiiBackupiEvaluation backup job\Evaluation backup job.vbm
5 Encrypted
b 9 Replicas Specify Password £

b (2 Last 24 hours
. One or more backup files are encrypted. Type in the
(@ encryption password For the backup files.

Lhave lost the iﬁssword
Description: |ty Lavarite bool?

% Backup & Replication
@ Backup Infrastructure Password:
T —

% Storage Infrastructure
% Tape Infrastructure
|jj Files

I:%} »
|1 object selected |Enterprise Edition |Evaluation: 274 days remaining VEEGM :

4. In the Encryption Key Restore wizard, click Copy to clipboard to copy the displayed request
for data decryption.

Open Veeam Backup Enterprise Manager.
In the top right comner of the window, click Configuration.
Click Key Management on the left.

Click Password Recovery at the top of the view.

o o N o U

In the Challenge Request window, enter the copied text of the request.
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Sign out

O rep

>

Enable encryption password loss protection

Password Recovery...

‘Generate
PASSW! RECOVERY IZ‘
Import..
Challenge Request Export
Paste challenge request provided by the restore wizard -
Activate

CI6udPkPhNtFeOWLX/d07 10KIWPPhZ + KIVATIHaVPQwiVGIWb1xzicj]aRANUPZBOdAEF
AFgSN15QINDQoaYQS/pdN1lyaE/GtPRazrYONPgfx2sqw\WPeede4aMOpPL4BGoLNA/USIYA A
02WxanQHIRBICE=

--—-END KEY REQUEST--—

-—BEGIN SIGNATURE-——
AQARAAAAAMAAARAAAAAAAAAAEAAAAAABAAACSCpZYWdhehmweSd0DgSaZaywsy/sv
FShEar4AuR/f2gC03Imo3kSxxz3a-+cBLePvivb4h6abNT +agaajCubKM5YPOgQ2 daPQfqw
XDukWwItRM1CedYheROSHapPPmZhX/F7QpHIXN6bvDbzhd1t10aAfl+fPzdlyeSg3pE0I3v
t1T1wa5iozqqcsaMNo76/+nr5lokiGaPl/FyBgquXMLyaRemufC+TYtK15neSTL2qgEZ eMPABY
0rsu3tLnqdX8gt7EYhA1dnYBkpEcGKzAZALGIR7W1sFr8srMMznNIoGIB+2YMECULjeYXjus
V37mClyPio0Hdhl6/Mdv/W11017TnS9hEP48NSsblxshw==

|~—END SIGNATURE——- W

Paste

A KEY MANAGEMENT Next > Cancel

o [] Key retention period 4 weeks

10. Pass through the next steps of the wizard. At the Response step of the wizard, copy the
displayed text to the clipboard.

Sign out

@Help

>

Key Management Enable encryption password loss protection

Password Recovery.

Generate_
PASSWORD RECOVERY
Import...

Response
Provide this response to the restore operator for entering in the restore wizard

)

Delete Key

< Previous Finish Cancel

2 KEY MANAGEMENT

o [] Key retention period 4 weeks

11. Get back to the Veeam Backup & Replication console; in the Encryption Key Restore wizard,
click Next.

12. At the Response step of the wizard, enter the copied response to the text field and click
Next. Veeam Backup & Replication will decrypt the backup file and move the imported
backup to the Backups > Disk (imported) node.
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Validation

1. Open the Backup & Replication view.
2. Select the Disk (imported) node in the inventory pane.

3. Make sure that the imported backup is available in the working area.

Yeeam Backup & Replication =-|0
Home Barckup

= X

Properties Remove

from «

Backup |

Backup & Replication ‘,O Tipe in an object name to search for
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e, Disk (imported]

[ Eﬁ Replicas
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‘ % Backup & Replication
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[0 2
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